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1. OVERVIEW OPERATIONAL RISK

All banks are subject to financial and operationa
risks. While most bankers are acutely aware of the
potential impact of financial risks such as, interest
rate shifts, exchange rate movements, etc. the area
of operational risk is often less well understood.
Operational risk - as distinct from financial risk
-represents pure risk. A pure risk is one in which
there are only two possible outcomes - 1oss or no
loss. Whereas financial risks may lead to financial
rewards, operational risks involve no opportunity
for gain; as non-occurrence of an operational loss
means only maintenance of the status quo. In
addition, unlike financial risks, operational risks are
purely human in nature and are a function of an
organization being a bank. Crime, Losses,
litigations, and adverse regulations are purely
human in origin and may have no direct
relationship with conditions in global financial
markets.

The purpose of this guide is to assist directors and
senior management in understanding the nature of
operational risk and the management techniques
which may be used to manage this risk. Since one
of the most effective forms of minimizing a bank's
exposure to operational risks through the
implementation of a strong program of internal
controls, this Guide is designed to be used in
conjunction with SAMA's Internal Contrail
Guidelines for Commercial Banks Operating in the
Kingdom of Saudi Arabia (1989), Disaster
Recovery Planning Guideline for the Saudi Banks
(1993) and the Guidelines on Physical Security for
Saudi Banks (1995). This is essentia for
developing an integrated program of operational
risk control and management. While much of the
material in this Guide is oriented towards
conventional insurance, its ultimate purpose is to
address the issues of identification and analysis of
the full spectrum of operational risks encountered
by a bank and to discuss the various methods both
internal and external - which may be used to
finance these risks.

In order for operational risk to be effectively
managed and financed it is necessary that banks
accomplish three functions.
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1.1 Identify and Anayze Risks: Only those risks
which have been identified may be successfully
controlled. The components of operational risks are
deeply embedded in an institution's business
structure. These are often difficult to isolate and
identify, and constantly change as the bank's
business and the policies, systems and procedures
which support it change. It isironic that banks have
evolved stringent policies and standards as well as
complex analytical models for the anaysis of
financiad and market risk but often ignore the
operational risk exposure inherent in their day to
day operations. Therefore, it is critical that senior
management ensures that a formal program of
operational risk analysis isin place within the bank
at least equal in management visibility and rigour
with that used for anayzing and controlling
financial and market risk exposure.

12 Select and Implement Risk Management
Techniques: Operational risks are most effectively
controlled through integration of various risk
control methods. The incidence of fraud may be
controlled through rigorous training of personne,
fraud prevention and detection program, effective
operational management, and internal auditing and,
finally, through the Bankers Blanket Bond (BBB)
and Financial Institution Bond (FIB). Litigation
risks associated with professional liability may be
dealt with through careful product risk analysis and
training of personnel prior to implementation of
sale or marketing programs, close attention to
contractual indemnities with customers and, finally
through a program of Professiona Indemnity
Insurance.

All of these strategies involve the careful analysis,
selection, integration, and management of risk
assumption, risk avoidance, control and transfer
tools (including insurance) based on a thorough
knowledge of the bank's business lines and
operational risk exposures.

1.3 Managing and Evaluating Operational Risk
Management: The management of operational risk
iIs one of the maor functions of the Board of
Directors of any bank. Therefore, it is incumbent
upon the Board to ensure that operational risks are
being properly identified, analyzed, controlled, and
managed. This should be done by the Board
through a periodic review of the performance of
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operational risk management within the bank in
much the same manner as it reviews the
effectiveness of financia and market risk
management activities. On an annual basis the
Board of Directors, or the Audit Committee, should
receive the results of an internal review of the Risk
Management Function. Furthermore at least once
every 5 years, or more frequently if appropriate, an
independent review of risk management activity
must be conducted, and reported to the Board.

2. ELEMENTS OF OPERATIONAL RISK

2.1 CRIMINAL RISK

Historicaly, the single largest area of operational
risk within the Saudi banks has been that associated
with criminal activities. In a survey conducted by
the Agency covering all the claims filed by Saudi
Bank with insurers there for financial losses
attributable to fraud end other criminal activities
either on the part of employees or third-parties.
These represent 100% of al operational losses
claimed under existing insurance coverage.

2.1. 1 Fraud

In 1993, the accounting firm KPMG conducted a
fraud survey of six countries-the United States,
Canada, Australia, the Netherlands, Ireland, and
Bermuda. This study found that, on average,
approximately 80% of al frauds committed were
perpetrated by employees, 60% by non-managerial
personnel and 20% by managers. In al of the
countries surveyed, misappropriation of cash was
the most common form of employee fraud. This
would appear to fit the situation currently being
encountered by Saudi banks, since most employee
fraud losses have come from the theft of cash and
or travelers checks from. branches and ATMs.
Consistent with international trends Fraud currently
represents the single largest area of operational loss
within the Kingdom's banking system. During the
past five years, approximately 85% of all
operational losses sustained by banks in the
Kingdom involved employee dishonesty.

Recovery of funds lost due to fraud (particularly
cash) is, at best, difficult and in many cases simply
impossible. This highlights the fact that programs
designed to prevent fraud are significantly more
effective and less expensive than are attempts to
recover the funds once stolen.
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2. 1.2 Forgery

During the period 1988-1993, in the Kingdom,
forgery (including check fraud) was the second
largest area of operational loss, accounting for
approximately 12% of total reported losses. Thisis
entirely consistent with the results of the KPMG
study in which losses in this area averaged between
10% and 18% for the six countries surveyed.
Within the Kingdom the majority of crimes in this
area appear to represent either smple check forgery
or the forgery of negotiable instruments such as
letters of credit and generally involved the failure
of bank employees to adequately verify the
authenticity of the documents before negotiation.

From a cash-based system, the Kingdom is rapidly
moving into electronic-banking thus minimizing
the intermediate state represented by the paper
check. These actions have the long term potential
of reducing the incidence of the relatively simple
forgeries currently being encountered. However,
document technology such as optical scanners,
color laser printers, and powerful desktop
publishing software now alows the creation of
forgeries which are virtually undetectable except by
highly sophisticated technical means. Therefore,
while the number of simple document forgeries will
probably decrease in the future, the level of
technical sophistication and monetary value of
forgeries may be expected to increase significantly.

With the increasing use of electronic imaging used
in verification of signatures in many banking
transactions, transfers etc. banks' risk management
policies and procedures should include preventation
of forgery through electronic means. This will
become even more important with further advances

in  payment cards and payment systems
technologies.
2.1.3 Counterfeit Currency

Counterfeit currency does not currently appear to
be a major area of potential loss to Saudi banks.
However, two current trends should be noted:

1 - Technology - As with forgers, the counterfeiters
of both currency and negotiable securities are also
the beneficiary of new document processing
technology. A recent incident involving the
counterfeiting of a major international currency
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using color laser printers was of such a magnitude
as to cause the Centra Bank to redesign the
currency to incorporate various anticounterfeiting
measures into the new currency. However, it is
expected that despite advances in design and
manufacture of currencies, counterfeiting activities
will continue to increase. Consequently banks must
remain vigilant to these trends.

2- State Supported Counterfeiting - State supported
counterfeiting is assuming importance specifically
for the US Dollars. US Government estimates the
amount of this currency-$20, $50, and $100 notes
a approximately US$ 1 hillion. This bogus
currency is of extremely high quality, virtually
undetectable by even experienced personnel, and is
primarily circulated outside the United States.

2.1.4 Robbery and Burglary

Although a highly "cash rich" society, robbery and
burglary do not currently represent a significant
source of operational risk in Saudi Arabia. This can
be attributed to the deterrent effect of physical
security measures taken by banks and law
enforcement agencies, the severity of judicial
punishment, and cultural factors within Saudi
society, and the lack of significant illegal drug
problem within the Kingdom. Studies in other
countries have shown that the majority of robberies
and burglaries directed against bank branches and
ATMs are drug related. Therefore, barring
significant social or political changes within the
Kingdom, it seems unlikely that robbery or
burglary will present a major operational exposure
to Saudi banks within the foreseeable future. In
recognition of these trends the Agency has issued
detailed rules in 1995 entitled "Minimum Physical
Security Standards’.

2.1.5 Electronic Crime

Although no different except for mode of execution
than any other form of criminal activity, electronic
crime represents the fastest growing form of
criminal  activity currently facing both the
international and Saudi banks. This presents itself
in four major areas as given below

ATMs - While mgjor shifts are taking place, Saudi
Arabiais still a highly cash oriented society. This,
in turn, drives the exposure to operational loss
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presented by ATMs. High daily cash withdrawal
limits or no limits at al mean that ATMSs routinely
are stocked with far more cash than that normally
found in other developed countries. This presents
both a lucrative and tempting target for either
employee fraud or third-party burglary. In addition,
these high cash withdrawal limits also expose
banks to potentialy higher losses from customer
fraud. As banks add additional functionality’s to
ATMs (foreign currency, travellers checks, airline
tickets, etc) and connect their ATMs
internationally through shared network such as
CIRRUS, new opportunities for fraud against Saudi
banks both from within and outside the Kingdom
increase significantly.

Credit Cards - Based on experience both within the
Kingdom and outside, credit cards represent a
major and a rapidly growing' operational risk. This
risk may be divided into two areas:

Internal Fraud - As with most other types of fraud,
credit card fraud involving employees (either
working along or in collusion with outsiders) is the
most common and most costly. All credit card
issuers are subject to internal fraud risks associated
with application generation /approval, account
setup / activation, card embossing, and statement
preparation / distribution.

External Fraud - Although far less common than
internal fraud, external credit card fraud is growing
rapidly as a result of large scale international
trafficking in stolen cards and obtaining valid cards
through fraudulent applications.

Point of Sale (POS) - As the use and acceptance of
POS grows within the Kingdom, so too will
merchant fraud in number, level of sophistication,
and monetary value. This type of criminal activity
may range from an employee of the merchant
generating fraudulent transactions (generally in
colluson with a third party) to large scae and
highly organized activities by the merchant himself.
Therefore, prevention and detection of this type of
criminal activity by banks will become increasingly
more complex and costly.

Commercia Services - The extension of electronic
payment and trade services to commercial
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customers represents a major source of fee for
service income. This is income which represents
virtually no credit risk. However, these systems and
products may represent a major exposure to costly
and embarrassing losses to corporate customers.
Two areas present especially high potentia
exposures to third party fraud.

Cash Management Services - While providing both
a greatly enhanced financial management tool to
corporate customers and a significant source of
both cost savings and fee for service income to the
banks, electronic cash management services aso
represent a major source of operationa risk from
both third party penetration and customer fraud. By
their very nature these services allow the conduct
of transactions with the bank in which the only
security present is that provided by technical means
such as encryption, message authentication, and
logical access checking of passwords and user ID's.
While powerful, these technical controls are not
infallible. Therefore, given the high monetary value
represented by corporate cash management
transactions, the potential for a "long tailed risk"
(i.e. low probability of occurrence with extremely
high monetary value) presents the potential for both
a catastrophic financial loss as well as severe
damage to reputation and credibility of the bank.

Electronic Data Interchange (EDI) - As both banks
and corporate customers move toward the use of
electronic communications to replace paper based
trade documents (i.e. invoices, receiving reports,
bills of lading, warehouse receipts, etc.), traditional
forms of controlling these transactions will no
longer apply. EDI systems have generally been
designed with less stringent levels of both access
control and authentication of transactions. This has
been based on the assumption that since these
transactions were "non-monetary” in nature they
present less exposure. While this may be
technically correct, the non-monetary aspect of an
EDI transaction - a receiving report. bill of lading,
or warehouse receipt - ultimately generates a
payment (electronic or manual) to settle the
transaction. Therefore, these systems also present
the potential for. "long-tailed" risks from both third
parties and employees of either the customer or the
vendor of good and services.
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2.1.6 Retail Electronic Banking

As with a bank's commercial customer base,
electronic banking is also penetrating the retail
market. Services such as telephone bill payments,
PC based home banking, and the use of "smart"
telephones combining the features of both a
conventional telephone and a microcomputers
present significant opportunities for enhancing both
the level of customer service and revenue in the
highly competitive retail sector. However, at the
same time, these new electronic products open new
avenues of exposure to both third party and
employee fraud as well as potentia areas of
professional liability exposure. In future this will
become an increasingly important risk exposure
area for the banks. The increased use of telephone
services that permit computer access to banks
systems also provide an increasing opportunity to
"hackers” and other criminals. These require
Improvements in security measures and additional
risk management techniques to minimize losses.

2.2. Professional Risk

Exposures directly related to the provision of
financial products and services currently constitute
both the single largest and most rapidly growing
form of operational risk globally within the
financia industry.

2.2. 1 Professional Errors and Ommissions

All banks are subject to operational losses
associated with professional errors and omission by
employees. These include losses through errors
committed by staff such as unauthorized trading,
erroneous transfer of funds to wrong accounts.
errors in booking or recording securities
transaction, etc. In the event where such losses are
for the account of the bank itself i.e. for trades on
the bank's own account, these type of losses are
completely uninsurable and must be controlled by
means of traditional methods such as strong
internal controls, quality assurance programs,
rigorous staff training programs and strong and
active management

2.2.2 Professiona liability risk

On the other hand if professional errors and
omissions result in losses for the client, such events
are insurable. In order to effectively assess risks in
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this area, it is necessary to understand the
difference between professional liability risks
which may affect the Board of Directors and
Officer (D& O) and those professional liability risks
which affect the bank itself.

Directors and Officer liability

This coverage is for the directors and officer of a
hank, and not for the bank itself. One of the most
complex problems facing any business is the
liability of its directors and officers (executive or
non-executive). The personal assets of directors and
senior officers may be at risk for losses arising out
of the alleged negligent or imprudent acts or
omissions of such individuals. The D&O coverage
provides payment to the bank as it is the bank
which purchases the policy to indemnify its
directors and officers..

In addition, the D&O policy will reimburse
directors and officers for losses for which the bank
was unable to indemnify them for legal, regulatory,
or financial reasons.

Professional Indemnity
This coverage is designed to indemnify the bank
itself against litigation by customers, and other

third parties aleging erors, omissions,
misstatement or imprudence committed by
directors, officers and employees in the

performance of their service.

These two areas encompass professional liability,
and there is some overlap between the insurance
coverages designed to address them. However,
although D& O is narrower in scope in terms of the
individuals covered, it is significantly broader in
terms of the wrongful acts which it covers
generally covering al wrongful acts not
specifically excluded. On the other hand, Pl covers
only specific professional services provided by the
bank - trust, brokerage, investment advisory etc.
D&O policies may specificaly exclude such
services from coverage.

Professional liability is created by the relationship
between various parties including clients,
regulators, shareholders, employees, vendors, joint
venture partners and the banks. The relationship is
based on the legal system in which the bank's
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activities take place. In addition, the same act may
result in a liability situation for both the bank
(through the actions of employees) as well as the
Board of Directors. Thus acts of negligence or
misconduct by employees, inappropriate or
prohibited investments in a customer portfolio,
errors in securities processing, failure to execute
contractual obligations with a client may result in a
liability for the bank However, the lega system
may also involve allegations of mismanagement by
the Board of Directors, regulatory non-compliance,
product fraud, insider trading, bad loans which
materialy effect share price. In this case the
liability may also extend to the Directors both
singly and severaly. Professiona liability arise
from a number of sources.

Shareholder Actions - Globally, the largest single
source of professional liability exposure arises from
shareholder actions against management, officers
and employees for negligence and misconduct.

Client Services - The most rapidly growing area of
professional indemnity liability exposure is in the
area of the provision of client services. Trust,
custodian relationships, buy/sell agreements, and
investment advisory services all provide a large and
growing exposure for both directors and officers
and the bank itself.

Employment Practices - Employment actions
represent the second largest source of D&O
liability globaly. D&O clams arise from
employees during major business transactions i.e.
mergers, acquisitions, implementation of new
technology, downsizing, as well as from hiring,
promotion, transfer, and termination practices.

Environmental Clams - The growth of
environmental liability has coincided with the trend
to impose persona liability on directors and
officers who, in the performance of their duties,
become subject to civil or criminal penalties for
violation of environmental tows.

Lender Liability Claims - Lender liability places
directors and officers at risk both as defendants in
the first instance or as indemnitors when their bank
have been held liable. The range of lenders
liabilities includes contractual liability, product
liability, personal injury, property damage, fraud,
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duress, and emotional distress.

During the initial negotiations with the borrower,
lender can be held liable for revoking a loan
commitment where no commitment was intended,
charging the terms of the commitment, or
fraudulently inducing a borrower to borrow. Once a
loan is made, additiona liability exposure may
arise in dituations when the lender refuses to
advance funds or restructure debt, threatens to
invoke covenants in the loan agreement, accelerates
the loan, responds to credit inquiries, or institutes
foreclosure proceedings. Should a loan go bad the
bank will typically step into a more aggressive role
in its relationship with the borrower. This more
aggressive posture combined with a generally more
strained relationship between lender and borrower
creates afertile environment for lender liability.

Lenders may face an assortment of exposures
including  workout  negotiations,  collateral
liquidations, assets seizure, and actually taking
control of the management of the borrower's
business. In an increasingly more competitive
global business environment, it is only reasonable
to expect that the business of lending both within
and outside the Kingdom will become more
complex. This increased level of complexity will
inevitably lead to a higher exposure to lender
liability issues.

Since these exposures are entirely driven by the
social, legal and business environment in which
business operations occur, it is important to address
these exposures not only as they relate to
operations within Saudi Arabia, but also outside the
Kingdom.

Within Saudi Arabia - Under Saudi Company Law
(Royal Decree M/6 of 1985) Articles 66 to 82,
members of Boards of Directors are jointly
responsible for compensating the company, the
shareholders or others for damages resulting from
their management of the company or contravention
of provisions of company law. This seems to differ
little from the provisions of the proposed European
Community Fifth Company Law Directive and
other European countries. Therefore, Saudi
Company Law differs little from that of other
developed countries with respect to the legal
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obligations of corporate directors and officers; and
a substantial exposure to professional liability,
particularly Directors and Officers liability,
currently exists for banks within the Kingdom.

Outside Saudi Arabia - The third party legal
liability situation outside Saudi Arabia is far more
grave than that found within the Kingdom. Any
Saudi bank operating in another sovereign
jurisdictions will be subject to the laws, business
practices, political and socia conditions of that
area. Thus any Saudi bank operating in the United
States, the United Kingdom, or western Europe
runs a significant risk of being sued for alleged
illegalities and/or mismanagement in connection
with the bank's activities in these aress.

Another area of exposure which Saudi banks must
recognize is the exposure created by their outside
directors, such as directors and officers of Saudi
banks serving on the boards of joint venture
companies or partnerships or other non-Saudi
corporations. Outside or independent directors are
now routinely threatened with potential liability
and are sued along with the rest of the board. In the
past, outside directors were not expected to be
involved in a bank's day to day affairs. How, today
the trend is for outside directors to be
knowledgeable oven experts in bank's issues and
are being looked upon by courts, regulators and
litigants as the "watchdogs" of board activities.

Professional liability represent a fast growing and
potentially damaging area of operational risk for
activities outside Saudi Arabia. Thus it is essential
that Saudi banks develop policies and procedures to
carefully assess product and services risks in this
area and take measures to manage these risks.

2.2.3 Contingent Client - Related Liability Risks

One of the fastest growing and most intractable
areas of operational loss exposure is that presented
by contingent client-related liability. This relates to
indirect responsibility for a client's business
operations and products. Since major liability
losses may bankrupt a client, plaintiffs will seek
anyone connected with the client possessing
sufficient funds to secure a financial settlement.
Unfortunately, this is often a bank with whom the
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client had or has a relationship. These types of
contingent liabilities may arise from a number of
situations including.

1. Environmental Liability: Banks may incur
substantial  environmental  liability when they
become responsible for environmental damage or
hazardous waste cleanup (i.e. an oil spill from a
tanker for which the bank was a lender). This type
of liability exposure is expanding globally at a
tremendous rate as countries continue to enact ever
more punitive environmental laws and regulations.

2. Product Liability: Product liability may occur
when a client in which the bank has an equity
position or financing interest is sued alleging
negligence (i.e., class action suits against a
pharmaceutical manufacturer).

3. Death and Bodily Injury : This liability may arise
from an event involving a bank owned asset that is
leased to or operated by others (i.e. commercial
aircraft) or from an event involving a repossessed
asset (i.e, fire at bank owned or controlled hotel).

Therefore, as global environmental and product
liability laws and regulations becomes more
stringent and tort liability becomes more
widespread, al Saudi banks will become
increasingly more exposed to this type of
operational risk both inside and outside the
Kingdom.

2.3 Other Risks

2.3.1 Statutory and Regulatory Liability

Globally, banking laws and regulations are
becoming more complex, compliance more costly
and time consuming, and the consequences of
non-compliance (financial, legal, and reputation)
more severe. In addition, some countries are
increasingly applying criminal statuses to such
essentially non-criminal  areas as investment
operations and cash management services. These
liabilities may take three forms:

1. Financia Pendlties : Within the Kingdom,
violation of SAMA circulars and directives may
result in substantial financial penalties being levied.
Saudi banks operating outside the Kingdom are
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also subject to not only fines imposed by regulatory
agencies, but may also find themselves responding
to both civil and/or criminal charges which may
carry financial penalties of such a magnitude as to
cause a substantial impact on the balance sheet.

2. Restriction or Termination of Operations. Within
Saudi Arabia, violation of SAMA rules and
directives may lead to censure by the regulators
and, in extreme cases, restriction of certain banking
activities or total revocation of banking privileges
within the Kingdom. This exposure is even more
severe for Saudi banks operating outside the
Kingdom. Even relatively minor technical
violations of banking regulations may lead to the
closure of major overseas branches.

3. Risk to Reputation: All banks fundamentally
operate on the basis of trust. Therefore, publicity
associated with statutory and regulatory infractions
may act to undermine this trust with both customers
and shareholders. While banks may be able to
absorb both financia penaties and regulatory
sanctions, they cannot absorb a major loss of
customer and investor confidence.

Therefore the maintenance of aggressive and highly
pro-active compliance program by banks is
becoming increasingly more critical as a major
component in controlling the operationa risks
associated  with regulatory  and legal
non-compliance.

2.3.2 Political Risks

All banks operating within the Gulf Region are
subject to certain distinct geo-political risks.
However, if viewed in a broader perspective, these
risks are certainly no more severe than those faced
by banks operating in other areas. Therefore, of far
more concern from an operational risk perspective
Is the prospect of new and more restrictive banking
and securities regulations in other countries in
which Saudi banks operate. Within the Kingdom,
the prospect of punitive and highly restrictive
regulation must be viewed as remote. However, in
those oversees areas in which Saudi banks have
significant business interests that some restrictive
regul ations may be expected.

Given the major social and political changes taking
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place in the industrialized countries and developing
world, all markets now possess a significant degree
of political instability for international banking
operations. Therefore, it isimperative that all Saudi
banks operating outside the Kingdom or
significantly involved with international trade,
develop management systems and procedures for
actively monitoring operational risk associated with
the political and regulatory environments in which
they conduct their business operations. Such
systems should include appropriate "red flag" and
warning indicators, and effective aternative
strategies and action plans to prevent or mitigate
losses.

3. MANAGEMENT OF OPERATIONAL RISK
THROUGH INSURANCE SCHEMES

The successful management of operational risks is
central to the long-term profitability and . survival
of a bank. All banks are exposed to a variety of
such risks and must develop an integrated
management approach for their effective control.
Management response must include a strong
organizational structure, an affective system of
internal controls segregation of duties, ; internal
and external audits, physical security procedures,
etc.

Another important method to limit operational risk
includes the purchase of insurance. The various
forms of insurance schemes include self insurance,
regular insurance and other insurance alternatives,
encompassing retention groups, group captives, risk
sharing pools, etc. Insurance is a method to fund a
loss exposure as opposed to managing or
controlling risks. Other effective i mechanisms to
limit the impact of losses arising from operational
risk include the finite risk insurance approach. This
approach involve risk transfer through regular
insurance and self insurance, and generally has an
upper limit to itsliability, hence finite insurance

Self Insurance

The financing of operational risk is based upon the
premise that any organization of a certain size will
pay for its operational losses either by purchasing
insurance or by totally self-insuring. Eventually
insurance costs will adjust to pay for actual
incurred losses. There is a clear and direct
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relationship between insurance premiums and
actual losses which may be tracked over a period of
time (generally three to ten years). Consequently,
some organizations decide to underwrite the risk
themselves by not insuring with externa parties.
The exception to this theory is the random
catastrophic loss (or "long tailed risk") which
occurs rarely, if ever. Even in sef insured
programs, insurance is purchased or should be
purchased to cover these "longtailed risks' The
retention of risk is most appropriate for low
cost/high frequency losses. Some unsophisticated
buyers purchase insurance only for smaller losses.
This is both an extremely uneconomical method of
financing small losses and exposes the organization
to potentially catastrophic losses.  Once
management realizes that the organisation will
ultimately pay for its own losses, risk identification
and risk control will become paramount in
managing risk.

Even in "insured" programs there is a strong
element of self insurance. This becomes more
predominant for those risks whose costs becomes
higher as the size of the organization increases i.e.
where insurance cover is generaly reserved for
catastrophic risks. Therefore, as the nature and the
size of banks within the Kingdom changes, so too
does the need to address the issue of self insurance.

Self insurance has three major advantages:

- Improved loss control as aresult of increased
risk awareness.

- Improved claims control.

- Cash flow benefits.

However, it aso has two significant disadvantages:

- Financial instability in cases of poor
budgeting/reserving.

- A need for increased management oversight
and administration.

There are various forms of self insurance as given
below:

3.1.1 Through Contracts
A bank may transfer its financial responsibility
through purchase of insurance or it may transfer its
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liability through a contractual arrangement (hold
harmless agreement).

Self insurance may be obtained through a
contractual agreement. As a practical matter, the
ability to transfer risk contractually depends on
whether one party or the other to the contract isin a
better bargaining position. As one cannot always
arrange to have a contract drawn in one's favour,
there should be areview of all contracts before they
are signed to make sure what liabilities are being
accepted.

Even when the bank is in the position of being able
to dictate terms of contract, every effort should be
made to ensure that the provisions for the transfer
of risk are both reasonable and equitable to both
parties. In recent years, many countries have
enacted legidlation which has acted to significantly
restrict the use of "hold harmless’ language in
contracts. When transferring risk through any form
of hold-harmless agreement, it is essential that a
number of points be reviewed by competent legal
counsel:

Reasonable of Provisions - Harsh and restrictive
language may serve to both antagonize customers
.and may be invalidated in court as being contrary
to both law end public policy. 1t is essential that the
bank clearly understand precisely what contractual
limitations of liability are legally acceptable in the
jurisdiction in which the contract is to be enforced.

Clarity of Language - Unclear or ambiguous
language will usually be construed against the
maker of the contract. Therefore, it is critical that
all contracts be written clearly and that unnecessary
legal ‘jargon’ is avoided since much of the
traditional legal language has been invalidated by
recent changes in statute in many countries.

Disclosure of Obligations - All contracts should
clearly disclose the obligations of all parties to the
contract. Failure to adequately disclose obligations
may make the contract un-enforceable.

Financial Soundness - The bank should always
ensure that the counter-parties are financially to
meet their contractual commitments. It is often
useful to obtain an irrevocable financial guarantee
from the counter-party
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3.1.2 Unfunded Retention

The most common method of unfunded retention is
the deductible. Also refer to section 3.2.2 entitled
Deductible. Generally deductibles should be used
to eliminate coverage for losses that are apt to
occur regularly. For example deductible levels of
employee dishonesty should be sufficiently high to
eliminate low level theft of cash by Tellers and
ATM Machines.

3.1.3 Funded Retention

Although more rare than unfunded programs, self
insurance also includes programs where funds are
actually set aside to pay incurred losses These have
several significant benefits including the following:

1. Liability Accounting - By using a funded
approach, the funding process goes hand in hand
with an accounting system which establishes the
amount of the liabilities. It is extremely useful to
have an accurate measurement of year-by-year
costs of operational losses - particularly as these
risks grow relative to the bank’s size. This
assessment ensures that significant unfunded and
unrecognized liabilities are not accumulating under
the self-insurance program. Furthermore, it is
crucial that actuarial analysis is used for projecting
losses and in determining loss reserves to avoid
significant unfunded or unrecognized liabilities.

2. Service and Product Pricing - An accurate
accounting and assessment of costs associated with
operational losses can be important in both pricing
the institution's products and services and in
determining those business areas which are
profitable and those which are not.

3. Investment of Funds - A funded program allows
specific investment income to be earned on the
funds comprising the funded loss pool. This, in
turn, offsets the cost of the losses themselves.

3.1.4 Setting up own Insurance Companies

When a banks actually establishes its own
insurance company it is also called "single parent
captive". Such insurance companies actually act as
a re-insurers, using the services of a licensed
insurance company to issue policies and handle
clams. This licensed insurance company is often
referred to as the "fronting" insurer. Under this
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arrangement, the fronting insurer does the insurer's
claims handling and loss control services, satisfies
various legal and regulatory requirements
concerning policy issuance, and may also satisfy
creditors shareholders, regulators, and other
interested parties The "fronting" insurance
company actually assumes the primary legal
obligation for the payment of clams. Thus, if
professional indemnity is insured in the captive but
the bank becomes insolvent, the "fronting" insurer
issuing the professiona Indemnity Policy is
ultimately responsible for the payment of all
incurred claims, regardless of whether it is able to
collect from the captive or the bank. Therefore,
while the use of single parent captives may provide
a potentiadly viable vehicle for managing
operational risk within a single bank, its use must
be carefully evaluated in relation to legal
implications within the Kingdom.

3.2 Regular Insurance

The most common method of risk transfer is
through the purchase of insurance whereby the
insured exchanges the possibility of incurring an
unknown large loss for a comparatively smaller
premium payment.

3.2. | Relations with the Market

Unfortunately, some banks treat the purchase of
insurance essentially as "commodity', transaction
being driven entirely by price. Consequently, it is
routine for banks to place their insurance programs
out on an annual tender offer basis, and place little
emphasis on developing stable and long-term
relationships with both brokers and underwriters.
All  financid markets reward stability and
consistency and the bank insurance market is no
exception. The effect of this instability and
fragmentation in the some of the insurance market
has been two-fold.

Quality of underlying re-insurance - When account
relationship is perceived by the both underwriters
and brokers to be totally price driven, it is often
impossible to re-insure the risk with the most
reputable and stable re-insurers. This means that
brokers must often place the risk with .re-insurers
of lesser quality and stability. This, in turn,
frequently leads to difficulties in claims settlement
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and other coverage issues, as weaker re-insurers are
often reluctant to settle even the most valid
of-claims. In addition, brokers also tend to charge a
premium for these types of placements - meaning
that brokerage commissions are higher as a
percentage of overall cost and it is often difficult (if
not possible) to find out the exact extent of these
charges or to get full visibility into who the
re-insurers are on the cover.

Lack of Enhanced Coverages and "Value Added"
Services - Brokers and underwriters reward stable
long-term rel ationships with the provision of "value
added" services and enhanced coverage. Both
brokers and underwriters add value to relationships
through such vehicles as underwriter/broker
financed risk management, audits and consulting
services, assistance in structuring risk financing
programs (such as captives, pooling arrangements,
and finite programs), and other forms of expert
operational risk management support. Long-term
and stable relationships also invariably bring with
them an increased willingness by underwriters to
enhance coverage within existing premiums and
deductible levels, to provide more favourable
policy wording, and to continue to renew coverage
even in the face of loss. Banks should consider the
possibility of multiple year insurance contracts and
also negotiating broker services based on fees as
opposed to commissions.

3.2.2 Type of Coverage

Although globally over fifty different types of
insurance coverages are available specifically for
banks, six types are of primary concern.

'I'neBankers Blanket Bond/Financial Institution
Bond (BBB/FIB)- This coverage generally consists
of six basic insuring agreements. employee
dishonesty, loss of property on premises, loss of
property in transit, forgery, forged securities, and
counterfeit money. The BBB/FIB has traditionally
provided the cornerstone for any bank insurance
program. Although, most banks world-wide
purchase this coverage, which is mostly a function
of management's perception of operational risk
exposures as well as generally accepted business
customs. Further, there are no rules either formal or
informal for establishing bond limits. Only in some
jurisdicticus there are legal or regulatory
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requirements that a financial institution purchase a
BBB/FIB

Electronic and Computes Crime (ECC) Coverage -
The ECC may either be a separate or stand-alone
policy or appended to the BBB/FIB. It is designed
to respond to financial loss from third-party fraud
or mysterious and unexplained disappearance
relating to the insured computer or
telecommunications systems. It is for this reason
that ECC coverage may not be written without a
BBB/FIB being present. The ECC (in its London
form) currently consists of eleven insuring
agreements i.e Computer Systems, Insured Service
Bureau  Operations,  Electronic ~ Computer
Instructions, Electronic Data and Media, Computer
Virus, Electronic Communications, Electronic
Transmissions, Electronic Securities, Forged Tele
facsimile, and Voice Initiated Transfers. Generally,
the ECC is purchased in the same limit as the
BBB/FIB since it is truly a companion piece to the
BBB/FIB.

Directors and Officers (D&O) Coverage — D& O
coverage indemnifies directors and officers of the
bank against liability clams arising from alleged
negligence, wrongful acts, errors and omissions.
The wording and insuring agreements of directors
and officers policies are specific to the jurisdiction
in which the coverage is being written. On a global
basis, D&O coverage is rapidly overtaking the
BBB/FIB as a ingtitution's most important and
expensive form of transferring operational risk
through insurance.

Professiona Indemnity (Pl) Coverage - Unlike
Directors and Officers liability insurance, banks
professional indemnity coverage is intended to
provide insurance to the bank itself against claims
arising from alleged errors or omissions committed
by bank's employees and officers in the
performance of their professiona duties(fiduciary
and operations), investment advisory activities,
private banking, etc. This is driven by the shift in
emphasis away from lending income into income
streams generated by fee for service.

Payment Card Coverage - Coverage for losses
incurred by banks as the result of counterfeit,
forged and or altered payment cards is currently
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available through most international payment card
organizations such as VISA and MASTERCARD.
This coverage is designed to address counterfeiting,
forgery and or ateration of both the embossed
plastic as well as magnetic encoding on the card. In

addition, specialised coverage for merchants,
banks, processors, and independent service

organizations against fraudulent and/or excessive
charge baclcs by participating merchants has
recently been introduced. Underwriters view the
loss, theft, or misuse of cards as a completely
uninsurable risk. Therefore, no coverage for this
exposure is available in the market.

Given the potential profitability of payment card
operations, growing consumer demand for these
services, and the potential for enhanced sharing of
credit data between Saudi banks, it isinevitable that
the number of payment cards in circulation within
the Kingdom will increase dramatically in the near
term. It is also inevitable that given global trendsin
payment card, fraud losses to banks will increase
substantially. To address this growing operational
risk, banks within the Kingdom will need to take a
hybrid approach consisting of loss prevention, and
regular and self insurance of risk.

Loss Prevention - The payment card industry has
found that the most effective way of dealing with
card fraud and abuse is prevention. Careful
screening of both cardholders and participating
merchants, on-line monitoring and analysis of
account activity, anti counterfeiting measures,
sharing of fraud information among institutions.
and aggressive investigation and persecution of
abuse has significantly reduced losses on a global
basis. As Saudi banks increase their participation in
the payment card market, it will be essential that
they establish with the assistance of organizations
such as VISA International and MASTERCARD
International viable and effective loss prevention
programsin this area.

Internal Risk Financing - All banks involved in
payment card operations must understand that a
certain level of loss to fraud is ssimply a cost of
doing business. While loss prevention programs
may keep this amount within manageable limits,
each institution must establish self insurance
mechanisms - funded retention, loss allocation,
contractual transfer of risk to address these |osses.
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External Risk Financing - Due to the relatively high
cost and coverage restrictions of conventional
insurance, Saudi banks should explore the
possibility of using alternative forms of external
risk transfer including risk retention groups, risk
pooling, and group captives to address the
financing of their exposures.

Political Risk Insurance - First written in the early
1960's, political risk insurance is designed to
facilitate stability in international trade and
investment by indemnifying certain operational risk
associated with political and regulatory activitiesin
the counterparty country. This type of coverage is
written by commercial underwriters in the United
States, the United Kingdom, and Western Europe.
In addition, it is also available through the facilities
of the Multilateral Investment Guarantee Agency
(MIGA) of the World Bank. Political risk insurance
may be written to cover a number or aress:

Confiscation, Nationalization, Expropriation, and
Deprivation (CNE&D) This is most commonly
purchased form of politica coverage. These
policies are generally used by organizations with
assets permanently located in another country and
respond when these assets are taken over by
government action.

Contract  Frustration - This entails the
nonperformance or frustration of a contract with a
overseas customer through an invalid action by that
customer. This invalid action wrongfully
invalidates an overseas transaction in such a
manner that the bank is unable to obtain payment
for its services or recoup its assets.

Currency Inconvertibility - This type of loss occurs
when payment occurs in local currency and the
local government is unable or unwilling to
exchange the currency at prevailing market rates.
This has traditionally been a problem in many
developing countries.

Trade Disruption - This types of losses are
associated with interruption of trading activities
due to war, strike, change in government, or change
in law or regulation in the counterparty country.
Trade disruption coverage can provide protection
not only for the direct loss of revenue associated
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with the disrupted transactions, but also potential
loss of earnings, extra expense, loss of profits, and
loss of market.

3.2.3 Deductibles

One of the major "revolutions' which has taken
place in the bank insurance industry globally has
been in the area of retention find deductible levels.
Many banks have redized that retaining and
financing significant portions of their operational
risk exposure simply makes good business sense.
No longer can insurance be used as a substitute for
sound management and loss control. Generally
deductibles should be used to eliminate coverage
for, losses that are apt to occur with some degree of
regularity. For example, when purchasing
employee infidelity coverage under the BBB/FIB,
the deductible level for employee dishonesty
should be set sufficiently high to eliminate low
level theft of cash by tellers and ATM technicians
which occur rather frequently.

There are two primary types of deductibles:

Straight Deductible - This is a flat amount that is
subtracted from each loss. The sum insured is then
paid over and above this amount of retention.

Aggregate Deductible - These types of deductible
protect against a series of losses which, in total,
may exceed the amount which can be safely
assumed by the bank. Often written in conjunction
with a dtraight deductible, this "stop loss"
protection limits the total amount of losses to be
absorbed to a specific amounts An aggregate
deductible may apply annually or during a specified
policy period, may limit the amount to be retained
by the accumulation of a number of deductibles, or
it may require that claims in total exceed specified
amount before coverage is afforded.

While many approaches have been devised by both
insurers and insiders to determine the "correct"
level of deductible, the most commonly used
method is to calcul ate the deductible as a percent of
total assets. The rationale behind this approach
being that the larger the institution in terms of asset
base, the better its capability to absorb losses
without resorting to insurance. Currently. the factor
used by many underwriters in determining the

il 41 dolel 5,10y

DUy / Jaadl) W ¥ — ¥

ol Adee Leingd A S " A T e Jast) g U] s
Canatll Jead g laiind of Sl o€ el gl e @il
oo JaS gl pasien V13 L lad 35050 4l Ligal) s (e placY)
esall Cmy asanl)l dany oy Janll 5 3 WSail axe sl 5 )Yl
vie telld e Jle Aads ddeay caand 5 jleall Dbl Jasdl Gl )
Cing (oualil) plae 3885 Can gay Calhgall Ji e ALY LA e il
Cils e Bl il o eliadll dal e dlle Jead s yoa Mis
el G glsbal s case a1 HES 5 (o 8l el

CBobed S (e dead o dage alie ga Dol pUaBY) / Jaadll
el die e Sl iy JalSIL Gaelil i o

Ay

g / Jesil Ga gl ety 1Y) pldy) [/ Jead)
OSa g aladl e Lgallaa) 23 28 A L) (e Ao sane e Gl sl
" 5 ldl wie " sl 3 e el o L Gl il alessy o
e Ja (Sayg alead (Kay 53 el aad ) il Jlea) laall oo
ALYl caoaal) i) 28555 5 L8 4 i 5 pemy MaaY) Jeadl
Y S L) ) Aesiadl fudl e e o9 5 gam o ofe 4 Y

Lol e a2 of ki of oSy clgia

waail agle Gasalls siesall Leadl A Cullld) Ge ual) s Ly
s s el AU GOl oY) cileiall ol " dapaall
A 13 s ) el gl s e i€ g U]/ Jaadl) gl
Gt e 5, cmal WS alindl 4l Jpad) aan H€ LK

2n iy oS o Wlay L uelill Qe ) s o s sl

1 (o) a0 %0000 00 Jsn Y Jemy g Ui /el
cgasm Jhy Jhle T ge LeSha i Jsea) Jlaa) 35 A ol
dast Clim Cant sedean by vale ¥ Maa sl o8 AV o 5d aag

¥1



Sl add) 613

minimum deductible level is approximately .0005%
of total assets. Thus, using this factor as a guide, a
bank with assets greater than SR 60 billion should,
as a minimum, be retaining approximately SR 3
million loss as its deductible for BBB/FIB, EEC,
D&O, and Pl coverages, with a negotiated
deductible of SR 5 million as being optimal from
the insurers standpoint.

3.2.4 Managing Losses

One of the significant methods for measuring the
effectiveness of banks in managing their
operational risks is the evaluation of the losses. In
evaluating levels of loss severa factors should be
kept in mind:

Recurring Vs Catastrophic Losses - In general,
routine recurring losses (small teller frauds, thefts
of cash from ATMs, low value check forgery, etc.)
should not exceed the banks deductible level.
Although, al banks should attempt to control and
reduce these losses to the lowest practical level,
some losses must be expected as a cost of doing
business. In fact, implementing a true "zero loss'
environment would probably be far more costly
than simply observing an acceptable level of small
losses. Insurance should be viewed as catastrophe
cover and should only be used to assist the
ingtitution in dealing with the consequences of "low
probability and high cost" risks. Again, insurance
should not be used as a substitute for sound and
effective management of operational risks.

Frequency, of Clams Payment - If deductible
levels have been established properly underwriters
expect to pay a loss on an account every 7 to 10
years. However, with aloss frequency of more than
1 per 5 years indicates both a deductible level
which is too low and problems with the bank's
internal controls

Allocation of Losses

In an organisation, such as a bank which consists of
many different departments and subsidiaries. it is
good risk management to charge a unit directly for
its losses However, it may be very difficult for
smaller units to handle their self insurance as self
insurance levels may be handled more easily by
large units or subsidiaries. Therefore, in order that
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all units be allocated their fair . share of premiums
and loss costs, it is often necessary to establish an
internal pooling or loss alocation system. Banks
may add to the credibility and create accurate
allocating systems by using acturial methodology
and techniques. Such a system allows for the direct
allocation of loss in some cases and the sharing of
loss in others. This can make a system of higher
deductibles practical.

For example, consider a bank with fifty branches
and other non bank subsidiaries. A SR 5 million
loss spread among the fifty units in one time period
would amount to SR 0.1 million on the average. If
an appropriate deductible is charged to the unit that
actually suffered the loss and loss-sharing levels of
the other units are adjusted relative to their size, a
relatively large loss may be absorbed relatively
painless. Further, very large losses could be
amortized over a period of years. However, there
are two important issues to consider in constructing
such a system.

Penalize Frequency; Accommodate Severity -
Allocation system should penalize frequency and
be more forgiving of severity. This is based on the
fact that severe or the high cost low probability
risks' are far more difficult to control than
incidents which to occur frequently and that if
many incidents are allowed to occur frequently, it is
inevitable that one or more will be severe. For this
reason, charging units directly for loss costs can
significantly improve loss controls, but the size of
the penalty should be appropriate to the size of the
operation.

The System Must be Accurate and Understandable
- Allocation systems must be both accurate and
clearly understandable to unit managers. Many
allocation systems have failed because they became
very complex in an attempt to create a degree of
accuracy that may serve no useful purpose. The
following example may serveto illustrate the point:

In this bank, a deductible of SR 1 million is set for
Head Office and other wholesale nondepository
subsidiaries (i.e trust company, the private bank,
etc) while deductible as low as SR 50,000 are set
for the small branches - a total of 35 units. Each
unit pays 100% of its deductible for losses
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occurring in its units, and 50% of the loss in excess
of the deductible up to an amount no greater than
150% of the stated deductible amount. Thus, a unit
with a SR 50.000 deductable would pay the first SR
50,000 of the loss plus 25,000 of the next 50,000
loss for atotal possible deductible of Sr 75,000. All
units then share equally an excess losses up to the
institution's aggregate of SR 1,000,000 deductible.
Therefore, the largest loss which could be shared is
SR 925,000 which when divided by 35 units is SR
26,428 per unit. If thisis still too large a burden for
the smaller units, the risk sharing percentages may
be adjusted or a cap set on the maximum loss to be
borne by smaller units, with the remainder shared
corporate-wide.

3.2.5 Premium levels

In evaluating the level of premiums paid by banks
for their insurance coverage it is useful to use the
standard insurance industry metric of “Rate on
Line’_ This is smply the . ratio of premium
charged to sum insured (i.e. premium charge/sum
insured = "Rate on. Line"). Globally, the spread for
Rate on Line runs between 1% - 2% for highly
preferred risks with excellent loss records and high
retention to approximately 10 % for low quality
risks with high loss records and low retention.

Therefore, as may be readily seen insurance pricing
is designed to insure that underwriters will
recapture the cost of all but the most catastrophic
(and lowest probability) losses through the
premium structure The premiums of conventional
insurance programs may be structured in a number
of ways.

Guaranteed Cost Programs - The standard approach
for determining a bank's insurance premiums is by
means of a guaranteed cost rating. most Saudi
banks currently use these types of insurance
programs. The guaranteed cost plan is intended to
pre-fund all losses that are expected to occur during
the policy period. This approach applies
predetermined rates to an exposure base to
determine premiums. The premium is guaranteed in
the sense that it will not vary. However, depending
on actual loss incurred during the policy period,
premiums may be adjusted at renewal to reflect
actual exposures which existed during the rating
period. Therefore, reserves for losses that have
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been Incurred But Not Reported (IBNR) or paid
remain with the insurer and investment income
accrues to the insurer and the insured receives no
benefit from them. However, if the insured has
poor loss experience during the policy period, the
insurer has no recourse for these which could far
exceed earnings generated from the reserves.

Retrospective Rating Programs - Retrospective
rating programs are based on the risk management
ability and performance of the bank. For these
arrangements which offer the insured the
opportunity for substantial cost savings over a
guaranteed cost plan if the loss record is good.
Consequently, if the loss record is poor, the insured
may end up paying more premium to the insurer
than under self-insurance. Retrospective rating
programs offer a system of rewards and
punishments depending upon the effectiveness with
which the bank manages its risk. Retrospective
programs may involve a variety of methods.

No Clams Bonus - The simplest of the
retrospective rating programs is the no clams
bonus. Under this type of policy a percentage of the
premium is returned to the insured at the end of the
policy period if no claims are filed with the insurer.

Incurred Loss Retro- Here, an initial premium is
paid at policy inception and is adjusted during
subsequent years as actual incurred losses become
known - with deposit premium being adjusted
upward or downward based on loss experience.
Generaly, premium adjustments are computed
annually and a minimum is established for the
protection of the insurer. It is adjusted on the basis
of losses that have actually been paid, as opposed
to losses that have actually occured which may be
more than losses that have been paid. This eases the
insured's cash flow problem and allows the use of
the loss reserves. The difference Between the
standard premium and the amount paid by the
insured is normally secured by a Letter of Credit or
other acceptable financial guarantee.

Loss Multiplier Plans - Since all retro methods are
essentialy cost-plus contracts, a ssimple way to
compare retros is by comparing the amount of
"load" for non-loss costs on a percentage basis.
Dividing the premium by the incurred losses gives
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an index known as the Effective Loss Multiplier
(ELM) - thus a plan with an ELM of 130% is less
expensive than plan with an ELM of 150%. Some
plans utilize this-concept for determining the
premium by simply multiplying the incurred losses
by a stated loss multiplier subject to agreed upon
minimum and maximum premium levels. This
greatly simplifies the calculation process for both
insured and insurer.

Present Value Discount Plans- Under these plans,
losses are forecasted and then discounted back to
present value at some agreed upon interest rate.
Insurer expenses are added and a flat premium is
charged. This premium is intended to be adequate
to cover losses and to avoid the need for
adjustments. However, most plans include
provisions for eventually adjustment if actual losses
are substantially higher or lower than expected.

Fixed Cost Participating Dividend Plans - This
type of program is really a hybrid between
retrospective and guaranteed costs policies as it
gives the insurer an option to return a portion or all
of the under-writing profits to the participant if it
chooses, but generally does no allow the insurer to
charge an additional premium for worse than
expected losses. While the potential savings are not
as great as under a pure retrospective program, the
insured is in a no loss position. This is because
maximum premium which may be charged is equal
to the guaranteed cost premium less any applicable
"dividend" discounts granted by the insurer.

Multiline Aggregate Program - Becoming
increasingly more attractive as operational risk
exposures rise, multi-line aggregate programs use a
single insurance policy to cover al of the
institution's exposures subject to an aggregate
deductible applied to all covered losses. Once the
aggregate deductible is satisfied by the payment of
one or more claims, the policy would respond to
any additional losses upto the aggregate limit. The
theory is that by combining the various types of
insurable exposures the overall predictability of
loss costs is enhanced. An insured may then pay
directly for planned and budged loss costs and rely
on the multi-line aggregate policy to cover
unplanned "high value low probability risk".
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3.2.6 Claims

Banks which have strong internal audit and
investigative functions and are able to properly
document losses, generally experience little
difficulty in getting claims paid in a prompt and
satisfactory manner.

As a very genera measure, insurers typicaly pay
about 75% of the claimed value for about 90% of
the items for which legitimate claims are submitted.
Therefore, if an insured submitted ten legitimate
clams totaling SR 1 million in a year, they could
reasonably expect to receive between SR 600,000
and SR 800,000 in compensation less deductibles.
It is extremely important that the bank clearly
understand what is covered and more importantly
what is not covered under the insurance contract.
The filing of frivolous clams for which no
coverage was contemplated in the policy not only
creates extra work for the banks but also serves to
antagonize both brokers and underwriters.
However, it should be noted that claim payment is
almost entirely a function of the quality of claims.
Fully documented paid in full by underwriters,
while poorly documented claims are, at best settled
for a negotiated amount below that claimed or
denied completely. In addition the quality of claims
documentation and processing by both the bank and
its broker directly effects the speed with which
claims are settled. If underwriters must repeatedly
request additional documentation in order to reach
a settlement decision, claims processing becomes a
drawn out and cumbersome process. In addition, if
a bank has inadequate audit trails and investigative
documentation procedures it will be necessary to
secure the services of outside accountants,
attorneys or loss surveyors to conduct a proper
investigation and generate claim documentation
which will be acceptable to the underwriter. This
process is both costly and time consuming and
materialy erodes whatever financial settlement is
ultimately reached with the insurer.

It should also be noted that nowhere in any
BBB/FIB or ECC contract a condition precedent to
liability exists which requires a court judgment
against a perpetrator to prove a claim. In fact, no
condition precedent to liability exists in the
insurance contract that incidents of either internal
or external fraud be reported to the police.
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Although this may be a lega/regulatory
requirement and is certainly a prudent action on the
part of the bank.

3.3. Other Insurance Alternatives

In addition to conventional insurance programs, a
number of alternative techniques have developed in
recent years to facilitate the external financing of
operational risk.

3.3.1 Risk Retention Groups. Group Captives,.
and Risk Sharing Pools

Although they are established as insurance
companies, they are more properly viewed as self-
insurance mechanisms. Risk retention groups,
group captives and risk sharing pools are ssimply
cooperative risk funding vehicles designed to write
insurance to cover risks. They maybe formed to
reduce insurance costs within a specific group of
participants, increase limits of coverage and secure
more favourable terms of coverage, or to spread the
risk as compared to going without insurance
entirely.

Pools are developed by group captives and self
insureds that wish to transfer some of the risk they
have agreed to assume. Pooling arrangements
frequently occur when group captives cannot find
adequate reinsurance or the cost of such
reinsurance is excessively high relative to the risk.
Thus, participants in a risk retention group, group
captive or pool should understand that they are
participating in self-insurance. Viewing the captive
or pool in this manner isimportant for two reasons:

Paying for Loss - With the exception of reinsurance
for potential catastrophic losses, the group will pay
for virtualy all of its own losses.

Pooling the Risk - Experience indicates that the
"average premium” theories that underline
traditional insurance industry thinking are valid
only if good risks are willing to stay in the pool
with the bad risks.

3.3.2 Agency Captives

These are captive insurance companies formed by
brokers or agents to provide coverage for their
insured. These types of captives increase the
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probability that brokers will have a market into
which to place their insured and therefore may
allow them to offer broader levels of coverage than
that offered by risk retention groups or group
captives.

3.3.3 Rent-a-Captive

A highly specialized form of captive operation.
These companies are designed for firms that do not
want to own a captive but want to obtain some of
its advantages. Arent-a-captive is formed by
investors and is operated as an income producing
business. An insured pays a premium and usually
pays a deposit or posts a letter of credit to back up
its business. The operators of rent-a-captives
handled the operations and claims for the insured
and place the reinsurance. .At the end of the policy
period the insured is paid a dividend based on
incurred losses, operating expenses, and cost of
reinsurance.

3.4 Finite Risk Insurance - A Combined
Approach

It is a hybrid involving risk transfer through an
insurance contract and internal financing of risk.
Finite risk insurance and financial reinsurance both
involve risks which are limited by an aggregate
limit across the policy so that the insurer has a
limited liability (hence the term "finite"). They both
attempt to "smooth" the peaks and valleys of losses
for the insured and the insurer by redistributing
these losses over a period or a series of fiscal
periods. Finite risk products are tailored for each
bank and reflect its own unique risk transfer needs.
Therefore, no two programs are alike. Indeed, even
definitions of what congtitutes "finite risk" differ
based on the proposed use of the techniques
involved. However, finite risk contracts do share
several common features.

3.4.1 Loss Severity and Frequency

Finite risk works best in situations where a severe
loss is possible. A typical finite risk prospect is an
organization which has a high severity/low
frequency loss dituation (i.e an "upstream”
professional liability loss from overseas derivative
trading) for which inadequate insurance coverage is
available in the conventional market or the cost of
the coverage is prohibitive.
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Frequently, a bank will use a single-parent captive
to front a finite program to fill the middle layer of
operational risk - above the self-insurance used for
smaller recurring losses and below commercial
insurance used for catastrophe cover - athough
some insurers have used finite insurance on top of
self insurance and handled the upper layer of risk
through a captive.

An example of how a finite risk program can
handle a high severity/low frequency situation
might be that of an investment banking firm which
has developed a new series of global derivative
trading products. To fully exploit the potentia
market the firm wishes to spin off this function as a
separate operating subsidiary through an Initia
Public Offering (IPO). However, investors are
concerned that, given current liability issues
involving derivative trading products, the proposed
firms professional liability exposures are
inadequately covered, since they fear that a
professional liability loss in the first year of the IPO
would drive insurance premiums to a prohibitive
level and/or severely deplete capital. To address
this issue, a program is structured utilizing both
finite and conventional insurance. The finite
portion consists of a five year program with a
guaranteed premium for the underlying primary
finite layer. For coverage in excess of this primary
finite layer, commercia insurance is used since
premium rates in the excess layers are less than
using the finite market. This program gives the
fimn precisely what it needs during the critical IPO
phase - maximum transfer of risk with a guaranteed
premium level for five years. In addition, if there
are no significant losses over the period of the finite
contract, the firm will receive a return of premium
at the end of that time.

3.4.2. Multi-Y ear Duration

One of the primary attributes of any finite
insurance program is the ability to address the
financing of liabilities over a multi-year period,
thereby minimizing the impact of a severe lossin a
single year. In addition, finite programs also
minimize the "financial costs' of insurance - the
cost of going into the market year after year to
renew policies and being subject to market cycles.
It also help building and strengthening long-term
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relationships with insurer. Since going into the
market on an annual basis is highly inefficient,
finite programs are designed to maximize the
alocation of premiums to loss payments and
minimize their use for transaction costs and
overheads. '

3.4.3 Profit Sharing

One of the most attractive aspects of finite
insurance programs is the possibility of premium
reduction through the return premium mechanism.
In return for limitation of liability through an
aggregate cap and for a guarantee of premiums
over a specific period of time, the insurer agrees to
share underwriting profits with the insured in the
event of favourable loss performance.

3.4.4 Disadvantages
As with all approaches to managing operational
risk. finite risk insurance has certain drawbacks:

Risk Management Expertise - To effectively blend
the internal and external financing elements
necessary in a successful finite risk program, it is
necessary that management clearly understands the
nature and magnitude of the bank loss exposures
and is willing to pav for a significant portion of
these exposures through self-insurance. Banks
must have a very clear view of the financia
resources they will need for these programs. Since
these programs are multi-year in nature, a bank
must be certain about its future period cash flows
and how much cash it wants to devote to the
program. Otherwise finite risk management
programs simply will not work more effectively
with structuring the program than will normal
conventional insurance.

Cost - Since finite programs are typically structured
for three to five years, they may represent a higher
initial cost both in terms of guaranteed premiums
and costs associated with structuring the program
than will conventions insurance. They are certainly
more expensive than self insurance. In addition,
failure to control losses over the period of the
contract may result in no return of premium one of
the primary advantages of finite programs,
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RISK MANAGEMENT EVALUATION
QUESTIONNAIRE

This Operational Risk Management Evauation
Questionnaire is designed to provide a tool to assist
Banks within the Kingdom in assessing and
quantifying the adequacy of their programs for
managing and financing operational risk This is not
a detailed questionnaire, but covers the main areas
of importance in the implementation and
management of an effective program of operational
risk management within the bank.

For this assessment to be both accurate and
objective, the questions should be completed by
staff who have an appreciation of overal
operational risk management and the implications
of the questions with respect to the banks
operations and financia planning but who do not
have day-to-day responsibility for either major
operational areas or for the institution's insurance
program. Involvement of Internal Audit personnel
may provide both technical assistance in assessing
operational risk and controls as well as helping to
insure objectivity in the survey process.

There is no "pass' or "fal* score for this
Questionnaire. Primary questions are designed to
elicit a"yes"' or "no" answer. A written response or
comment to all questions may be given when the
ingtitution uses a different approach than that stated
to address the issue or if it is felt that there are or
other considerations which should be brought to
management's  attention.  Accordingly,  this
questionnaire is divided into:

(1) Management oversight

(2) Risk Assessment

(3) Operationa Risk Reduction and Control
(4) Insurance Options

The scope of al answers should include both
domestic and foreign operations i.e insde and
outside Saudi Arabia.
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MANAGEMENT OVERSIGHT
1 YES [No | COMMENTS

1: Hasthe Bank developed an Operational Risk M anagement
Plan outlining objectives, policies, and standards ?

1.1 If yesto 1, hasthis plan been:

* Formally approved in writing by the Board of Directors?
* Disseminated in writing by senior management ?
* Reviewed on at least an annual basis ?

2 Haveannual Operational Risk Management Program Goals
been established in terms of measurable or ganizational
obj ectives wher e possible (i.e., a 50% reduction in branch
fraud, a 15% reduction in credit card losses, etc.) ?

2.2 Isthe Plan; formally evaluated against these Goals on at
least an annual basis by the Board of Directors ?

3. Hasan Operational Risk Manager been appointed to
address overall operational risk management and financing
issues within the bank ?

3.1 If yesto 3, isthisafull-time position ?
3.2 If yesto 3, doesthisindividual:

* Have clear and specific responsibility for operational
risk assessment, risk management, and risk financing
activities within the bank ?

* Have awritten position description ?

4. Hasan Operational Risk M anagement Committee been formed to assist
the Operational Risk M anagement in assessing, planning, and managing
operational risk management activities?

4.1 If yesto 4, are all major operational and staff areas of the bank
represented on the committee to include: Specify such areas
represented i.e. Internal Audit, Treasury Operations,

Credit Card / ATM's etc.

4.2 If yesto 4, does the Committee meet on at least a quarterly
basis?

4.3 If yesto 4, does the Committee report to the Chief Operating

Officer ?

4.4 If yesto 4, does the operational scope of the Committee include
consideration of:

* Fraud, forgery, and other criminal risks ?

* Professional and client related liability exposures ?

* Risk associated with legal and regulatory
non-compliance ?

* Political risk ?
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2.0 RISK ASSESSMENT
2. YES |NO | COMMENTS

1. Isthere any inventory of the institution's tangible and non-
tangible resources which may be subject to operational risks.
These may include the following:

Physical Assets (i.e. physical plant, systems, real estate, etc)
Financial Assets (i.e.cash, securities, negotiable instruments,etc.)
Human Assets (i.e. employees, officers, directors,
customers,sharehol ders, vendors and contractors, etc.)
Intangible Assets (i.e. reputation, good will; etc.)

2. Are operational risks with respect to new acquisitions, divestitures,
expansions, or downsizing been identified. These may include the
following:

Physical Assets (i.e. physical plant, systems, real estate, etc.)
Financial Assets (i.e. cash securities, negotiable instruments, etc.)
Human Assets (i.e. employees, officers, customers, share holders,
vendors and contractors, etc.)

Intangible Assets (i.e., reputation, goodwill, etc.)

3. Can the bank identify actual and potential loss exposures and risk
eventsfor all products and services currently being offered or
proposed for implementation. Such risks may include the following:

Criminal acts including fraud, forgery, robbery, burglary and

counterfeiting ?

Di rect loss of injury to or sickness of personnel ?

Loss or compromise of information / data ?

Direct loss of or damage to physical property ?

Conseguential loss and or loss of use ?

Customer Contractual Liability ?

Tort and Product Liability ?

Statutory and Regulatory Liability (Legal and Regulatory

Compliance) ?

* Political risk and regulatory instability ?

* % ok ¥ ok

4. On at least an annual basis, are formal qualitative and quantitative
analyses conducted to measure the level of current operational risk?

Does this analyses include.

*  Judgmental risk estimates by senior staff and operational
managers based on probable and maximum severity costs
of asingle occurance and / or aggregate lossesin asingle
year ?

*  Assessment of risk event probabilities by senior
managers and operational personnel ?

*  Review of available loss data from other banks
institutions both within the Kingdom and internationally ?

1A
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b .

Maintenance of a data base of incident reports and exposure
and loss history for both insured and uninsured |osses ?
Comparison of past losses and loss ratios to the premium
and exposure bases ?

Analysis of trends, reporting, and payment patterns for

past |osses ?

Decision and event tree analysis ?

Scenario development (including "worse case”" analyses) ?
Freguency and severity analyses and projections ?
Preventive measuresin place ?
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OPERATIONAL RISK REDUCTION AND CONTROL

3.

YES

NO

COMMENTS

1

Have formal written programs of operational risk and loss

control including risk assessment and control matrices

been developed for all operational and staff areas ?

If yes 1, do these programsinclude:

Proprietary and confidential data ?

Physical security of the bank's premises ?

Branch fraud prevention and awareness ?

Credit card, ATM, trading, and payment systems fraud ?

Software piracy and patent / copyright infringement ?

Information Systems Security ?

Product and service quality assurance ?

A dherence to customer contractual obligations ?

Compliance with regulatory and statutory requirements

within Saudi Arabia?

*  Othersas applicable ?

Doesthe Operational Risk Management function provide central

direction and coordination for operational risk management and

loss control and risk financing programswithin theinstitution ?

Do& its scope include:

Timely reporting of losses to senior management, SAMA,
insurance carriers, and law enforcement
(when appropriate) ?

*  Complete investigation of losses in conjunction with
internal audit, bank's security department, insurance carriers
and law enforcement (when appropriate) ?

*  Written claims handling procedures for line and staff
personnel as well as both in-house claims personnel
and external claims handling services ?

*  Review of clamsfiles and investigative procedures ?

*  Coordination of claims and periodic qualitative
evaluation of the overall claims handling process ?

*  Follow-up on all open claims and periodic qualitative
evaluation of the overall claims handling process?

b . T . B

Hastheinstitution developed penalty/reward systems ?
Do these systemsinclude:

*  Regular scheduled comparative evaluation of 10ss records of
various units.
*  Monetary and non-monetary incentives

Has a formal program of operational risk control training been
established which emphasizes responsibility and accountability
for the control of operational losses ?

¢¢
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4. YES |NO | COMMENTS

1. Isthere awritten corporate risk financing policy which
defines the methods to be used by the bank for insuring
itself by considering al the methods availablei.e. conventional
insurance, loss retention guidelines, parent captive, risk retention
group, finite insurance etc.

1.1 Hasthis plan been approved by the Board of Directors
1. 2 Doesthis policy address |oss retention guidelines by
addressing the following:

*  Effect of risk financing options on earnings, budgets

and balance sheet ?
*  Risk aversion (losstolerance) by management and

the Board of Directors ?
* Relative cost of risk funding optionsin the existing

market ?

*  Projection of expected operational |osses and possible

variance from expected levels ?
*  Statutory, regulatory, or contractual limitations on risk retention ?

2. Areall corporate risk financing policies and guidelines formally
reviewed by the Board of Directors on at least an annual basis ?

3. Areinternal risk financing options (self insurance) used which
are commensurate with the financial resources of the institution,
dispersion (or aggregation) of risk, and established policy ? Do
these options include:

Contractual transfer of risk ?

Unfunded retention

- Straight deductibles ?

- Aggregate deductibles

- Allocation of small/high frequency losses
directly to responsble units ?

- Absorb large and/or random losses at the
corporate level ?

* Funded retention ?
* Single parent captives ?

4. Are conventional insurance options analysed
Do these options include ?

* Conventional insurance

- Banker's Blanket Bond ?

- Electronic and Computer Crime coverage

- Directors and Officers (D& O) Liablity Coverage?
- Professiona Indemnity Coverage ?

- Environmental Liability ?

1A%
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Risk retention groups, group captives and risk sharing pools?
Agency Captives ?

Rent-a-captive ?

Finite risk financing ?

o I

. Do formal policies and procedures exist to coordinate conventional
insurance, group captives, risk pooling, finite risk etc., with internal
financing optionsi.e deductibles, losses and deductible sharing
within the groups etc.

. On at least an annual basisis aformal market review of conventional
insurance done. Does this review include:

Market capacity ?
Terms, conditions, and flexibility of coverage ?
* Cost ?

. Aretheresults of this, review formally reported to the
Operationa Risk Management Committee and the
Board of Directors ?

. On at least an annua basisisaformal review of the
insurance program conducted to evaluate the performance
of both Underwriters and Brokers ? If yes, does this review
include:

Financial stability ?

Claims payment record ?

Responsiveness to the institution’ s coverage needs ?
Premium structure and pricing ?

Quality of program administration ?

Professional competence and value added ?

Fee for service/negotiated commission ?
Performance parameters established by written
agreement ?

Arunua review of performance against contractual obligations?
Quarterly progress reports / review sessions ?
Claims handling records ?

Quality of program administration ?

L B . T T T

I

9. Doesbank maintain adirect relationship with its Underwriters

(both primary insurers and reinsurers) ?

10. On at least an annual basis does the bank review its

exposure to catastrophic risk (i.e "long tail risks" which exceed
existing risk financing measures and cause significant impact to
the balance sheet and / or share price) ?

11. Arethese findings reviewed by both senior management and the

Board of Directors ?

12. Are appropriate measures. taken to secure protection for catastrophic

losses ? Do these measures include:

*  Useof highly qualified and specific indemnities (i.e customer

EA
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contractual, governmental, etc) ?

Use of global insurance markets to secure specific
catastrophe coverage in excess of primary limits ?
Plan for post-funding potential losses in excess of
purchased protection ?

Pre-loss reserving and finite insurance programs ?

¢9
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5. GLOSSARY OF TERMS

External Risk Financing Options - This represents
the transfer of risk to a third party and may
include: conventional insurance, risk retention
groups, group captives, risk sharing pooals,
rent-a-captives, agency captives, and finite risk
insurance.

Internal Risk Financing Options - This represents
self insurance and may involve a number of
techniques including: unfunded retention, single
parent captives, contractual transfer of risk, and
funded retention.

Lone Retention Guidelines - Forma guidelines
established as a part of the Operationa Risk
Management Plans as to how much risk may be
retained by the ingtitution in the form. of self
insurance.

Operational Risk - The risk of loss - either
financial or non-financial inherent in the bank
Operations. Operational risk is purerisk i.e thereis
no opportunity for gain as in financia risk.
Operational risk either result in loss or no loss.
Examples of operational risk are: losses due to
criminal activity (fraud, counterfeiting, forgery,
etc.,) loss of revenue due to system outages or
destruction, professional liability losses
(shareholder  suits, fines for  regulatory
non-compliance, suits by customers) intangible
losses such as damage to reputation and credibility,
etc.

Operational Risk Manager - The senior manager
within the bank responsible for the development of
the bank's Operational Risk Management Plan and
implementation and management of the
Operational Risk Management Program. The
Operational Risk Manager should report directly to
the .managing Director/General Manager.

Operational Risk Management Committee - An
operational committee of the bank reporting
directly to the Operational Risk Manager. this
committee should be composed of members of all
major operational and staff departments within the
bank; to include, but not be limited;: to Internal
Audit, Treasury Operations, Credit Card/ATM,
Data Processing /  Telecomnmunicaticns,
Insurance, Domestic Branch Operations, Overseas
Brarch/Subsidiary Operations, Private Banking,
and Compliance. The Operationa  Risk
Management Committee shall be responsible for
assisting the Operationa Risk Manager in
developing Risk Assessment and Control Matrices
for each functional area within the bank. and
developing and implementing the Operational Risk
Management Plan.

il 41 dolel 5,10y
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Operational Risk Management Plan - The strategic
plan developed by the Operational Risk Manager
and the Operationa Risk

Management Committee and formally approved by
the Board of Directors for addressing the
management of operational risks within the
ingtitution. This plan should define how the
ingtitution proposes to handle each category of
operational risk (i.e. crime, professional liability,
regulatory/legal non-compliance, political risk, etc.
) and the methods to be used in their control
(internal controls, internal retention of risk, risk
transfer through conventional insurance, finite risk
management programs, etc.). This plan should be
reviewed and approved by the Board of Directors
on at least an annual basis.

Penalty / Reward System - In the context of
operational risk management, Penalty/Reward
Systems should be used to create a system of
incentives for the effective management of
operational risk a the level of the operational
department or unit. For example, branches which
reduce losses below a target amounting receive
bonuses equal to half of the amount saved.

Risk Assessment and Control Matrices - These
matrices should be developed by each functional
area and reviewed by both the Operationa Risk
Manager and the Interna Auditor. They should
identify each area of operationa risk to which the
department / unit is subject, the level of potential
loss (either financial or non-financia), and all
internal and external methods to be used to either
control or finance risk.

Risk Financing Policy - Forma guidelines
established as apart of the Operational Risk
Management Plan defining the methods to be used
by the ingtitution (i.e. conventiona insurance,
single parent captive, risk retention group, finite
insurance. etc.) for the financing of operationa
risk.
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