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Foreword

In view of the evegrowing seriousness of cybattacks, we are conscious of the need to stay-step

I KSFR® ¢CKS AdadzayOS 2F | /@06SN){SOdzZNA(G& CNI YSg2N]
in their efforts to have an appropriate cyberairity governance and to build a robust infrastructure along

with the necessary detective and preventive controls. The Frameatidulates appropriate controls

andprovide guidance on how tassess maturitievel.

The adoption and implementation dhe Framework is a vital step for ensuring that Saudi Arabian
Banking Insurance and Financing Comparsiestoiscan manage and withstarayber securityhreats.In
designing the Framework, we have considered the ways that our regulated entities are leveraging
technology and felt that each entity will be able to adopt@nmmon approals for addressing cyber
security. This wikknsure cyber security risks are properly managed throughouséutors

To achieve the above, the full support and oversight from ther8of Directors and Senior
Management are required for its implementation.

The Information Technology Risk team within the Deputyship of Supervision is at your disposal for any
clarifications and we remain committed to guiding our regulated entitieséating a safer cyber
environment.

Ahmed Al Sheikh
Deputy Governor for Supervision
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1 Introduction

1.1 Introductionto the Framework

The currentdigital societyhashigh expectation®f flawless customer experiencepntinuous availability
of services anakffective protection of sensitive datalnformation assetsand online services are now
strategi@llyimportantto all public and private organizations, as well as to broader sodietge services
arevital to the creation o vibrant digital economyTheyare alsobecoming systemically important to
the economy and to broader national securidl of whichunderlines the need to safeguard sensitive
data and transactions, and therebyp®ure confidence in the overall SadkthancialSector.

The stakes are high when it comes to the confidentiality, integrity and availability of information,assets
and applying newonline services and new developmer(&sg. Fintech block chaif;, while impoving
resilience against cyber threats. Not only is the dependency on these services growing, but the threat
landscape is rapidly changing. THreancialSector recognizese rate at which theyberthreatsand risks
areevolving, as well as the changiteghnology and business landscape.

SAMA establisheca / @ 6 SNJ { SOdzNA 1& CNI YS g2 N] FiradcialKitituhsl: YS g 2 N.
regulatedby{ ! a! G6daGKS aSYoSNI hNABIFIYyAT FdA2yaéo G2 STFSOGA
security.To maintain the protection ahformation assets andnline services, th¥lemberOrganizations

mustadopt the Framework.

Theobjectiveof the Framework iss follows

1. To createacommon approach for addressitgber securityithin the Member Organizatios
2. To achieve an appropriate maturity levelayber securitycontrolswithin the Member Organizaticn
3. To ensurecyber securityisks are properly managed throughahie Member Organizatios

TheFrameworkwill be usedo periodicallyassesshe maturity level ancevaluatethe effectivenesof the
cyber security controls at Member Organizatios) and to compare these with other Member
Organizations

The Framework ibased orthe SAMA requirementandindustrycyber securitystandards, such asIST,
ISF, ISBASEA&Nd PCI

The Framework sigrsedes all previous issued SAMA circulars with regacgitier security Please refer
02 W LIGISYPENBASS LINB A 2 dza fohndoeedefals. { ! a! OANDdzZ | NEQ

1.2 Definitionof Cyber Security

Cyber security idefined as the collection of tools, policies, security concepts, security safeguards,
guidelines, risk management approaches, actions, training, best practices, assurance, and technologies
that can be used to protect the member organization's informatieseds against internal and external
threats.

The general security objectives comprise the following:

9 Confidentiality ¢ Information assets are accessible only to those authorized to have access (i.e.,
protected from unauthorized disclosugg (un)intendedeakage of sensitive data
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91 Integrity ¢ Information assets are accurate, complete and processed correctly (i.e., protected from
unauthorized modificationwhich may include authenticity and non-repudiation).

91 Availability ¢ Information assets areesilient and accessible when required (i.e., protected from
unauthorized disruption).

1.3 Scope
The Frameworldefinesprinciples and objectives for initiating, implementing, maintainimgnitoring
and improvingeyber securitycontrolsin Member Organizations.

The Frameworlprovidescyber securitycontrols which areapplicable tothe information assetof the
Member Organizationincluding:

Electronic information.

Physical infomation (hardcopy.

Applications software,electronic serviceanddatabases.

Conmputersand electronic machines (e.g., ATM)

Informationstorage deviceée.g., hard diskJSBstick).

Premises, equipment and communicatioetworks(technical infrastructure)

=A =4 =4 -4 -8 =4

The Framework provides direction fayber securityrequirements for Member Owmnizatiors and its
subsidiariesstaff, third parties and customers.

For business continuity related requirements please refer to the SAMA Business Continuity Minimum
Requirements.

TheFramework has an interrelationship witlther corporate policiedor related areas such as physical
security and fraud managemerithis framework does not addreise non-cyber securityrequirements
for those areas

1.4 Applicability
The Framework is applicable @l Member Organizatia regulated by SAMA, whichinclude the
following:

AllBanksoperating in Saudi Arabia;

All Insurance and/oReinsuranc&€ompanies operating in Saudi Arabia;
All Financing Comp#@soperating in Saudi Aralia

All Credit Bureaus operating In Saudi Arabia;

9 TheFinancial Market Infrastructure

= =4 =4 A

All domains ar@pplicable forthe banking sectorHowever for other financialinstitutionsthe following
exceptionsapply.

1 Subdomain (3.1.2) the alignment with cyber security strategy of banking sector is mandatory
when applicable.

1 Exclude sb-domain (3.2.3).However,if the organizatiorstore, processor transmit cardholder
data or deal with SWIFTservicesthen PClistandard and/or SWIFCustomer Security Controls
Frameworkshould be implemented.

1 Exclude sb-domain (3.3.12).
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1 Exclude sb-domain (3.3.13)However f the organization provideonline servicefor customes,
aMulti Factor Authenticatiortapabilityshould be implemented.

1.5 Responsibilities
The framework is mandated by SAMBRMA is the owner aridresponsible for periodically updating the
Framework.

TheMemberOrganizationsre responsible for adopting and implementing the Framework.

1.6 Interpretation
SAMAas the owner of the Frameworls solelyresponsiblefor providinginterpretations of the pmciples,
objectives and control considerationi§ required

1.7 TargetAudience

The Framework is intended fogsenior and executive management, business owners, owners of
information assetsCISOsndthosewho areresponsible for andhvolved indefining implementingand
reviewingcyber securitycontrols withinthe Member Organizations

1.8 ReviewlUpdates ad Maintenance
The Framework will beeviewedand maintained by SAMA.

SAMA will review the Framewoneriodicallyl 2 RS G SNXY A y S diféctenespidcothg theN] Q a
effectiveness of the Framework to addressergingcyber securitthreats andrisks. If applicable, SAMA
will updatethe Framework based on the outcome of the review.

If a Member Organization considers thah updateto the Framework is required, the Member
Organizationshould formally submit the requestedupdate to SAMA.SAMA will review theequested
update and wherapproved the Framework will badjusted

The Member Organization will remain responsitidebe conpliant with the Framework pending the
requested update.

Please refertol! LILISYIRAE (2 NBIljdzSad |y ! fhifhe prddessiclequéskiy CNJ Y S
an update to the Framework.

Version control will be implemented for maintaining the FrameworkeWever any changes are made,
the preceding version shall be retired and the new version shall be publatimdommunicatedo all
Member Organizations. For the convenience of the Member Organiztitianges to the Framework
shall beclearly indicated

1.9 Readingsuide

The Frameworkis structured as followsthapter 2 elaborates on the structure of the Framewodnd
provides instructions on hoto apply the Framework. Chapt8ipresents the actual Frameworikgcluding
the cyber securitydomairs and subdomais, principles, objectives and control considerations.
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2 FrameworkStructureand Features

2.1 Structure
The FFameworkis structured around four main domains, namely:

9 Cyber Securiteadershimnd Governance.

1 Cyber SecuritiRiskManagemeniand Compiance
1 Cyber Securitpperationsand Technology.

9 Third PartyCyber Security

For each domain, several subdomains are defiesubdomain focusses a specificyber securityopic.
Per subdomainthe Framework states a principle, objective and contarsiderations.

1 Aprinciple summarizeshe main set ofequiredcyber securitycontrols related to the subdomain.

i Theobjective describes the purpose of the principle and what the set of requirger security
controls are expected to achieve.

9 Thecontrol considerations reflects themandatedcyber securitycontrols that should be considered.

CGontrol considerations have beamiquely numberedhroughout the Framework Where applicable, a
control consideration canonsist of up to 4 levels.

Thecontrol considerations are numbered according to the following numbering system:

Reference to subdomain

3.3.12 - 4.a.6.a

Reference Reference to control consideration
to domain (level 1, 2, 3 and 4)

Figure 1 — Control consideration numbering system
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The figure belowillustratesthe overall structure of the Framework andndicatesthe cyber security
domainsand subdomais, including a reference to the applicable sectafrthe Framework

Cyber Security Framework

3.1 Cyber Security 3.2 — Cyber Security Risk Management & Compliance
Leadership
& Governance c i ith
Cyber Security Regulatory ompliance wi Cyber Cyber
. . (inter)national ; . ; .
Risk Management Compliance . Security Review Security Audit
Cyber Security industry standards
Governance
3.3 - Cyber Security 3.4 - Third Party
Operations & Technology Cyber Security
Cyber Security
Strategy
Human Physical Asset
Resources Security Management Contract &
Cyber Security e
Pl Management
Cyber Security Identity & Access Application Change
Cyber Security Roles & Architecture Management Security Management
Responsibilities
Infrastructure Crvptoaraph Bring Your Own Device 5
Cyber Security in Security ryptography (BYOD) Outsourcing
Project Management
Secure Disposal Electronic Cyber Security
) . Payment N
Cyber Security of Information Banking Event
Systems ;
Awareness Assets Services Management
Cloud
Efye Fomrn Cyber Security Incident Threat Vulnerability Computing
Training Management Management Management

Figure 2 - Cyber Security Framework

2.2 Principlebased

The Framework is principleased, also referred to as riblased. This meartbhat it prescribes kegyber
securityprinciples and objectives to be embedded and achidwethe Member Organizatiofhelist of
mandated control considerationmovidesadditionaldirectionand should be considerdaly the Member
Organization in achieving the objectives. When a certain control consideration cannot be tailored or
implemented, the Member Organization should consider applying compensating comuogsing an
internal risk acceptance and requéxja formalwaiver from SAMA

Please refeto Appendix D for details for theHow to request a Waiver from the Framewagkrocess.

2.3 SelfAssessmenReviewand Audit

The implementation of the Framework at the Member Organization will be subjeatgeriodicself
assessment The seltassessmentwill be performed by the Member Organizatiobased on a
guestionnaire The seHassessments will be reviewed and audited by SAMAetermine the level of
compliance with the Framework and the cyber security maturigl®f the Member Organization

Please refer t@@H ®n  / & 6 SNJ { S O dziédnidie detalis(bloiadtikhé éybeas2drrfyt n@turity
model
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2.4 Cyber Securitiaturity Model
The cyber security maturity level will be measured with the hefa predefinedcyber security maturity
model. The cyber security maturity model distinguishemaéturity levels (0, 1, 2, 3, 4 and 5), which are
summarizedn the table belowlIn order to achieve levels 3, 4 or & Member Organizatiomust first
meet all criteria of thgpreceding maturity levels.

Maturity Level

Definition and Criteria

Explanation

0
Non-existent

A No documentation.
A There is no awareness or attention for certaigber
securitycontrol.

A Qyber securitycontrolsarenot in place. There may be n
awareness of the particular risk area or no current ple
to implement suclkeyber securitycontrols

A Qyber securitycontrolsis not or partiallydefined

A Qyber securitycontrol design and execution varies b

1 A Qyber securitycontrols areperformed in an inconsisten department or owner.
Ad-hoc way. A Qyber securitycontrol design may only partially mitigate
A Cyber security controls are not fully defined the identified risk and execution may be inconsistent.
A The execution of theyber securitycontrolis A Repeatablecyber securitycontrolsarein place. However,
2 A based on an informal and unwritten, though the control objectives and design are not formally defin
Repeatable standardzed,practice. or approved.
but informal A There is limited consideration for a structured review
testing of a control.
A Qyber security controls are defined, approved and A Cyber security policies, standards and procedures
implementedin a structured and formalized way. established.
3 A The implementationof cyber securitycontrols can be | A Compliane with cyber security documentation i.e.,
Structured demonstrated policies, standards and procedures is monitqre
and preferably using @overnancerisk andcompliancetool
i (GRC)
formalized A key performance indicatorsre defined, monitored and
reported to evaluatehe implementation
A The effectiveness of theyber security controls ard A Effectiveness of cyber security controls are measured .
periodically assessed and improved when necessary. periodically evaluated.
4 A This  periodic measurement, evaluations an{ A key risk indicatorsand trend reporting are used fc
opportunities for improvement ardocumented. determine the effectiveness of the cyber secuty
Managed and
controls
measurable A Results ofmeasurement and evaluation arased to
identify opportunities for improvement of thecyber
security controls
A Qyber security controlsare subject to a continuoug A Theenterprisewide cyber securityprogramfocuses on
improvementplan continuouscompliance effectivenessand improvement
5 of the cyber securitycontrols.
. A Cyber securitgontrolsareintegrated with enterpriseisk
Adaptive

managemenframework andpractices.
A Performance of cyber security controls are evaluat
using peer and sector data.

Table 1 - Cyber Security Maturity Model

The objective of the Framework id0 createan effectiveapproach for addressing cyber securigd
managingcyber security risks within th&inancialSector. To achievean appropriatecyber security
maturity level,the Member Organizationshould at least operate at maturity level 3 or highes
explained below

2.4.1 Maturity Level 3
To achieve level 3 maturitg, Member Organizatioshould define, approve and imgrhent cyber
security controls. In additiont should monitor compliance with the cyber security documentation

The cyber securityR2 OdzY Sy G GA2Y

AK20K R OF iS¢ Mdwvd Oy RSBI @S OdzN

controls should be implemented:he cyber secity documentation consists of cyber securfiglicies
cyber security standards and cyber security procedures.
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Figure 3 - Cyber Security Documentation Pyramid

Thecyber security policghould beendorsedand mandatedby the board of the Member Organization
and statingd ¢ K &/lger security is important to the Member Organization. The policy should highlight
which information assets must be protected aads K Icyiber security principles and objectives should
be establiskd.

Based on the cyber security policyber security standardsiustbe developed. These standards define
awhatd cyber security controlsnust be implemented, such as security and system parameters,
segregation of duties, password rules, monitoring evemtd backup andrecovery rules. The standards
support and reinforce the cyber security policy and are to be considered as cyber security baselines.

The stepby-step tasks and activities that should be performedstaff, third parties or customers of the
Member Organization are detailed in tlyber security procedureShese procedures prescribek 2 ¢ €
the cyber security controls, tasks and activities have to be executed in the operating environment and
support the safeguarding of the information assefsdlte Member Organization according to the cyber
security policy and standards.

The process in the context of this framework is defined asdractured set ofactivities designed to
accomplishthe specifiedobjective. Aprocess mayinclude policies, standards, guidelines,procedures,
activities andwork instructions as well as angf the roles, responsibilities, tools and management
controls required to reliably deliver the output.

The actual progress of the implementation, performance and compliance of the cyber security controls
should beperiodicallymonitored andevaluated usingey performance indicator@<PIs).

2.4.2 Maturity Level 4
To achieve maturity level 4, the Member Organizatshould periodically measure and evaluate the
effectiveness oimplemented cyber security controls: order tomeasure an@valuate whether the cyber
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securitycontrolsare effective key risk indicatorgKRIsshould be definedA KRIlindicates thenorm for
effectiveness measuremerdand should define thresholds to determine whether the actual result of
measurement is below, on, or above the targeted nor{RIsare used for trend reporting and
identification of potential improvements.

2.4.3 Maturity Leveb

Maturity level 5 focuses onthe continuous improvement of cyber security controlGntinuous
improvementis achieved througltontinuoudy analyzing the goals and achievements of cyber security
and identifyingstructuralimprovements Cyber securitgontrolsshould be integrated with enterpriggsk
managementpractices and supported with automated reahe monitoring. Business process owners
should be accountable for monitorintdpe compliance of the cyber security controls, measuring the
effectiveness of thecyber security controls and incorporating the cyber security costwathin the
enterprise risk managemefritamework. Additionally, the performance of cybsecuritycontrolsshould

be evaluated using peer and sector data.
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3 Control domains

3.1 CyberSecurityleadershimndGovernance

The ultimate responsibility faryber securityests with the board of the Member Organization. The board

of the Member Organization can delegatediger securityesponsibilities to &yber securitcommittee

(or a senior manager from a control function). Tlogber securitycommittee could be responsible for

defining thecyber securitd 2 SNy I y OS | YR a S i Ay Tybér KBurittBadégyS NJ h NH |
Thecyber securitcommittee can also be responsible for definincyaer securityolicy and ensuring the

operational effectiveness of thigyber securitypolicy.

To develop and maintain theyber securitypolicy and to execute theyber securityactivities across the
Member Organization, an independeayber securitfunction shouldbe established.

3.1.1 CyberSecurity Governance

Principle

A cyber securitygovernance structure should be defined and implemented, and should be endorsed by
the board.

Objective
To direct and combl the overall approach toyber securitywithin the Member Organization.

Control considerations

1. Acyber securitcommittee should be established and be mandated by the board.

2. Thecyber securitycommittee should be headed by an independent senior manfgen a control
function.

3. Thefollowing positions should be represented in the cyber security committee:

a. senior managers from all relevant departments (e.g., COO, @i@plianceofficer, heads of
relevant busines departments);
b. Chiefinformation security officer (CISQ)
c. Internalauditmr @ F GSYR & Iy a206&aSNISNJ
4. A cyber security committee charter should be developed, approved and reflect:
a. committee objectivs;
b. roles and responsibilities;
c. minimum number of meeting participants;
d. meetingfrequency (minimum on quarterly basis).

5. Acybersecurity function should be established.

6. Thecyber securityfunction should be independent from the information technology function. To
avoid any conflict of interest, theyber securitfunction and inform&on technology function should
have separate reporting lines, budgets astdff evaluations.

7. Thecyber securityfunction should report directly to the CEO/managing director of the Member
Organization or general manager of a control function.

8. A fulHime s=nior manager for theyber securityffunction, referred to as CISO, should be appointed
at senior management level.

9. The Member Organization should :

a. ensurethe CISO has a Saudi nationality;
b. ensurethe CISO is sufficiently qualified;
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c. obtain no objection from SAMA to assign the CISO.
10. The board of the Member Organization should allocate sufficient budget to execute the required
cyber securityactivities.

3.1.2 CyberSecurity Strategy

Principle

A cyber security strategy should beefined and aligned with the Member @B | y AT I A2y Qa &/
202S0O00GAOSaz a ¢St f cybersedufitgtiitegy. KS . I y1Ay3d {SOG2NDa
Objective

To ensure thatyber securityinitiatives and projects within the Member Organization contribute to the
aSYOSNI hNABFYATFGA2y Qaredignetlisiha 8§ KA G KEo0 2 $ Glien gesamity{ ISyORI 2 N.
strategy.

Control considerations
1. Thecyber securitystrategy should belefined approved maintainedand executed
2. Thecyber securitystrategy should be aligned with:
a UKS aSYOSNI hNEBFIYATIGA2YyQa 20SNIff 202SO00GAGBSaT
b. the legal and regulatory compliance requirements of the Member Organization;
c. 0 KS . Iy 1 Acybar sqciBitgtiafedid &
3. Thecyber securitystrategyshould address:
a. the importance and benefits afyber securitfor the Member Organization;
b. the anticipated future state afyber securitfor the Member Organization to become and remain
resilient to (emergingdyber securityhreats;
c. which and whencyber securityinitiatives and projec should be executed to achieve the
anticipated future state.

3.1.3 CyberSecurity Policy
Principle
A cybersecurity policy should be defined, approved and communicated.

Objective
To document the ME6 SNJ h NHIFYAT FGA2yQa O2 eyberisac@ity,dandlty R 20 2
communicate this to the relevant stakeholders.

Control considerations
1. Thecyber securitypolicy should belefined approved andommunicatel.
2. Thecybersecurity policy should beeviewedperiodicallyaccording to a predefined and structured
review process.
3. Thecyber securitypolicy should be:
a. considered as input foother corporate policies of the Member Organization (e.g., HR policy,
finance policy and IT policy);
b. supported by dailed security standards (e.g., password standdickwall standarg and
procedures;
c. based on best practicend (inter)national standards
d. communicated to relevant stakeholders.
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4. Thecyber securitypolicy should include:
a. a definition ofcyber security
G§KS aSYoSNJ h NEH lcybar bdcuiitiolfertiQes andl SE&pbtl f f

a definition of general and specific responsibilitiesdplber security

the reference to supportingybersecuritystandards and procedures;

cyber securityequirements that ensure:

information is classified in a way that indicates its importance to the Member Organization;
information is protected in terms alyber securityequirements, in line with the riskppetite;
owners are appointed for all information assets;

cyber securityrisk assessments are conducted for information assets;

relevant stakeholders are made awareayber securityand their expected behaviocyber
securityawareness program);

6. compliance with regulatory and contractual obligations are being met;

7. cyber securityppreaches and suspecteyber securityveaknesses are reported,;

8. cyber securitys reflected in business continuity management.

~®Poo00o

agkrownPE

3.1.4 CyberSecurity RoleandResponsibilities

Principle

Responsibilities to implement, maintain, support and promatgber securityshould be defined
throughout the Member Organization. Additionally, all parties involvedcytber securityshould
understand and take their role and responsibilities.

Objective
Toensure that relevant stakeholders are aware of the responsibilities with regaegiter securityand
applycyber securitycontrols throughout the Member Organization.

Control considerations
1. The Bardof Directorshasthe ultimate responsibility for cybiesecurity including
a. ensuring that sufficient budget fayber securitys allocated;
b. approving thecyber securitcommittee charter;
c. endorsing (after being approved by togber securitcommittee):
1. the cyber securitygovernance;
2. the cyber securitystrategy;
3. the cyber securitypolicy.
2. Thecyber securitcommittee should be responsible for:
a Y2YAG2NAYy IS NBOGASGAYy3I | yR 02 Yoymnsdcityigkiagpatitel K S
periodicallyor upon a mateial change in the risk appetite;
b. reviewing thecyber securitystrategy to ensure that it supports th&ember Organization
objectives;
C. approving, communicating, supporting and monitoring:
1. the cyber securitygovernance;
2. the cyber securitystrategy;
3. the cyber securityolicy;
4. cyber securityprograms (e.g., awareness program, data classification progtata,privacy,
data leakage preventiorkeycyber securitymprovements);
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5. cyber securityisk management process;
6. the key risk indicatorgKRI¥ andkey performance indicator@PI3 for cybersecurity.
3. Thesenior management should be responsible for:
a. ensuring thatstandardsprocesses and procedures reflect security requirements (if applicable);
b. ensuring that individuals accept and comply with tyder securitypolicy, supporting standards
and procedures when they are issued and updated;
c. ensuring thatcyber securityresponsibilities are incorporated in the job descriptions of key
positions anccyber securitystaff.
4. The CISO should be responsible for:
a. developing and maintaining:
1. cyber securitystrategy;
2. cyber securitypolicy;
3. cyber securityarchitecture
4. cyber securityisk management process
b. ensuring that detailed security standards and procedures are establisggproved and
implemented
c. delivering riskbasedcyber securitysolutions that address people, process and technology;
developing thecyber securitystaff to delivercyber securitysolutions in a business context;
e. the cyber securityactivities across the Member Organization, including:
1. monitoring of thecyber securityactivities (SOC monitoring);
2. monitoring of compliance witleyber securityegulations policies standards and procedurgs
3. overseeing the investigation of/ber securityncidents;
4.
5.

o

gathering and analyzing threat intelligence from internal and externalcss;
performingcyber securityeviews
f. conductingcyber securitNA a1 FaaSaavySyda 2y GKS aSYOoSNB hNAI
g. proactively supporting other functions ayber securityincluding:
1. performing information and system classifications;
2. determiningcyber securityequirements for important projects;
3. performingcyber securityeviews
h. defining and conducting theyber securityawareness programs;
i. measuring and reporting thERIsandKPIn:
1. cyber securitystrategy;
2. cyber securitypolicy compliance;
3. cyber securitystandards and procedures;
4. cyber securityprograms (e.g., awareness program, data classification programeykesr
securityimprovements).
5. Theinternal auditfunction should be responsible for:
a. performingcyber securityaudits.
6. ' £ f aSYoSNJI btafEHoydbé respongdbie a
a. complying withcyber securitypolicy, standards and procedures.
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3.1.5 CyberSecurity in Project Management
Principle
Cyber securitghould be addressed in project management and project gamare.

Objective

¢t2 SyadaNB (GKFIG GKS Ftf KS cybedseculyehiuneNBnisy AT | GA2Yy Q&

Control considerations
1. Cyber securityshould be integrated into the Member Organization's project management
methodology to ensure thatyber sectity risks are identified and addressed as part of a project.
2. ¢KS aSYOSNI hNBFIYATIFGA2y Qa8 LINR2SOG Yyl 3SySyi
a. cyber securityobjectives are included in project objectives;
b. the cyber securitfunction is part of all phases of the project;
c. arisk assessment is performed at the start of the project to determineyber securityisksand
to ensure thatcyber securityrequirements are addressed either by the existaydper security
controls (b@ed oncyber securitystandard3 or to be developed;
d. cyber securityisks are registered in the projedsk registetand tracked
e. responsibilities focyber securityare defined and allocated;
f. acybersecurity review is performed by an independémernal or external party

3.1.6 CyberSecurity Awareness

Principle

A cyber security awareness program should be defined and conductedstiaff, third parties and
customers of the Member Organization.

Objective
To create acybersecurity riskaware culture wi$ NB (1 K S
customers make effective risgkF 8 SR RSOA&A2Yya GKAOK LINRPOISOG GKS

Control considerations

1. The gber securityawareness programs should be definagprovedand conducte to promotecyber
securityawareness and to create a positiggber securityculture.

2. Acybersecurity awareness program should be defined and conducted for:
a. staffof the Member Organization;
b. third parties of the Member Organization;
c. customersof the Member Organization.

3. Thecyber securitawareness program should targatber securitypehaviors by tailoring the program
to address the different target grougisrough multiple channels

4. The activities of thecyber securityawareness program shalilbe conductedperiodically and
throughout the year.

5. Thecyber securityawareness program should at a minimum include:
a. an explanation o€yber securityneasures provided,;
b. the roles and responsibilities regardingber security
c. information on relevant emagingcyber securityevents and cyber threats (e.g., spg#rishing,

whaling).
6. Thecyber securityawareness program should be evaluated to:
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a. measure the effectiveness of the awareness activities;
b. formulate recommendations to improve theyber securityawareness program.
7. Customer awareness should address for both retail and commercial customers and, at a minimum,
include a listing of suggestegiber securitynechanisms which customers may consider implementing
to mitigate their own risk(s).

3.1.7 CyberSecurityTraining

Principle

Staffof the Member Organization should be provided with training regarding how to operate the Member
hNBFYATFGiA2yQa aedaidsSya acgéraadBificentrdisy R (2 | RRNBaa |y

Objective
To ensure thastaff of the Member Organization are equipped with the skills and required knowledge to
LINEGSOG GKS aSYOSNI hNHI yAT I (A XyberSecwkityfeEppmédilitiesA 2y | & &

Control considerations

1. Specialist or securitselated skills traimg should be provided tetaffA 'y G KS aSY0oSNJ hNEI y
relevant functional area categories in line with their job descriptions, including:
a. key roles within the organization;
b. staffof the cyber securitjfunction;
c. staffinvolved in developing and (tenltally) maintaining information assets;
d. staffinvolved in risk assessments.

2. Education should be provided in order to equfaff with the skills and required knowledge to
aS0dzNBfe 2LISNIFGS GKS aSYOGSNI hNHIFIYATIFGA2yQa AyF2l
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3.2 Cyber SecuritRiskManagemenandCompliance

Risk management is the ongoing process of identifying, analyzing, responding and moratating

reviewing risks.The cyber securityrisk managementprocessfocusses specifically omanagingrisks

related to cyber securityln order to managecyber securityisks, Member Organizations should:

9 identify theircyber securityisks ¢ cyber securityisk identification;

1 determinethe likelihood that cyber securitisks will occur and the resulting impactcyber security
riskanalysis;

1 determine the appropriate respons cyber security riskand select relevant controlg cyber
securityrisk response;

1 monitor the cyber security risk treatment and review control effectivenessyber securityrisk
monitoringandreview.

The compliance with theyber securitycontrols should be subject to periodic review and audit.

3.2.1 Cyber SecuritRisk Management
Principle
Acyber securityisk management process should defined, approvednd implemented, and should be

aligned withthe Md¥ 6 SNJ h NHIF yAT FGA2yQa SYGdSNILINRAS NRrRail Ylyl 3

Objective
To ensurecyber securityrisks are properly managed to protect the confidentiality, integrity and

FGFAfloAfAGeE 2F GKS aSYoSNJ hNEIF YyAT tybeh seoi disk A y T2 NY
YIEyF3aSYSyid LINRPOSaa Aa ftA3aIySR gAGK GKS aSYOoSNI hNH

Control considerations
1. Thecyber securityisk management process should tefined, approved and implemented.
2. The cyber securityrisk managementprocess should focus on safeguarding the confidentiality,
integrity and availability of information assets.
3. The cyber securityrisk management process should be aligned with the existing enterprise risk
management process.
4. Thecyber securityisk managemeinprocess should be documented and address:
a. risk identification;
b. risk analysis;
c. risk response;
d. risk monitoringandreview.
5. ThecybersecuritNA a1 YIF y I 3SYSyd LINRPOSaad akKz2dzZz R I RRNBaa
assets, including (but not limited Yo
a. business processes;
b. business applications;
c. infrastructure components.
6. Thecyber securityisk management process should be initiated:
a. atan early stage of the project;
b. prior to critical change;
c. when outsourcings being considered,;
d. when launching newproducts andechnologies.
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7. Existing information assets should be periodically subjeciytwer security risk assessment based on
their classification or risk profile.

8. The gber securityrisk management activities should involve:
a. business owners;
b. IT speciasts;
c. cyber securityspecialists;
d. key user representatives.

9. The result of the risk assessment should be reported to the relevant business owner (i.e., risk owner)
within the Member Organization;

10. The relevant business owner (i.esk owner) within the Merher Organization should accept and
endorse the risk assessment results.

11.¢ KS aSYoSNI hNABIyAT FdA2yQa OeoSN) aSOdzNAGe Nrnal ||
and formally approved.

3.2.1.1 Cyber Securityisk Identification

Principle

Cyber securityisk identification shoulde performedandd K2 dzf R Ay Of dzZRS (K
relevant assets, threats, existing contratsdvulnerabilities.
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Objective
¢2 FAYRI NBO23IyAT S FyR R $wedshuitfisksi KS aSYdSNI hNHF yA

Control considerations

1. Cyber security risk identification should be performed.

2. Identified cyber security risks should decumented(in a central register)

3. Cyber securityisk identification should address relevant information assets, threatsevabilities
andthe key existingyber securitycontrols.

3.2.1.2 Cyber Securitgisk Analysis

Principle

A cyber securityrisk analysis should be conducted based on the likelihood that the identifiedr
securityrisks will occur and their resulting impact.

Objective
To analye and determine the nature and the level of the identifagdber securityisks.

Control considerations

1. Acyber security rislanalysishould be performed.

2. The cyber securityisk analysis shouladdresghe level of potential business impact and likelid of
cybersecuritythreat events materializing.

3.2.1.3 Cyber SecuritRisk Response
Principle
Thecyber securityisks of a Member Organization should be treated.

Objective
To ensurecyber securityisks are treatedi.e., accepted, avoided, transferred or mitigated).
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Control considerations
1. The relevant determinedcyber securityrisks should be treated according to the Member
hNBFYAT I GA 2y QaybedecuiityetuiréndéntsA G S | y R
2. Cyber securityisk responseshould ensure that the list of risk treatment options are documented (i.e.,
accepting, avoiding, transferring or mitigating risks by applgyiger securitycontrols).
3. Acceptingcyber securityrisks should include:
a. the consideration of predefined limits fdevels oftyber securityrisk;
b. the approval and sigioff by the business owneensuringthat:
1. the acceptectyber securityiskiswithin the risk appetiteand isreported to thecyber security
committee;
2. the acceptectyber securityiskdoesnot contradct SAMA regulations.
4. Avoidingcyber securityrisks should involve a decision by a business owner to cancel or postpone a
particular activity or project that introduces an unacceptatiyber securityisk.
5. Transferring or sharing theyber securityisks should:
a. involve sharing theyber securityisks with relevant (internal or external) providers;
b. be accepted by the receiving (internal or external) provider(s)
c. eventually lead to the actual transferring or sharing of the cyber security risk
6. Applyingcybe securitycontrols to mitigatecybersecurity risk should include:
a. identifying appropriatecyber securitycontrols;
b. evaluating the strengths and weaknesses of ¢liber securitycontrols;
1. assessing the cost of implementing ttyber securitycontrols;
2. assessing the feasibility of implementing ttyer securitycontrols;
3. reviewing relevant compliance requirements for tbyber securitycontrols;
c. selectingcyber securitycontrols;
d. identifying, documenting and obtaining sigff for any residual risk byne business owner.
7. Cyber securityisk treatment actionshould be documented in a risk treatment plan.

3.2.1.4 CybemRisk MonitoringindReview

Principle

The progressyber security riskkeatment should be monitored and the effectiveness of revised or newly
implementedcyber securitycontrols should be reviewed.

Objective
To ensure thathe cyber security riskeatmentis performed according to the treatment plans. To ensure
that the revised or newly implementety/ber securitycontrols are effective.

Control considerations

1. Thecyber securittreatment shouldbe monitored, including:
a. tracking progress in accordance to treatment plan;
b. the selected and agreedyber securitycontrols are being implemented.

2. The design and effectiveness of the revised or newly implemeaybdr securitycontrols should be
reviewed.
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3.2.2 Regulatory Compliance

Principle

A process should be established by the Member Organization to identify, communicate and comply with
the cyber sectity implications of relevant regulations.

Objective
To comply with regulations affectimyber securityof the Member Organization.

Control considerations
1. A process should be establishéar ensuring compliance with relevant regulatory requirements
affectingcybersecurityacross the Member Organization. The process of ensuring compliance should:
a. be performedperiodicallyor when new regulatory requirements become effective;
b. involve representatives from key areas of the Member Organization;
c. result in the update otyber securitypolicy, standards and procedures to accommodate any
necessary changes (if applicable).

3.2.3 Compliance witlfinter)nationalindustrystandards
Principle
The Member Organizatioshouldcomply withmandatory(inter)nationalindustrystandards

Objective
To comply withmandatory(inter)nationalindustrystandards

Control considerations
1. The Member Organization shoudmply with:
a. Payment Card Industry Dagecurity StandardPCIDS$
b. EMV(EuropayMasterCardandVisg technicalstandard
c. SWIFTCustomerSecurity Controls FramewogdMarch 2017

3.2.4 CyberSecurity Review

Principle

Thecybersecurind i F 1dza 2F GKS aSYOSNI hNAIFYAT A2y dic Ay T2NI
cyber securityeview.

Objective
To ascertain whether theyber securitycontrols are securely designed and implemented, and the
effectiveness of these controls is being monitored.

Control considerations

1. Cyber securityeviews should bgeriodically performed for critical information assets.

2. Customer and internet facing services should be subject to annual review and penetration tests.

3. Details ofcyber securityeview performed should be recorded, including the results of review, issues
identified and recommended actions.

4. The results otyber securityeview should be reported to business owner.

5. Cyber securityeview should be subject to followp reviews to check that:
a. all identified issues have been addressed,;
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b. critical risks have beemdated effectively;
c. all agreed actions are being managed on an ongoing basis.

3.2.5 CyberSecurity Audits

Principle

Thecybersecuritg G 1dzd 2F GKS aSYOSNI hNBIFYyAT FGiA2yQa Ay T2NY
independent and regulacyber securityaudits performed in accordance with generally accepaediting

standardsand SAMA cyber security framework

Objective
To ascertain with reasonable assurance whether diiber securitycontrols are securely designechd
implemented andwhether theeffectiveness of these controls is being monitored.

Control considerations

1. Cyber securityaudits should be performed independently and according to generally accepted
auditingstandardsand SAMA cyber security framework

2. Cyber securitpudits should be perforrfe | OO2 NRAYy 3 (2 GKS aSYdSNI hNHLIY
audit plan.
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3.3 CyberSecurityOperationsand Technology

In order to safeguard the protection of the operations and technology of the Member Organization's
information assets and itstaff, third parties and customershe Member Organizations have to ensure
that security requirements for their information assets and the supporting processes are defined,
approved and implemented.

The compliance with thesgyber securityequirements shoulde monitored and the effectiveness of the
cyber securitycontrols shouldbe periodicallymeasured and evaluated in order to identify potential
revisions of the controls or measurements.

3.3.1 Human Resources

Principle

The Member Organization should incorporatgber security requirements into human resources
processes.

Objective
¢t2 SyadaNB GKIFG aSyYo&het sechdytespankibilities arg embedded Th Gtaff
agreements andtaff are being screened before and during their employment lifecycle.

Control considerations

1. The human resources process should define, approve and implement cyber security requitements

2. The effectiveness of the human resources process should be monitored, measured and periodically
evaluated.

3. The human resource process shbiclude:
a. cyber securityresponsibilities and nodisclosure clauses within stadifjreements (during and

after the employment);

staff should receiveyber securityawareness at the start and during their employment;

when disciplinary actions will be apgble;

screening and background check;

post-employmentcyber securityactivities,such as

1. revoking access rights;

2. returning information assets assigned (eag.cess badge, tokens, mobile devices, all electronic
and physical information).

®coooT

3.3.2 Physicabecurity

Principle

The Member Organization should ensure all facilities which host information assets are physically
protected against intentional and unintentional security events.

Objective
To prevent unauthorized physical access to the Member Orgamizatformation assets and to ensure
its protection.

Control considerations
1. Thephysical security process did be defined approvedandimplemented
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2. The effectiveness of the physical security process should be monitored, measured and periodically
evaluded.

3. The physical security process should incl(lul@ not limited to)
a. physical entry controls (including visitor security);

monitoring and surveillance (e.g., CCTV, ATMs GPS tracking, sensitivity sensors);

protection of data centers and data rooms;

environmental protection;

protection of information assets during lifecycle (including transport and secure dispos#ading

unauthorized access and (un)intended data leakage

®cooo

3.3.3 Asset Management

Principle

The Member Organization should define, approve, impletneommunicate and monitor an asset
management process, which supports an accuratetodgate and unified asset register.

Objective

To support the Member Organization in having an accurate artbwate inventory and central insight

in the physical / logical location and relevant details of all available information assets, in order to support
its processessuch adinancial, procurenent, IT anctyber securityprocesses.

Control considerations

1. Theasset management process shoulddedined approvedandimplemented

2. The effectiveness of thasset managemergrocess should be monitored, measured and periodically
evaluated.

3. The asseimanagement process should include:
a. aunified register;

ownershipand custodianshipf information assets;

the reference to relevant other processeepending on asset management;

information assetclassification, labeling and handling

the discovery of n& information assets

®caoo

3.3.4 CyberSecurity Architecture

Principle

The Member Organization should define, follow and reviewcitgersecurity architecture, which outlines
the cybersecurity requirements in the enterprise architecture and addresses the desigeipdes for
developingcybersecurity capabilities.

Objective
To support the Member Organization in achieving a strategic, consistenteffestive and enedo-end
cybersecurity architecture

Control considerations
1. Thecybersecurity architectureshould be definedapprovedand implemented.
2. The compliance with theyber securityarchitecture should be monitored.
3. Thecyber securityarchitecture should include:
a. a strategic outline ofyber securitycapabilities and controls based on the business requirements;
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b. approval of the definedyber securityarchitecture;

o

the requirement of having qualifiecyber securityarchitects;

d. designprinciples for developingyber securitycontrols and applyingyber £curity requirements
(i.e. the securityby-design principle);
e. periodic review of theeyber securityarchitecture.

3.3.5 ldentityandAccess Management
Principle
The Member Organization should restrict access to its information assets in line with their business
requirements based on the nedd-have or neeeto-know principles.

Objective

To ensure that the Member Organization only provides authorized and sufficient access privileges to
approved users.

Control considerations

Theidentity andaccess managemepblicy, including the responsibilities and accountabilities, should
be defined, approved and implemented.

The complianceavith the identityandaccesgolicyshouldbe monitored.

The effectivenessof the cyber securitycontrols within the identity and access managemenmtolicy
should be measured and periodically evaluated.

The identityandaccess managemepblicyshould include:

a. business requirements for access control (needto-have and needo-know);

b. user access management (e.g., joinensyers, leavers):

1.

1.
2.

3.

o

~®ao0
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all identified user types should be covered (i.e., intestaff, third parties);

changef job status or job position$or internal staff(e.g. joiner, mover rad leaver)should

be instigated by thdaumanresources department;

changesdr external staffor third parties should be instigated by the appointed accountable
party;

user access requests are formally approved in accordance with business and compliance
requirements (i.e. needto-have and needo-know to avoid unauthorized accesand
(un)intended data leakagg

changes in access rights should be processed in a timely manner;

periodically user access rights and profiles should be reviewed;

an audit trail of submitted, approved and processed user access requests and revocation
requests should be established;

user access management should be supported by automation;
centralization of the identity and access management function;
multi-factor authentication for sensitive and critical systems and profiles;
privileged and remoteaccessnanagementwhich should address:
1.

the allocation and restricted use of privileged and remote accggscifying

a. multi-factor authentication shou be used for all remote access;

b. multi-factor authentication should be used for privilege acoessritical yystems based
onarisk assessment

the periodic review olisers with privilege@nd remoteaccounts

individual accountability
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4. the useof nonpersonalprivilegedaccountsincluding:
a. limitation and monitoring;
b. confidentiality of passwords;
c. changingpassworddrequently andat the end of each session

3.3.6 Application Security

Principle

The Member Organization should define, approve and impleroger securitystandards for application
systems. The compliance with these standards should be monitanelithe effectiveness of these
controls should be measured and periodically evaluated.

Objective

To ensurethat sufficient cybersecurity controlsare formally documentedand implementedfor all
applicationsandthat the compliance is monitored and igffectiveness is evaluated periodically within
the Member Organization.

Control considerations
1. The aqplicationcyber securitystandards should be defined, approved and implemented.
2. The compliancavith the application security standargsould be monitore.
3. The effectiveness of thapplicationcyber securitycontrols should be measured and periodically
evaluated.
4. Application development should follow the approvemkcure system development life cycle
methodology (SDLC).
5. The application security standard shd include:
a. secure coding standards;
b. the cyber securitycontrols implemented (e.gconfiguration parameters, events to monitand
retain[including system access and datalentity and access management);
c. the segregation of duties within thapplication (supported with a documented authorization
matrix);
d. the protection of data aligned with the (agreed) classification scheme (including privacy of
customer dataand, avoiding unauthorized acceasd (un)intended data leakage
e. vulnerability and patch management;
f. backup and recovery procedures;
g. periodiccyber securiticompliance review.

3.3.7 Change Management

Principle

The Member Organization should define, approve and implenaetitange management procesisat
controls all changet® information assets. The compliance with the process should be monitored and the
effectiveness should be measured and periodically evaluated.

Objective
To ensure that all change in the information assets within the Member Organization follow a singech
control process.
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Control considerations

1. Thechange management process should be defined, approved and implemented.

2. The compliance with thehange managemeigrocess should be monitored

3. Theeffectivenessf the cyber securitycontrols within the chage management proceshould be
measured and periodically evaluated.

4. The change management process should include:
a. cyber securityrequirements for controlling changes to information assets;h asassessing the

impact of requested changes, classificat@drthanges and the review of changes;

b. security testing, which should (if applicable) include:

1. penetration testing;

2. code review if applications are developed internally;

3. code review of externally developed applications and if the source code is available

4. a code review report (or equivalerguch asn independent assurance statement) in case the
sourcecodecamot be provided;

approval of changes by the business owner;

approval from the cyber security function before submitting ta@ge Advisory BoarCAB;

approvd by CAB

postimplementation review of the relatedyber securitycontrols

development, testing and implementation are segregated for both the (technical) environment

and involved individuals;

h. the procedure for emergency changes and fixes;

i. fall-back and rotback procedures.

@ ™00

3.3.8 Infrastructure Security

Principle

The Member Organization should define, approve and implenogter securitystandards for their
infrastructure components. The compliance with these standards should be monitored and th
effectiveness should be measured and periodically evaluated.

Objective
To support that alcyber securitycontrols within the infrastructure are formally documented and the
compliance is monitored and its effectiveness is evaluated periodically withiiember Organization.

Control considerations

1. Theinfrastructure security standards should be defined, approved and implemented.

2. The compliance witkhe infrastructure securitgtandards should be monitored

3. The effectiveness of thinfrastructurecybersecuritycontrols should be measured and periodically
evaluated.

4. Theinfrastructure security standards should cover all instances of infrastruettaigablein the main
datacenter(s)the disaster recovery data site@hd office spaces.

5. Theinfrastructure security standards should cover all instances of infrastruceigg operating
systems, servers, virtual machsdirewalls, networkdevices IDS, IPS, wirelesgtwork, gateway
servers,proxy serversemail gatewaysexternal connectionsgatabases, filshares, workstations,
laptops, tablets, mobile deviceBBX

6. Theinfrastructuresecurity standard should include:
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a. the cyber securitycontrols implemented (e.gconfiguration parameters, events to monitand
retain [including system access and da@édtaleakage prevention [DLPidentity and access
management, remote maintenance);

b. the segregation of duties within the infrastructure component (supported with a documented
authorization matrix);

c. the protedion of data aligned with the (agreed) classification schefineluding privacy of
customer dataand,avoiding unauthorized acceasd(un)intended data leakagg)

d. the use of approved software and secure protocols;

e. segmentation of networks

f. maliciouscode/software and virus protectionapd applyingapplication whitelistingand APT
protection);

g. vulnerability and patch management;

h. DDOS protection (where applicable); this should include:

1. the use of scrubbing services;

2. specification of the bandwidth agreed,;

3. 24x7 monitoring by Security Operating Center (SOC), Service Provider (SP) and scrubbing
provider;

4. testing of DDOS scrubbing (minimum twice a year);

5. DDOS services should be implemented for the main datacenter(s) as well as the disaster
recovery site(s);

i. backupand recovery procedures;

. periodiccyber securitcompliance review.

3.3.9 Cryptography

Principle

Theuseof cryptographic solutions within the Member Organizations should be defined, approved and
implemented.

Objective

To ensure thataccess to and integrity ofensitive information is protected and the originator of
communication or transactions can be confirmed.

Control considerations

1. Acryptographicsecurity standarghould be defined, approved and implemented.

2. The compliance with theryptographicsecuritystandard should be monitored.

3. The effectiveness of the&ryptographicsecurity controls should be measured and periodically
evaluated.

4. Thecryptographic securitgtandard should include:

a.

b.
c.

an overview of the approved cryptographic solutiarsd relevant resictions (e.g., technically,
legally)

the circumstances when the approved cryptographic solutions should be applied,;

the management of encryption keysicluding lifecycle management, archiving and recovery.
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3.3.10 Bring Your Own Device (BYOD)

Principle

When the Member Organization allows the use of personal devices (e.g., smartphabkets, laptops)
for business purposes, the use should be sufgmb by a defined, approved and implementegtber
securitystandard, additional staff agreements andybersecurityawareness training.

Objective
To ensure that business and sensitive information of the Member Organization is securely handled by
staff and protected during transmission and storage, when using personal devices.

Control considerations

1. TheBYOLxyber securitystandard should be defined, approved aintplemented.

2. Thecompliance witithe BYORyber securitystandard should be monitored.

3. The effectiveness of thBY Oxyber securitycontrolsshould be measured and periodically evaluated.
4. The BYOBtandard should include:

a. responsibilities of the user (including awareness training);

b. informationregarding the restrictions and consequencesdiaff when the Member Organization
implementscyber securitycontrols on their personal devices; for exampleem using modified
devices (jailbreaking), terminating the employment or in case of loss or theft of the personal
device;

c. the isolation of business informatidrom personal informatiorfe.g.,containeiization);

d. the regulation of corporate mobile applicatis or approvedpublicc mobile applications;

e. the use of mobile device management (MDM); applying access controls to the device and business
container and encryption mechanisms on the personal device (to ensure secure transmission and
storage).

3.3.11 Secure Digpsal d Information Assets

Principle

The information assets of the Member Organization should be securely disposed when the information
assets are no longer required.

Objective
¢2 SyadaNB (GKFIG GKS aSYoSNJ hNHI ydensitivié iniyh&ian ateedza A y S a
protected from leakage or unauthorized disclosure when disposed.

Control considerations

1. Thesecure disposal standard and procedure should be defined, approved and implemented

2. Thecompliance withthe secure disposatandardandprocedureshould be monitored.

3. The effectiveness of theecure disposalyber securitycontrolsshould be measured and periodically
evaluated.

4. Information assets should be disposed in accordance leghl andregulatory requirements, when
no longer reqired (i.e. meeting data privacy regulations to avoid unauthorized access and avoid
(un)intended data leakage)

5. Sensitive information should be destroyed using techniques to make the informaticretrievable
(e.g., secure erase, secure wiping, incineratdouble crosscut, shredding).
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6. The Member Organization should ensure that third party service proviggsd for secure disposal,
transport and storageomply with the secure disposal standard grdcedure and the effectiveness
is periodically measureand evaluated

3.3.12 Payment Systems

Principle

The Member Organization should define papve, implement and monitor eybersecurity standard for
payment systemsThe effectiveness of this process should be measured and periodically evaluated.

Objective
To ensure the Member Organization safeguards the confidentiality and integrishared banking
systems

Control considerations

9 ForSaudi Arabian Riyal Interbank Exprés&RIEinformation, pease refer tahe SARIE
Information Security Poligyersionlssue 1.6 June 2016.

1 Formadainformation, dease refer tahe following sections in thsmada Rulesnd Standards
Technical Booksee appendix A)
1 Part llla Security Framework, Version Issue 6-0Mbay 2016
1 Part llib- HSM Requirements, Version 1s$6.0- May 2016
1 SAMA CA IPK Certificate Procedures, Version Issue;@@tbber 2016

3.3.13 ElectronidBankingServices

Principle

The Member Organization should defin@paove, implement and monitor eybersecurity standard for
electronic banking serviceFhe effectiveness of this standard should be measured and periodically
evaluated.

Objective
To ensure the Member Organization safeguards the confidentiality atefrity of the customer
informationand transactions.

Control Considerations
1. The gber searity standards for electronic banking services should be defined, approved and
implemented.
2. The compliancevith cyber securitystandardgor electronic banking servicesiould be monitored
3. Theeffectiveness of theyber securitystandard for electronidanking serviceshould be measured
and periodicallyevaluated.
4. Electronic banking services security standard should cover:
a. use of brand protection measures to protect online services including social media.
b. online, mobileand phonebanking:
1. use of official application storesdwebsites(applicable for online and mobile banking)
2. use ofdetection measuresand takedown of malicious appand websites(applicable for
online and mobile banking)
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use of sandboxinapplicable for online and mdki banking)
use ofnon-caching technique&pplicable for online and mobile banking)
5 useofO2YYdzy A Ol GA2Y S Ofnyhe-N AR Bitta8kapplicaerfd? onthe | y
and mobile banking)
6. useof multi-factor authentication mechanisms
a. multi-facdor authentication should beused duringthe registration process for the
customerin orderto use of electronic banking services;
b. multi-factor authentication should be implemented for all electromianking services
available to customers;
c. the use of hardind soft tokens should be password protected;
d. revoking the access of customers after 3 successive incorrect passwords or invalid PINS;
e. the process for changing the customer mobile number should only be done from either a
branch or ATM;
f. the processes for requesting and activating of thalti-factor authentication should be
donethroughdifferent delivery channels
g. multi-factor authenticationshould be implemented fathe following processes:
1. signon;
2. adding or modifying beneficiaries;
3. adding utility and governmergaymentservices;
4. highrisk transactions (when it exceeds predefined limits);
5. passwordeset;
7. the processes for adding and activating beneficiaries should be done through different delivery
channelgapplicable for mobile andnline banking)
8. highavailability of theelectronic bankingervicesshould be ensured;
9. scheduled downtimeof the electronic banking servicehould betimely communicated to
SAMA and customers
10. contractual agreements between the Member Organization dreldustomer addressing the
roles, responsibilities and liabilities for both the Member Organization and the customers;
11. obtaining approval of SAMA before launchangewelectronic bankingenice.
c. ATMs and PGS
1. prevention and detection of exploiting théATM/POS application and infrastructure
vulnerabilities (e.g.cables, (USHjorts, rebooting);
2. cyber securityneasuressuch ashardening of operating systems, malware protectiprivacy
screensmasking ofpasswords or account numbers.g.,screen and receiptlgeoblocking
(e.g., disable cards per default for outside GCC counttisable magnetic strip transactions
video monitoring (CCTV), revoking cards after 3 successive invalid aANskimming
solutions(hardware/software) ard PN-pad protection
3. remote stopping of ATMis case of malicious activities.
d. SMSnstant notificationservices:
1. SMS messages should not contain sensitive data, @gount balance except for credit
cards)
2. SMS alert should be sent to both mobile numbérg t R | yR ySg0 ¢gKSy GKS O
number has been changed,;
3.{a{ y20ATAOIGA2Y &K2df R 08 asdyd G2 GKS Odzmisz
multi-factor authenticationrmechanism
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4. SMS notification should be seat2 (1 KS Odza (i 2 Y S N aretafl ardlpefséhal y dzY 6 S N
financial transactions.

5. {a{ Y20AFAOIFIGA2Y &aK2dzZ R 06S aSyid G2 G§KS Odzai:
added, modified and activated.

3.3.14 CyberSecurity Event Management

Principle

The Member Organization should define, approve and implement a security event management process
to analyze operational and security loggings and respond to security events. The effectiveness of this
process should be measured and periodically evaluated.

Objective
To ensure timely identification and response to anomalies or suspicious events within regard to
information assets.

Control considerations

1. Thesecurity event management process should be defined, approved and implemented.

2. The effectiveness of thcyber securitycontrols within the security event management procebsuld
be measured and periodically evaluated.

3. To support this process a security event monitoring standard should be defined, approved and
implemented.
a. the standard should addreder all information assets thenandatory eventswvhich should be

monitored, based on the classification or risk profile of ihéormation asset.

4. The security event management process should inctedeirements for
a. the establishment of adesignatedteam responsible for security monitoringi.e., Security

Operations Center (SOC)

skilled and (continuously) trained staff;

arestricted area to facilitate SOC activities and workspaces;

resources required continuous security event monitoring activi@é?7);

detection and handling of malicious coded software;

detection and handling of security or suspicious events and anomalies;

deployment of security network packet analysis solution

adequately protectedogs,

periodic compliance monitoring of applications and infrastructcyber securitystandards

automatedand centralizednalysis of security loggings and correlation of event or patterns (i.e.

Security Information and Event Managemé&S8tEN);

k. reporting ofcyber securityincidents

I. independentperiodic testing of the effectiveness of the security operations center,(eed-
teaming).

T T Se@meaocs

3.3.15 CyberSecurity Incident Management

Principle

The Member Organization should define, approve and implemeybarsecurity hcidentmanagement

that is aligned with the enterpresincident management procegs, identify, respond to and recover from
cyber securityncidents The effectiveness of this process should be measured and periodically evaluated.
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Objective
To ensure timely identification and handlingayiber securityncidentsin order to reduce the (potential)
business impact for the Member Organization.

Control considerations

1. Thecybersecurity incident management press should be defined, approveidiplemented and
aligned with theenterprise incident management process

2. The effectiveness of theyber securitycontrols within thecyber securityincident management
process should be measured and periodically evaluated.

3. The standard should address the nuatory and suspicious securitgvents which should be
responded to.

4. The securityncidentmanagement process should incluggguirements for
a. the establishment of aesignatedeamresponsible for securitincident management
b. skilled and (continuouslyjained staff
c. sufficientcapacity available of certifiefbrensicstaff for handling major incidentée.g., internal

staff or contracting a externalforensicteam);

arestricted area to facilitate theomputer emergencyesponseeam CER)workspaces;

the classification ofyber securityncidents;

the timely handling ofcyber securityncidents recording and monitoring progress;

the protection ofrelevant evidence and loggings;

postincident activitiessuch adorensics, rootcause analysis of the iigents;

reporting of suggested improvements to the CISO t#wedCommittee;

. establish a cyber security incident repository.

5. The Member Organization should infodh{ ! a! L ¢ wA EninediatdiswBeNEhiedivindby Q
high classifiedecurity inciént hasoccurred and identified

6. The Memo SNJ h NBI y AT I {i @ objecioi®odzfPR ! 28 (i IL XY wW &efore ardzlLJS NI A &
media interaction related to the incident.

7. The Member Organization should subraiformalincidentreport W{ ! a! L¢ whA affler { dzLIS NX
resuming operationsincludingthe following incident detaits

title of incident;

classification of the incident (medium or high);

date and time of incidenvccurred

date and time of incident detected;

information assets involved;

(technical) detds of the incident;

root-cause analysis;

corrective activities performed and planned,;

description of impacte.g., loss of data, disruption of services, unauthorized modification of data

(un)intended data leakageumber of customers impactéd

j. total esimated cost of incident;

k. estimated cost of corrective actions.

T Ta oo

TT@ o o0 T

3.3.16 Threat Management

Principle

The Member Organization should define, approve and implement a threat intelligence management
procesdo identify, assess and understand threats to the Member Organization information assets, using
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multiple reliable sources. The effectiveness of this process should be measured and periodically
evaluated.

Objective

To obtain an adequate understandingd®K S aSY06 SNJ hNBF yAT I GA2yQa SYSNHAYy

Control considerations
1. Thethreat intelligence management process should be defined, approved and implemented
2. The effectiveness of thehreat intelligence managememptrocess should be measured and perazdly
evaluated.
3. The threat intelligence management process should include:
a. the use of internal sourcesuch asaccess control, application and infrastructure logs, IDS, IPS,
security tooling, Security Information and Event Monitoring (SIEM), sufyrmtions(e.g, Legal,
Audit, IT Helpdesk, Forensics, Fraud Management, Risk Management, Compliance);
b. the use of reliable and relevant external sourcesch asSAMA, government agencies, security
forums, (security) vendors, security organizations and sfisciwtification services;
c. adefined methodology to analyze the threat informatiperiodically
d. the relevant details on identified or collected threassich asnodus operandi, actors, motivation
and type of threats;
e. the relevance of the derived intelkgce and the actiombility for followup (for e.g, SOC, Risk
Management);
f. sharing the relevant intelligence with thielevantstakeholders (e.gSAMABCISnembers).

3.3.17 Vulnerability Management

Principle

The Member Organization should define, approve angdlement a vulnerability management process
for the identification and mitigation of application and infrastructural vulnerabilities. The effectiveness of
this process should be measured and the effectiveness should be periodically evaluated

Objective
To ensure timely identification and effective mitigation of application and infrastructure vulnerabilities in
order to reduce the likelihood and business impact for the Member Organization.

Control considerations

1. The vulnerability management process shibhbe defined, approved and implemented.

2. The effectiveness of the vulnerability management process should be measured and periodically
evaluated.

3. The vulnerability management process should include:

all information assets;

frequency of performing the vulnability scan (risbbased);

classification of vulnerabilities;

defined timelines to mitigatéper classification)

prioritization for classified information assets;

patch mangement and method of deployment.

-0 Qo0 oTw
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3.4 Third PartyCyberSecurity

When Member Organizmns do rely on, or have to deal with third party services, it is key to ensure the
same level of cyber security protection is implemented at the third party, as within the Member
Organization.

This paragraph describes how thgber securityequiremens between the Member Organization and
Third Parties should be organized, implemented and monitored. Third Parties in this Framework are
defined as, information services providers, outsourcing providers, cloud computing providers, vendors,
suppliersgovermmental agencies, etc.

3.4.1 ContractandVendor Management

Principle

The Member Organization should define, approve, implement and monitor the reqoyfeer security
controls within the contraceandvendor management processes.

Objective

¢2 SyadiNB GKIG G§KS aSY adetlsebuNtEdquirdnientsiake2appfpariatélyLILINE & S
addressedefore signinghe contract andthe compliance with theyber securityequirements is being

monitored and evaluated during the contract hégcle.

Control Considerations
1. The gber securityrequirements should be defined, approved, implemented and communicated
within the contractandvendor management processes
2. The compliance with contraeindvendor management process should be monitored.
3. The effetiveness of thecyber securitycontrols within the contracandvendor management process
should be measured and periodically evaluated.
4. Thesecontractandvendor managemenprocesses should cover:
a. whetherthe involvement of thecyber securityfunction isactively required (e.gin case of due
diligence);
b. the baselinecyber securityequirements which should be applied in all cases;
c. the rightto periodially perform cyber securityeviews and audits.
5. Thecontract managemenprocess should cover requirements for
executing aybersecurity risk assessment as part of the procurement process;
defining the specificybersecurity requirements as part of the tender process;
evaluating the replies of potential vendors on the defirtybersecurity requirements;
testing of the agreedybersecurity requirementgriskbased)
defining the communication or escalation process in casg/lérsecurity incidents;
ensuringcybersecurity requirements are defined fekiting, terminatingor renewing the contract
(including escrow agreements if applicaple
g. definingamutual confidentiality agreement
6. The endor managemenprocessi.e. service level managemerghould cover requirements for
a. periodicreporting, reviewing and evaluating the contractually agregblersecurity requirements
(in SLAS)

-0 Q00T
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3.4.2 Outsourcing

Principle

The Member Organization should define, implement and monitor the requigder securitycontrols
within outsourcing policy and outsourcing proce3$he effectiveness of the defineadyber security
controlsshould periodicallype measured and evaluated

Objective
¢t2 Sy&adaNB G(KI G GKS cybebssafyehuinehEhts rk bppropktelyyaddressed
before, during and while exiting outsourcing contracts.

Control Considerations

1. The gber securityrequirements within the outsourcing policy and process should be defined,
approved, implemented and communicated within Member Organization.

2. Thecyber securityrequirements regarding the outsourcing policy and process should be measured
and periodically evaluated.

3. The outsourcing process should include:
a. the approval from SAMA prior tmaterialoutsourcing;
b. the involvement of thecyber securi function;
c. compliance with the SAMA circular on outsourcing.

3.4.3 Cloud Computing

Principle

The Member Organization should define, implement and monitor the requigder securitycontrols
within the cloud computing policy and procegs hybrid and public cloud servicéBhe effectiveness of
the definedcyber securitycontrols should periodicallye measured and evaluated.

Please note that this requirement is not applicable to private cloud services (= internal cloud).

Objective

To ensure that aflunctionsand staff within the Member Organization are aware of the agreed direction
and position orhybrid and publicloudservicesthe required process to apply fbybrid and public cloud
servicesthe risk appetite omybrid and pblic cloud serviceand the specificyber securityequirements

for hybrid and public cloud services

Control Considerations

1. The gber securitycontrols within the cloud computing policfor hybrid and public cloud services
should be definedapproved ad implemented and communicated within Member Organization.

2. The compliance with the cloud computing policy should be monitored.

3. Thecyber securitycontrolsregarding the cloud computing policy and procésshybrid and public
cloud serviceshould be peridicallymeasuredand evaluated.

4. The cloud computing polidgr hybrid and public cloud serviceBouldaddress requirements for
a. the process for adoptingloud servicesincludingthat:

1. acybersecurityrisk assessment and due diligence on theudlservice provider and its cloud
services should be performed;
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2. the Member Organization should obtain SAMA approval priaisiog cloud services signing
the contract with the cloud provider;

3. a contract should be in placéncluding thecyber securityrequirements,before using clod
services;

b. data location, includinghat:

1. in principleonly cloud services should be used that are located in Saudi Ambidnen cloud
services are to be used outside Saudi Arabia that the Member Organization should obtain
explicit approval from SAMA;

c. data use limitations, includinipat:

1. the cloud service provider should not use the Member Organigafid R G F2NJ &SC
purposes;

d. security, includingthat:

1. the cloud service provider should implement and monitor tbgber security controls as
determined in therisk assessment for protecting the confidentiality, integrity and availability
ofthea SY0 SNJ h NHdatgA T | GA2y Qa

e. data segregationincluding that:

1. 6KS aSYO6SNI hNAEIFIYyAT I GA2y Qa Rl data helddby theecBudOF £ £ &
se[vice p[ovider, including ttlat thp cloud servicev proyider shoulgl be a,ble to identify the A
aSYOSNI hNHFIYyAl FaA2yQa RlIul FyYyR 0 Fff 0AYSA &

f. business continuityincludingthat:

1. businesscf G Ay dzi G& NBIldZANBYSyida INBE YSG Ay | O002NR
business continuitypolicy;

g. audit, review and monitoringincludingthat:

1. the Member Organization has the right performacybersecurityreviewat the cloud service
provider;

2. the Member Organization has the right perform acybersecurityaudit at the cloud service
provider;

3. the Member Organization has the right perform a cybersecurityexaminationat the cloud
service provider;

h. exit, including that:

1. the Member Organizationds termination rights;

2. 0KS Of 2dzR aSNWBAOS LINPYARSNI KFa (G2 NBGdNYy GKS

3. the cloud service provider has toreversiblyRSt SGS GKS aSYoSNJ hNEF YA
termination.
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Appendix A Overviewprevious issued SAMA circulars

The Framework Supersedes ttalowing previouslyssued SAMA circulars

1 Assessment of protection and information security systems for all banks, 2851463331,
25/10/2012;

Enhance monitoring controls over ATMs, 4984A8T-24388, 8/9/2012;

Requirements to reduce DoS/DDoS attacks, 361000033746, 24/12/2014;

Cards Cloning, 361000078157, 19/3/2015;

Independency of Information Security, 361000036797, 30/12/2014;

Caution from electronic fraud, 17724AT, 29/6/2011;

Confidentialiy of banking information, 341000065707, 6/4/2013;

SAMA regulation about mobile banking, 341000096665, 16/6/2013;

Using forged ATM cards to withdrawals from client accounts, 644/MAT/33043, 24/6/2009;
Token service, 341000071570, 18/4/2013;

E-Banking Ruleq,1231MAG 23612, 9/4/2010;

Multi-factor authentication, 789/MAT/40690, 6/8/2009.

=4 =4 =4 -4 -8 -8 - -8 -4 a9

The framework refers to the followinGAMA circularsr documentswith regard toPayment Systems

9 ForSaudi Arabian Riyal Interbank ExpréSARIE) information, please refer to the SARIE
Information Security Policy, Version Issue-11Qne 2016.

1 For mada information, please refer to the following sections in the mada Rules and Standards
Technical Book (see appendix A):
1 Part llla Security Famework, Version Issue 6.0.May 2016
9 Part llib- HSM Requirements, Version Issue 6:May 2016
T SAMA CA IPK Certificate Procedures, Version Issue;@@tbber 2016

The framework refers to the followinGAMA circular®r documentswith regard tooutsourcing and
business continuity management

1 Rules on outsourcing, 48CS34720, 20/7/2008;

$§ Business Continuityramework 381000058504, 01/06/1438H
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Appendix B How to request a Update to the Framework

Below the illustration of the process foequesting an update to the Framework.

1 Detail information supported by pros and cons about the suggested update.

1 The request should first be approved by CISO before submittiogbter security committee.

f The request should be approvéd®@ a SY 6 S NJ h bidEeksiéeriigtorities. Q &

f The request should be sent formally in writing SAMAGA I G KS aSYO6SNJ hNEBFYAT !
managingdirector to thedeputy governor ofSupervision

T w{! a! L ¢ wA &ill evajuaizths ndddidstarkl bigr@sthe Member Organization.
1 The current Framework remains applicable while the requested update is being considered, processed
and if applicablés approved and processed.
Business Owner
submits draft update
request for Framework
to CISO
.

CISO approves draft
update request for
Framework

4

Update request for

Framework
h 4
Cyber Security
Committee approves
requested update
h 4
. 3 SAMA Supervision
R_[ quested CEO or MD issue Formal l.JiJ[L]tE » E'\,'alluat:l, ur:lclialte[ le—pl Consultancy Body
Framework update request to SAMA request } (if required)
request
-_._______,_,_/-H-._._._-_
Result of evaluation
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AppendixXC— Framework Update request form

Request to Update the SANMAber Security Framework
A submission to the deputy governor of SAMA IT Risk Supervision

The Saudi Arabian Monetary Authority (SAMA) will consider requests from a member organization (MO)
to update its Cyber Security Framework based on the informatiomgteéxrl using the form below. A
separate form must be completed for each requested update. Please note that all required fields must be
properly filled in before SAMA will begin the review process

Requestor Information

REQUESTOR'S SIGNATURE* REQUESTOR'S POSITION* DATE*
X
REQUESTOR'S NAME* MEMBER ORGANIZATION OF REQUESTOR*

FRAMEWORK SECTION*:

PURPOSE OF REQUESTED UPDATE (including detailed information on its pros and cons)*:

PROPOSAL*:

Approvals

1. MO6s CI SO APPROVAL* DATE*

2. MOO6S CYBERCGWUOUHEIARPROVAL* | APPROVERGOS POSI TI ON* DATE*

* Denotes required fields
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AppendiD - How to request &Vaiver from theFramework

Below the illustration of the process for requestingiaiver from theFramework.

1 Detail description about the reasons thihie bank could not meet the required control.

9 Details description about the available or suggested compensating controls.

1 The waiver request should first be approved by CISO before submittoylpénsecurity committee.

T ¢KS 6FADBSNI NBljdzSaid akKz2dz R | LILINE @SR cybedseciiriigS YSYo

committee.

The waiver request should be signhed by the CISO and relevant (business) owner.

The waiver request should be formally issued in writinG&MAviathe Mend SNJ h NBI yAT | GA2Yy

or managingdirector to thedeputy governor ofSupervision

T w{! a! L ¢ wA &l evajuaiztti® Wasyar dedusyird informsthe Member Organization.

1 The current Framework remains applicable while theuestied waiver is beingvaluated and
processeduntil the moment of granting the waiver

= =4

Business Owner
submits draft request
for waiver to CISO

!

CISO approves draft
request for waiver

4

Request form waiver

— 7T

Cyber Security
Committee approves
waiver

!

CISO & Business
Owner sign waiver

SAMA Supervision
—p evaluates waiver
request

.

Result of evaluation
waiver request

\_/h-

Formal waiver
request

CEO or MD issue
waiver to SAMA

Signed waiver
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AppendixE— Framework Waiver request form

Request for Waiver from the SAMA Cyber Security Framework

A submission to the deputy governor of SAMA IT Risk Supervision

The Saudi Arabian Monetary Authority (SAMA) will consider requests for waiver from a member
organization (MO) from its Cyber Security Framework based on the information submitted using the form
below. A separate form must be completed for each requesteidevaPlease note that all required fields

must be properly filled in before SAMA will begin the review process.

Requestor Information

REQUESTOR'S SIGNATURE* REQUESTOR'S POSITION* DATE*
X
REQUESTOR'S NAME* MEMBER ORGANIZATION OF REQUESTOR*
FRAMEWORK CONTROL*:
DETAILED DESCRIPTION OF WHY CONTROL CANNOT BE IMPLEMENTED*:
DETAILED DESCRIPTION OF AVAILABLE OR SUGGESTED COMPENSATING CONTROLS*:
Approvals
1. MO6s CISO APPROVAL* DATE*
2. MO6S CYBER SECURITY COMAPPROVERGS POSI Tl ON* DATE*

* Denotes required fields

Version 1.0 Page 44 of 56




Appendid- Glossary

Term Description

Access management is the process of granting authorized users the right to

Access management . . . .
g service, while preventing access to rauthorized users.

A solution that monitors an ATM or POS environment for illegally mour

Anti-skimming solution intrusion mechanisms (both hardnd software).

A list of applications and application components (libraries, configuration
etc.) that are authorized tde present or active on a host according to a w
defined baseline. Application whitelisting technologies are intended to stop
execution of malware and other unauthorized software. Unlike sect
technologies such as antivirus software, which useldists to block known ba
activity and permit all other, application whitelisting technologies are designe
permit known activity and block all other. (NIST SP-B®D Guide to Applicatior
Whitelisting)

Application whitelisting

An advanced persistent threat (APT) is dmeasary that possesses sophisticat
levels of expertise and significant resources which allow it to create opportur
to achieve its objectives by using multiple attack vectors (e.g., cyber, physice
deception). These objectives typically includstablishing and extendin
footholds within the information technology infrastructure of the target:
organizations for purposes of exfiltrating information, undermining or impec
critical aspects of a mission, program, or organization; or positiotsalf io carry
out these objectives in the future. The advanced persistent threat: (i) pursue
202S500A0Sa NBLISIGESRte 20SNJ Iy SE

efforts to resist it; and (iii) is determined to maintain the level of iatgion
needed to execute its objectives. (NISTIR 7298r2 Glossary of Key Inforr
Security Terms)

APT

The systematic process of deploying, operating, maintaining, upgrading,

Asset management | . . . .
g disposing of assets in a safe, secure and cost effectaremer.

Grounds for confidence that the other four security goals (integrity, availab
confidentiality, and accountability) have been adequately met by a spe
AYLX SYSy Gl idA2y®d a! RSljdzr 6Ste YSiG¢
correctly, (2) sufficient protection against unintentional errors (by users
software), and (3) sufficient resistance to intentional penetration ofphgs.
(NISTIR 7298r2 Glossary of Key Information Security Terms)

Assurance

A record showing who hasccessed an Information Technology (IT) system
Audit trail | what operations the user has performed during a given period. (NISTIR 7
Glossary of Key Information Security Terms)

A matrix that defines the rights and permissions a specifie meeds for
Authorization matrix | information. The matrix lists each user, the business process tasks he ¢
performs, and the affected systems.
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Availability

Business applications

Business continuity

BYOD

ccTv

CEO

CERT

Change management

clo

CIsO

Classification scheme

Cloud computing

Ensuring timely and reliable access to and use of information. (NISTIR 7
Glossary of Key Information Securligrms)

Any software or set of computer programs that are used by business use
perform various business functions.

The capability of an organization to continue delivery of IT and business se
at acceptable predefined levels following a disruptive incident. (ISO 22301
Societal security- Business continuity management systems)

Bring your own device (BYOD) refers to personally owned devices (laj
tablets, and smart phones) that empiees and contractors are permitted to ug
to carry out businesfinctions

Closecdcircuit television (CCTV) is the use of video cameras to transmit a sig
a specific place, on a limited set of monitors.

The Chief Executive Officer (CEQ@hésexecutive with the chief decisiemaking
authority in an organization.

A computer emergency response team (CERT) is a group of experts that |
computer security incidents.

The controlled identification and implementation oéquired changes withir
abusiness or information systems.

Chief information officer (CIO). A senlewel executive responsible for th
information technology and computer systems that support enterprise goals

Chief information security offer (CISO). A senitevel executive responsible fc
establishing and maintaining the enterprise cyber security vision, strategy
program to ensure information assets and technologies are adequately prote

Refer to 'Dataclassification'.

A model for enabling cdemand network access to a shared pool of configure
IT capabilities/ resources (e.g., networks, servers, storage, applications
services) that can be rapidly provisioned and released withmaihmanagement
effort or service provider interaction. It allows users to access techndiaggd
services from the network cloud without knowledge of, expertise with, or cor
over the technology infrastructure that supports them. This cloud mode
composed of five essential characteristics {gmand sekservice, ubiquitous
network access, location independent resource pooling, rapid elasticity,
measured service); three service delivery modé®loud Software as a Servi
[SaaS], Cloud Platform as a Service [PaaS], and Cloud Infrastructure as a
[laaS]); and four models for enterprise access (Private cloud, Community ¢
Public cloud, and Hybrid cloud). (NISTIR 7298r2 Glossary dinigeyation
Security Terms)
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A management, operational, and/or technical control (i.e., safeguard
countermeasure) employed by an organization in place of a recomme|
security control in the low, moderate, or hidgfaselines that provides equivalel
or comparable protection for an information system. (NISTIR 7298r2 Gloss
Key Information Security Terms)

Compensating Security
Control

Preserving authorized restrictions on information access and disclosure, incl
Confidentiality | means for protecting personal privacy and proprietary information. (NIS
7298r2 Glossary of Key Information Security Terms)

A virtualizatiormethod for deploying and running distributed applicatio
Containerization | without launching a virtual machirfer each application. Instead, multiple
isolated systems run on a single control host and access a single kernel.

The measure of correctness of implementation (i.e., how consistently the co
implementation complies with the security plaahd how well the security plal
meets organizational needs in accordance with current risk tolerance. (N
7298r2 Glossary of Key Information Security Terms)

Control effectiveness

Chief Operating Officer. A senil@vel executive responsible for the da
operation of he organization.

Cryptographic solutions | Solutions pertaining to cryptography. Refer to 'Cryptography'.

coo

The discipline that embodies the principlesieans, and methods for th
transformation of data in order to hide their semantic content, prevent th
unauthorized use, or prevent their undetected modification. (NISTIR 72
Glossary of Key Information Security Terms)

Cryptography

Responsibility for controlling the access to and the accounting, safeguarding

Custodiianship destruction of information according to an organization's security policy .

The risk to organizational operations (including mission, functions, im
reputation), organizational assets, individuals, other organizations, and

Cyber risk | Nation due to the potential for unauthorized access, use, disclosure, disrug
modification, or destruction of information and/or information systems. (NIS
7298r2 Glossary of Keyfénmation Security Terms)

Cyber security is defined as the collection of tools, policies, security conc
security safeguards, guidelines, risk management approaches, actions, tre
best practices, assurance, and technologies tbat be used to protect the
member organization's information assets against internal and external thre

Cyber security

An embedded, integral part of the enterprise architecture that describes
a0 NHzOG dzNB | yR 0 SKI @dcarityIpracesbels, ayked se&uy
Cyber security architecture | systems, personnel and organizational sufits, showing their alignment witl
GKS SyGSNILINR&ASQa YAaarzy FyR &aidNI
Information Security Terms)
Independent reiew and examination of securielated records and activities t
provide reasonable assurance that system controls are adequate and

established policies and operational procedures are compliant. (NISTIR 7
Glossary of Key Information Security mis)
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Cyber security awareness (NISTIR 7298r2 Glossary of Key Information Security Terms)

A program that explains proper rules of behavior for the safe and secure use
systems and information. The program communicates cyber security policie
procedures that need to be followed.

Cyber security awareness
program

The management, operational, antéchnical controls (i.e., safeguards
countermeasures) prescribed for an information system to protect
confidentiality, integrity, and availability of the system and its informati
(NISTIR 7298r2 Glossary of Key Information Security Terms)

Cyber security control

A review of securityelated records and activities of records and activities
assess the adequacy of system controls and to ensure compliance
established policies and operational procedures. An examination does
provide asstance.

Cyber security examination

A function, independent from the information technology function, that is heal
by a CISO and that reports directly to the CEO/managing director of the Me
Organization or general manager of a control function.

Theinformation security function is responsible for:

¢ supporting information security policies, defining information security rc
and responsibilities, and setting information setyr goals for
implementation;

¢ providing information security and informationrisk managemein
frameworks;

¢ identifying known and emergingformation security issues;

Cyber security function ¢ ARSY GAFTFe&Ay 3 &KATI( aitidfofmatiok &k ebpeld: v A

¢ assisting management in developing information security processes
controls to manage fiormation security risks aniciformation security issues

¢ providing guidance and training on information security and infororatisk
management processes;

¢ facilitating and monitoring implementation of effective information secut
and information risk ranagement practies by operational management;

¢ alerting operational management to emerging information security iss
and changing regulatory drinformation risk scenarios;

¢ monitoringthe adequacy and effectiveness of internal control, accuracy
completeness of reporting, compliance with laws and regulations
connection with information security , and timely remediation of deficienc

A set ofresponsibilities and practices exercised by the board and exec
management with the goal of providing strategic direction for cyber secu

Cyber security governance | ensuring that cyber security objectives are achieved, ascertaining that cybel
are managed appropriatelnd verifying that the enterprise's resources are us
responsibly.
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An occurrence that actually or potentially jeopardizes the confidentia
integrity, or availability of an information system or the information the syst

Cyber security incident | processes, stores, or transmits or that constitutes a violation or imminent th
of violation of security policies, security procedures, or acceptable use pol
(NISTIR 7298r2 Glossary of Key Information Security Terms)

Cyber security incident | The monitoring and detection of security events on an information systems
management | the execution of proper responses to those events.

A set of criteria for the provision of security services. It defines and constrair
Cyber security policy | activities of adata processing facility in order to maintain a condition of sect
for systems and data. (NISTIR 7298r2 Glossary of Key Information Security

Topdown management structure and mechanism for coordinating sect

Cyber security program activitiesthroughout the organization.

Independent review and examination of secuiglated records and activities t
provide limited assurance that system controls are adequate and that establi
policies and operational procedures aapliant. (NISTIR 7298r2 Glossary of |
Information Security Terms)

Cyber security review

The process of identifying risks to organizational operations, organizat
assets, individuals, other organizations, and the nation, arising through
Cyber security risk | operation of an information system. A part of risk management, it incorpor.
assessment | threat and vulnerability analyses and considers mitigations provided by se(
controls planned or in place. (NISTIR 7298r2 Glossary of Key Information S

Terms)

The process of managing risks to organizational operations, organizational &

individuals, other organizations, and the Nation, resulting from the operatio

Cyber security risk | an information system, and consists of (i) a risk assessment;th@
management | implementation of a risk mitigation strategy; and (iii) employment of techniq
and procedures for the continuous monitoring of the security state of

information system. (NISTIR 7298r2 Glossary of Key Information Security T

A highlevel plan, consisting of projects and initiatives, to mitigate cyber sec
Cyber security strategy | risks while complying with legal, statutory, contractual, and internally prescr
requirements.

Any circumstance or event with the poteal to adversely impact organization
operations, organizational assets, individuals, other organizations, or the n

Cyber security threat | through an information system via unauthorized access, destruction, disclo
modification of information, and/or denial of servicNISTIR 7298r2 Glossary
Key Information Security Terms)
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The conscious decision to assign a level of sensitivity to data as it is being ¢l
amended, enhanced, stored, or transmitted. The classification of the data st
then determine the extent to which the data needs to be controlled / secured
is also indicative of its value in terms of business assets.

Data classification

Double crosscut | A technique usig saws or blades to cut media into confetized bits.

¢tKS RSAONRLIIAZ2Y 2F Iy SYGSNILINR&aSQ:
configured, how they are integrated, how they interface to the exter
Enterprise architecture | environmentattl8 Sy 4§ SNLINRA &8SQa 062dzy R NBEX K
SYGSNILINRAS YAdaaArzyr yR K2g GKSe
posture. (NISTIR 7298r2 Glossary of Key Information Security Terms)

The methods angrocesses used by an enterprise to manage risks to its mis
and to establish the trust necessary for the enterprise to support shared miss
It involves the identification of mission dependencies on enterprise capabil
the identification and puoritization of risks due to defined threats, th
implementation of countermeasures to provide both a static risk posture an
effective dynamic response to active threats; and it assesses enter
performance against threats and adjusts countermeasaesecessary. (NIST
7298r2 Glossary of Key Information Security Terms)

Enterprise risk management

Business procedures and measures, undertaken when events have trigger:

Fall-back . . . - .
execution of either a business continuity plan or a contingency plan.

The practiceof gathering, retaining, and analyzing computelated data for
Forensics | investigative purposes in a manner that maintains the integrity of the d
(NISTIR 7298r2 Glossary of Key Information Security Terms)

Documentation that is written, appved by the senior leadership ar

Formally documented disseminated to relevant parties.

Interface providing compatibility between networks by converting transmis:
Gateway server | speeds, protocols, codes, or security measures. It directs, but does not
connection® St 6 SSy ySig2Nj1ad {SS faz Wi

Members of the Gulf Cooperation Council (GCC), a political and economic a
GCC countries | of the Kingdom of Bahrain, the State of Kuwait, the Sultanate of Oman, the
of Qatar, the Kingdom of Saulfiabia and the United Arab Emirates.

A form of internet censorship where access to content is restricted based

Geo-blocking the user's geographical location.
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Hard token

Hybrid cloud services

Identity management

IDS

Incident management

Incident management plan

Incineration

Indicator of compromise

Integrity

IPS

Irreversibly delete

Jailbreaking

Key performance indicator

A hard token (a.k.a. an 'authentication token') is a hardware security device
is used to authorize a user to a system. Some hard tokens are used in combi
with other security measures to further enhance security (known as #fadtor
authenticafon). See also 'Soft token'.

A cloud computing service that is composed of some combination of pri
public and community cloud services, from different service providers. (Gart

The process of controlling information about users on computers, including
they authenticate and what systems they are authorized to access and/or
actions they are authorized to perform. It also includes the managemer
descriptive information bout the user and how and by whom that informatic
can be accessed and modified. Managed entities typically include users, har
and network resources and even applications.

An intrusion detection system (IDS) is a hardware or software product
gathers and analyzes information from various areas within a computer
network to identify possible security breaches, which include both intrus
(attacks from outside the organizations) and misuse (attacks from within
organizations). (NISTIRIBr2 Glossary of Key Information Security Terms)

Refer to 'Cyber security incident management'.

The documentation of a predetermined set of instructions or procedure!
detect, respond to, and limit consequences of a maliciyleFattackagainst an
2NBI yAT I GA2yQa AYTF2NXIGA2y aeaidsSy
management'. (NISTIRI&2 Glossary of Key Information Security Terms)

A method of media and device destruction using high heat.

A forensic artifact or remnant of an intrusion that can be identified on a hos
network. (RSA)

Guarding against improper information modification or destruction, and inclu
ensuring information nowepudiation and authenticity. (NISTIR 7298r2 Glos
of Key Information Security Terms)

An intrusion prevention system (IPS) can detect an intrusive activity and ca
attempt to stop the activity, ideally before it reaches its targets. (NISTIR 72
Glossary of Key Information Security Terms)

See 'Secure erase'

A form of privilege escalation that removes software restrictions imposed by
software manufacturer and often results in unlimited privileges on the device

A type of performance measurement that evaluate the success of an organiz
or of a particular activity in which it engages. Numerical threshold(s) are typ
used to categorize performance.
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Key risk indicator

Likelihood

Malware

MDM

Member organization

Mobile device

Multi-factor authentication

NIST

Non-repudiation

Patch

Patch management

PBX

A measure used to indicate the probbtyi an activity or organization will excee
its defined risk appetite. KRIs are used by organizations to provide an early
of increasing risk exposures in various areas of the enterprise.

A weighted factor based on an analysis of thelability that a given threat i
capable of exploiting a given vulnerability.

A program that is inserteéhto a system, usually covertly, with the intent
O2YLINRYA&AAY3TA GKS O2yFARSYyl(GAlFIfAGEZ
applications, or operating system or of otherwise annoying or disrupting
victim. (NISTIR 7298r2 Glossary of Keyrimédion Security Terms)

Mobile device management (MDM) is an industry term for the administratio
mobile devices.

Organizations affiliated with SAMA.

Portable cartridge/distbased, removable storage media (e.g., floppy di
compact disks, USB flash drives, external hard drives, and other flash mq
cards ordrives that contain nonvolatile memory).

Portable computing and communications device witifoimation storage
capability (e.g., notebook/laptop computers, personal digital assistants, ce

telephones, digital cameras, and audio recording devices). (NISTIR 7
Glossary of Key Information Security Terms)

Authentcation using two or more factors to achieve authentication. Fac
include: (i) something you know (e.g. password/PIN); (ii) something you have
cryptographic identification device, token); or (iii) something you are ({
biometric). (NISTIR 728BGlossary of Key Information Security Terms)

The (U.S.) National Institute of Standards and Technology (www.nist.gov)

Protection against an individual falsely denying having performed a parti
action. Provides the capability tdetermine whether a given individual took
particular action such as creating information, sending a message, appr
information, and receiving a message. (NISTIR 7298r2 Glossary of Key Infor
Security Terms)

An update to an operatingsystem, application, or other software issu
specifically to correct particular problems with the software. (NISTIR 72
Glossary of Key Information Security Terms)

The systematic notification, identification, deployment, installatioand
verification of operating system and application software code revisions. (N
7298r2 Glossary of Key Information Security Terms)

A private branch exchange (PBX) is a telephone exchange or switching syste
serves a private organization émperforms concentration of central office ling
and provides intercommunication between a large number of telephone stat
within the organization.
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The Payment Card Industbata Securitystandard (PCI DSS) is a proprietary cy
security standard for organizations that handle branded credit cards from
major card schemes including Visa, MasterCard, American Express, Discov
JCB.

PCI DSS

A test methodology in which assessors, working under specific constraint:
optionally using all available documentation (e.g., system design, source
manuals), attempt to circumvent the security features of an information sysi
(NISTIR 7298r2 Glossary of Key Information Security Terms)

Penetration testing

Personal devices | Devices, like a smaphone, that are not owned or issued by the organization.

The physical protection of facilities that host information assets age

Physical security | . : . . .
4 Y intentional and unintentional security events.

A password consisting only of decimal digidISTIR 7298r2 Glossary of k

PIN Information Security Terms)

An information system account with approved authorizations to perform secu
Privileged account / access | relevant functions that ordinary users are not authorized to perform. (NI
7298r2 Glosary of Key Information Security Terms)

A server that services the requests of its clients by forwarding those reque:
Proxy server | other servers. It directs and filters connections between networks. See

WDF 0S¢l &8 ASNISNRO

Services that are rendered over a network that is open to the public. Public

Public cloud service | providers own and operate the infrastructure at their data center and acce
generally via the Internet.

An exercise, reflecting realorld conditions, thatis conducted as a simulate
adversarial attempt to compromise organizational missions and/or busi
processes to provide a comprehensive assessment of the security capability
information system and organization.

Red-teaming

The ability to continudo: (i) operate under adverse conditions or stress, eve
in a degraded or debilitated state, while maintaining essential operatit
capabilities; and (ii) recover to an effective operational posture in a time fr
consistent with mission needs.

Resilience

A measure of the extent to which an organization is threatened by a pote
circumstance or event, and typically a function of: (i) the adverse impacts
would arise if the circumstance or event occurs; and (ii) the likelihoo
occurrence. (NISTIR98r2 Glossary of Key Information Security Terms)

Risk

The amount and type afskthat an organization is willing to take in order to me
Risk appetite | their strategic objectives. Also refer to 'Risk tolerance'. (ISO/Guide 73:200¢
management Vocabuary)

A description of any set of risks that relate to the whole organization, part o
organization, or as otherwise defined. The risk profile will outline the numbg
risks, type of risk and potential effects of risks. (ISO/Gui@2009 Risk
management Vocabulary)
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Risk register is a table used as a repository for all risks identified and inc
Risk register | additional information about each risk, e.g. risk category, risk owner,
mitigation actions taken.

The acceptable variation relative to performance to the achievement
Risk tolerance | objectives. Also refer to 'Risk appetite’. (COSO Internal Contrdhtegrated
Framework)

A process to modify risk that can involve avoiding the risk by deciding istdro
or continue with the activity that gives rise to the risk; taking or increasing ri
order to pursue an opportunity; removing the risk source; changing the likelih
changing the consequences; sharing the risk with another party or parties
retaining the risk by informed decision. Risk treatments that deal with neg:
O2yasSljdsSy0Sa IINBE a2YSdiAySa NBTFSNN
GNR &1 LINB@SYyGA2yé YR aNARal NBRdAzO
modify existig risks. (ISO/Guide 73:2009 Risk managemeRbcabulary)

Risk treatment

The shared values, beliefs, knowledge, attitudes and understanding abou
Risk-aware culture | within an organization. In a strong risk culture people proactively identify, dis
and take respnsibility for risks. (Institute of Risk Management)

A principlebased, systems approach for the identification of underlying cat
Root-cause analysis | associated with a particular set of risks. (NISTIR 7298r2 Glossary c
Information Security Terms)

A restricted, controlled execution environment that prevents potenti
malicious software, such as mobile code, from accessing any system res:
except those for which the software is authorized. (NISTIR 7298r2 Glossary
Information Security Terms)

Sandboxing

A service that analyzes an organization's network traffic and removes mall

Scrubbing services traffic (DDoS, known vulnerabilities and exploits).

A system development lifecycle (SDLC) describes the scope of adciissiesated
GAOK | aeaisy: SyO2YLJ) aaAay3 0dKS

SDLC | acquisition, implementation, operation and maintenance, and ultimately
disposal that instigates another system initiation. (NISTIR 7298r2 Glossary
Information Secuty Terms)

A document that describes a uniform set of rules and guidelines for develc
computer software that protects against the accidental introduction of sect
vulnerabilities. Examples includes OWASP's Secure Codingcé¥aatid the
Software Engineering Institute's Secure Coding Standards.

Secure coding standard

The disposing of equipment and media that minimizes the risk of unwa
Secure disposal | disclosure. See also 'Secure erase’, 'Secure wiping', 'Incineration’, and 'C
crosscut'.
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An overwrite technology using a firmwabased process to overwrite a hal

secure erase drive. (NISTIR 7298r2 Glossary of Key Information Security Terms)
Secure wiping = Refer to 'Secure erase'.

Security architecture | Refer to 'Cyber security architecture'.

Security control | Refer to 'Cyber security control’

Examination and analysis of the safeguards required to protect an inform
system, as they have been appliedan operational environment, to determin
the security posture of that system. (NISTIR 7298r2 Glossary of Key Inforr
Security Terms)

Security testing

Information, the loss, misuse, or unauthorized access to or modification of,
could advesely affect the organizational affairs, or the privacy to wh
Sensitive information | individuals are entitled. Additionally, sensitive information is the informat
deemed sensitive according to the organizational data classification policy
'Data classification'). (NI8X7298r2 Glossary of Key Information Security Ter

A security information and event management (SIEM) tool is a system
provides the ability to gather security data from information system compon
and presents that data as actionahbldormation via a single interface. (NIST
7298r2 Glossary of Key Information Security Terms)

SIEM

A service level agreement (SLA) defines the specific responsibilities of the ¢
SLA | provider and sets the customer expectations. (NISTIR 7298r2 GlossKey
Information Security Terms)

A security operations center (SOC) is a specialized location (and team)
securityrelated data from enterprise information systems (e.g., web si
applications, databases, servers, networks, desktops and otleices) is
monitored, assessed and actioned. The SOC is often dedicated to the dete
investigation and potential response to indicators of compromise. The SOC |
closely with, and disseminates, collated securéiated information to other
areasof the organization (e.g., the cyber security function, incident managen
team and IT service owners).

SocC

A soft token (a.k.a. a virtual token) is a software version of a hard token.
tokens are typically generated by a central server thaisrsecurity software ant

Soft token | sent to users' devices. Some hard tokens are used in combination with
security measures to further enhance security (known as Fudtior
authentication). See also 'Hard token'.

Strategy | Refer to 'Cyber security strategy'.

Threat | Refer to 'Cyber security threat'
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Threat intelligence is evidendmsed knowledge, including context, mechanisi
indicators, implications and actionable advice, about an existing or eme
menace or hazard to assets thadin be used to inform decisions regarding t
subject's response to that menace or hazard. (Gartner)

Threat intelligence

1. An overview of threats, together with current and emerging trer
2. A collection of threats in a particular domain or context, vifttormation on
identified vulnerable assets, threats, risks, threat actors and observed tre
(ENISA)

Something that the user possesses and controls (typically a key or passwort
Token | is usedto authenticate the user's identity. (NISTIR 7298r2 Glossary of
Information Security Terms)

Threat landscape

The practice of ensuring that thiplarty service providers adhere to the sar
Vendor management | information security standards that an organization must comwith and
includes periodic security assessments.

Weakness in an information system, system security procedures, int
Vulnerability | controls, or implementation that could be exploited or triggered by a thr
source. (NISTIR 7298r2 Glossary of Kieyrhation Security Terms)

Vulnerability management is the cyclical practice of identifying, classif

Vulnerability management remediating, and mitigating vulnerabilities. Also refer to "Vulnerability'.
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