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1- Preamble

This manual includes general guidelines that should
be taken into account upon designing or evaluating
the policy related to preventing and combating fraud
in the commercial banks operating in the Kingdom
of Saudi Arabia.

These guidelines are complementary to the previous
ones issued by SAMA with regard to combating
fraud; yet they are broader in scope and include
controls that aim at combating embezzlement and
financial fraud. Accordingly, the manual's title has
been changed to reflect this trend.

SAMA has prepared this manual to help banks'
managers and senior officials in assessing fraud
risks in the banks and providing methods of how to
encounter such operations through a general strategy
that would fit each bank individually for combating
and preventing fraud. These controls are principally
based on nine basic conditions to set an effective
strategy to combat, detect and control fraud. Each
condition has a brief and general introduction
followed by specific guidelines which aim at helping
banks in applying these controls.

To cope with the development of practices followed
to combat and prevent fraud acts, these guidelines
will be updated from time to time.

In general, the guidelines aim at providing a
practical manual for self- assessment by banks to
apply a comprehensive strategy to combat fraud and
serve as a draft project to be guided by.

The manual should be used along with the above-
mentioned SAMA's guidelines and other relevant
circulars. The manual is important to develop an
integrated program to combat and control fraud acts
so as to be among the tasks of the bank management
of comprehensive operational risks and operation
risks and also among the tasks of the bank's internal
control system.

The success of the controls for combating and
preventing fraud basically depends on the extent of
commitment by the bank's board of directors and
executive management to implement such controls.
It also requires choosing an appropriate timing and
the provision of necessary financial and human
resources. To apply the process for combating fraud
successfully, the management shall not only exercise
the role of supervision and leadership but it must
also set a good example in applying the best ethical
standards and suitable professional conduct. Thus,
these guidelines are straightly directed to the banks'
BODs and senior officials in addition to different
functional groups, committees and individuals
carrying out specific tasks related to the strategy of
combating and controlling fraud acts.
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2- Introduction
2-1 Overview

Fraud is one of the challenges facing banking and
financial institutions as it hinders performance,
causes depletion of money and scarce resources and
hurts the institution's reputation and its
competitiveness. The damage may take several
forms other than the financial loss itself no matter
how heavy it is. The largest damage may be that
which seriously affects the institution's performance,
reputation, credibility, market's and public's
confidence in it, and, eventually, results in its
exposure to various risks.

Fraud is a big problem which is not limited to a
particular private financial, industrial or services
institutions. Moreover it can adopt with changes
which may arise in any sector. In spite of internal
audit, control and investigation mechanisms and
independent external auditors' conditions and
professional conduct rules, the occurrence of fraud
continues.

It is often difficult, and in most cases impossible, to
recover the funds wasted due to fraudulent
transactions. Thus the programs for combating and
controlling fraud acts are much more cost effective
than attempts to recover embezzled funds.

Although a number of banks resort to insurance to
protect themselves from operational risks resulting
from incidents such as fraud and embezzlement acts
by their employees, yet they can not rely totally on
insurance as a way for reducing operational risks.
Delay in payment and challenges to contractual
conditions prove that insurance does not provide an
ideal coverage. In addition negative results of claims
related to fraud will lead to an increase in insurance
premiums, especially when market forces tend to
raise insurance premiums even for banks with “clean
records".

As for statutory capital adequacy recommended by
Basel Committee for operational risks, banks will be
required in future to allocate statutory reserves of
their capital for operational risks. Banks with bad
records in combating fraud will find that their
financial resources will be affected negatively due to
an increase in their capital reserves, apart from
incurring direct financial losses and increasing
insurance premiums.

Due to the rapid technological advancement and
spread of organized crimes worldwide, it is
necessary to review such strategy regularly and
update it to cope with new risks and techniques used
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by fraudsters. These guidelines aim at helping senior
officials to carry out this task.

2-2 Definition of Fraud

Fraud is simply defined as any act involving deceit
to obtain a direct or indirect financial benefit by the
perpetrator or by others with his help, causing a loss
to the deceived party. The actual loss of banks due
to fraud is usually connected with liquid assets, such
as cash and securities.

Fraud is not necessarily limited to obtaining cash
money and tangible benefits. Fraud definition as
stated in the dictionary is "a deliberate distortion of
a fact to entice someone to waive something
valuable or a legal right . This definition includes a
financial gain in addition to other benefits, such as
the right to have access to or obtain information by
deceit or any other dishonest conduct.

Whether the loss is material or related to an
intangible benefit such as intellectual property
rights, fraud usually involves a loss to the bank, its
shareholders or customers and an attempt to hide
this loss.

The basic test of fraud may include the following
questions :
e Has fraud been committed against the firm?
e Isthe action illegal?
e Has such action resulted in financial
benefits in favor of an undeserving person?
e Has there been an attempt to commit any of
the acts as mentioned above?

There must be a differentiation between ™an
internal” fraud inside the bank and "an external”
fraud outside the bank. Studies conducted on
international institutions often indicate that fraud is
always committed by the banks' employees with or
without help from external partners. They are
usually motivated by seizing opportunities, avidity,
revenge, the need for spot cash to raise their
standard of living, due to personal financial trouble,
dissatisfaction, lack of allegiance, pressure of family
needs or the need to repay debts.

Fraud cases in most countries of the world are
similar in banks; they result from employees'
fraudulent actions. Money embezzlement is the most
common fraud act, especially embezzlement of
funds and traveler's checks from branches and
ATMs. It should be noted that the amounts gained
by money embezzlement are always small. On the
other hand, fraud acts via electronic payments or
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transfers may be small in number; yet they usually
involve great financial losses.

It is well known historically that most fraud acts in
banks are committed by all levels of employees
working in these banks. Therefore any strategy
aimed at combating fraud must mainly focus on
what is called "Business Location" fraud.

At the same time, the concept of fraud should not
disregard external fraud, referred to as fraud by
customers. External fraud is committed by persons
outside the bank (usually professional criminals)
often with the help of persons inside the bank.

Thus, to understand fraud correctly, we must
understand that fraud acts are committed by persons
who are trustworthy. This explains why it often
takes a long time before discovering fraud, and why
when the perpetrator is caught his colleagues admit
that they were entertaining suspicion about him for a
while; yet they were unable to do anything that
might help detecting such acts at an earlier time.

Fraud may be considered as an integral part of the
widely-spread phenomenon known as "corruption”,
which in general involves illegal actions;
negligence; misuse of power, position, or
information. Though these guidelines can be
followed to address corruption in general, yet they
mainly focus on fraud acts, and it cannot be alleged
they can be used for addressing all possible
implications of corruption.

2-3 Fraud & Money- Laundering
Money-laundering is the common expression for
describing the methods through which "dirty
money", which usually results from criminal acts, is
transferred through the financial system so that it
becomes "clean money" and the person committing
the crime or the criminal source of money can not be
traced.

In reality, fraud and money-laundering go hand in
hand. At some point, it is likely that the fraudster
develops a way to launder the proceeds of his
criminal activities. Money—launderers commit fraud
to hide the source and ownership of their funds and
try to recycle money in the economy.

Since fraud and money-laundering are often
interrelated and connected together, strategies aimed
at combating such types of acts are inevitably
overlapped. The control guidelines issued by SAMA
to combat money-laundering  and finance of
terrorism operations via the banking system aim at
combating money-laundering through Saudi banks.
Therefore, the money-laundering issue is in not
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included in theses guidelines though some measures
to combat fraud as stated in this document may be
parallel to the previously mentioned efforts that aim
at combating money-laundering and terrorism
financing.

2-4 Examples of Fraud

There are several examples of banking fraud such as
the following:

Embezzling cash money and other precious assets.
Counterfeiting or distorting documents including job
applications, bills, checks, eligibility or qualification
certificates, identification documents, ATM or credit
cards

Forging signatures and stamps

Forging cash money.

Changing one or all check components.

Stealing ATM or credit cards and using them
fraudulently.

Entering inappropriate directions and data in PCs.
Misusing accessible information and divulging it
illegally.

Paying or transfer of money to illusory customers,
employees or sellers.

Taking bribes, gifts or secret commissions to award
a contract; overlook non-compliance  with
obligations or to provide benefits including
accessing confidential information.

Obtaining through fraud documents or benefits that
a receiver has no right to obtain.

2-5 Technology Role

Modern technology in the field of banking business
has proven to be a double-edged weapon. On the
one hand, efforts in combating fraud have obviously
made use of modern technology. The transformation
from the circulation of money into electronic
transfer of funds has reduced the risks of money
embezzlement due to a decrease in cash holding.
The development of methods and equipment to
detect fraud has been made by the dint of advanced
technology.

On the other hand, fraudsters are skilled in suing the
latest modern technologies to strengthen their
capabilities. It might be said that fraud has further
been facilitated by the wide spread of cheap and
easily obtained PCs and other relevant technologies
of high capabilities The current documents'
technologies, such as scanners, laser printers,
different Xerox copying machines and programs,
have allowed the commitment of forgery acts that
are difficult to be detected. The simple methods of
forging checks in the past have now been replaced
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by highly efficient methods, allowing forgery acts of
all tradable securities, including checks, letters of
credit, promissory notes and bonds. As the Saudi
banks have made great progress over the preceding
period in the introduction of electronic technology
into their systems, it is likely that the number of acts
of forging documents would decrease while the
developed technological level of forgery and its
monetary value will likely increase.

Modern technologies have also allowed forging of
currencies and credit cards widely, an activity well-
known to organized crime gangs. Forging major
currencies, in particular, is being practiced at the
international level in coordination with money-
laundering gangs.

The modern technologies have led to further
exposure to the risks of financial losses, apart from
the old risk of fraud related to "Insider Trading"
acts. When a bank's employee changes indebtedness
position fraudulently or when a broker carries out
unapproved deals or exceeds the limit of the deal,
both acts will expose the bank to potential
catastrophic losses in a short period of time.

Using the internet for banking activity also exposes
banks to new risks. Skillful fraudsters, who use
latest technologies and deeply know the underlying
deficiencies of internal control procedures at banks,
represent an increasing danger of Cyber Crime.

It is not expected that the information about cyber
crime mentioned in theses guidelines would cope
with the rapid advancement of technological
development. Therefore, banks should always be
acquainted with the latest technological methods
used by fraudsters so as to be able to detect, control
and combat fraud. For this purpose, the internal
systems and procedures must continually be
developed for observing and analyzing fraud trends
to develop appropriate means to combat it. These
important developments shall then be summarized
and circulated to the bank's employees. The plan to
combat and control fraud mentioned in these
guidelines include a number of suggestions.

2-6 SAMA's Circulars & Supporting Guidelines

SAMA has issued a number of circulars concerning
fraud. To obtain these circulars, refer to "(SAMA's
Circular Manual) - Section 120 entitled "Economic
Crimes". The following table describes briefly sub-
sections of the circulars related to economic crimes
in this Manual:
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SAMA has also issued a number of guidelines and
supporting booklets that should be read along with
these controls . They include the following :

Manual of Guidelines for Combating Embezzlement
and Financial Fraud

Managing operational risks through insurance
programs.

Manual of company security standards.

Internal control guidelines for commercial banks.
Accountancy criteria for commercial banks.
Minimum conditions for actual security.

Minimum conditions for security systems.

Rules governing the opening of bank accounts in
Saudi Arabia and General operational Guidelines.
Directions for security guards.

Procedures of protecting cash money during
transportation.

Guidelines on combating and control of money-
laundering activities via banking system.

Guidelines on internet banking security.

3- Plan for Combating Fraud

3-1 Introduction

It is necessary for every bank to set an integrated
plan to combat fraud so as to address all aspects of
the fraud problem. These guidelines suggest 9 basic
conditions to develop an effective plan to combat
fraud in commercial banks by building on and
adopting the best international practices in this area.
These conditions are the following:

First: A strategy to combat and prevent fraud.
Second: Regulatory framework and responsibility
structuring .

Third:  Assessing fraud risks.

Fourth: Spreading awareness with regard to fraud .
Fifth:  Control procedures.

Sixth:  Control and follow — up.

Seventh: Fraud notification methods.

Eight:  Investigation criteria.

Ninth:  Conduct and disciplinary criteria

These conditions and guidelines are general, not
detailed. They contain a list of issues that need to be
addressed in depth by any bank in accordance with
its own circumstances. The bank is responsible for
developing the necessary measures, standards,
systems and operations for effective application and
follow up of these conditions as part of an ongoing
campaign launched by the bank with all its sections
and departments to combat fraud.

The conviction of how important is risk
management represents an essential part of
combating fraud. By using management techniques,
the management can clearly determine most
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deficiencies of controls and take proper measures to
redress wrong control mechanisms or introduce
additional techniques.

The following sections discuss the basic nine
conditions separately. Each section starts with a
general brief introduction, followed by specific
guidelines aimed at helping banks in their efforts to
address their own requirements.

3-2 The First Basic Condition: Strategy of Fraud
Combat and Control Policy

3-2-1  Introduction

Each bank shall have a comprehensive and
integrated written policy for fraud combat and
control along with the supervision details on fraud
and corruption combat. This policy shall draw all
procedures and measures appropriate for the bank
concerned, along with a wide range of
complementary anti-fraud procedures. The policy
must adopt the risk management method to combat
and control fraud. The main purpose of the policy is
to promote awareness and compliance among
employees, determine the bank’s departments in
charge of combating and controlling fraud, and
applying the plan’s various aspects of combating
and controlling fraud. To assess the effectiveness of
the plan, it must be followed up and assessed
internally and externally.

3-2-2  Guidelines

1. The bank must lay down and promulgate a written
policy for fraud combat and control; and it should be
circulated to its staff.

2. This policy must include the bank’s control
measures for combating fraud and corruption, set the
goals to be achieved, and should combine the
existing policies and measures related to fraud and
corruption combat.

3. The policy can be presented in one document or
in a set of booklets, instructions, circulars, and
guidelines which generally explain the elements of
the bank’s strategy.

4. The policy must be based on the bank’s risk
analysis in terms of its internal and external
environment and it should adopt the method of risk
management for fraud control (This aspect is
included in the basic third condition entitled
“Assessment of Fraud Risk™).

5. The policy must be comprehensive and cover the
bank’s essential functions and activities.

6. The policy must be integrated without any
conflict between independent elements.

7. As a minimum, the policy must cover the basic
conditions stated in 3-1.

8. The policy of fraud combat must define in details
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the members of the fraud combat committee, its
business scope and purposes. The committee, which
consists of senior officers from the bank’s various
departments, shall be responsible for the
development, application and coordination of the
policy (refer to the second basic condition entitled
“Regulatory  Framework and  Responsibility
Structuring”).

9. Executive officials must set a good example of
integrity regarding compliance with the essence and
provisions of the policy of combating and
controlling fraud. They must also realize that they
are responsible and accountable for creating and
preserving an ethical atmosphere that would help in
thwarting fraud and encouraging notification of any
violation of acceptable standards.

10. The bank must designate sufficient staff
members and resources to ensure the success of the
policy of combating and controlling fraud. Senior
officials’ clear commitment in terms of the
designated time and resources would help in sending
a clear message to the employees that the
management will not be lenient in combating
corruption.

11. All employees must be aware of their
responsibilities regarding the combat, detection,
notification, and investigation of fraud (refer also to
the fourth basic condition entitled “Promoting
Awareness of Fraud”).

12. It will be appropriate that the operational organ
participate in drafting the policy of fraud combat to
determine potential areas where corruption may take
place and how it can be minimized.

13. It is important to keep the operational organ
always informed of the developments, application,
accomplishments and benefits of the policy in order
to promote compliance with the policy’s purposes
on the broadest scale.

14. Joint action and promotion of regulatory culture
help banks to benefit from accumulated expertise
and ideas.

15. The policy of combating and preventing fraud
must be adapted and updated in so far as to reflect
developments in the bank and its operational
environment. For this purpose, the policy and its
efficiency to achieve the reappraised goals must be
periodically reviewed, at least every two years; or
whenever changes occur in the operational
environment which may weaken the capacity of
such policy to combat and control fraud, and its
ability to meet reassessed objectives.
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3-3 Second Basic Condition: Regulatory
Framework and Responsibility Structuring

3-3-1  Introduction

A comprehensive and effective regulatory
framework as well as a structure of responsibilities
must be developed to execute the comprehensive
policy of fraud control approved by the bank,
partially by application of sound domestic control
systems. A fraud control committee must be formed
to lay down the policy, coordinate and follow up its
application, and provide the necessary support to its
chief executive. All levels of management must be
involved in the implementation of this policy.

3-3-2  Guidelines

1. The regulatory responsibility for adopting the
bank’s comprehensive fraud-combat strategy and
each of its elements must be clearly determined and
the bank’s management and employees must be
informed thereof.

2. There must be an independent committee as
mentioned in 3-3-1 concerned with fraud combat
and control in the bank, and the following is
recommended:

The task of a fraud control committee is to lay
down, coordinate and follow up a policy for fraud
detection and investigation.

Defining the responsibility for fraud control in clear
terms.

Applying a clear structure to notify of fraud acts.

3. Roles and responsibilities of all employees must
be documented clearly in the policy for combating
and controlling fraud. Each employee must know
whom to call and what he should do when
suspecting a fraud act.

3-3-2-1 Management Responsibilities

1. The bank’s management is responsible for fraud
combat. Therefore, it clearly bears the responsibility
for laying down and determining the regulatory
responsibility for fraud combat and prevention.

2. Studies issued by international administrative
consultation firms indicate that the behavior of
senior officials and executives is one of the most
important aspects of creating an ethical atmosphere
in any institution. Therefore, good behavior starts at
the top of the pyramid and goes down to the base
through the conduct of senior officials who must
first behave with integrity and adopt the principles
they advocate. In view that the conduct of an
employee and its stand inside a big financial
institution are affected greatly by the senior
management, directors should set a good example
by following valid control procedures in the
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performance of their daily work, and should not
violate regular procedures as a result of their
positions.

3. Studies also indicate that the more the board of
directors understands in depth banking operations,
the less the bank will be exposed to fraud acts.
Since the employee’s behavior and actions in large
institutions are greatly affected by the senior
management, the executives must set a good
example in following proper control measures in
their daily work and should not violate regulatory
rules and procedures because of their higher
positions.

4. Executives must realize the allegiance
responsibility associated with their position in
detecting and combating fraud. The responsibilities
of the management for detecting and combating
fraud must be documented at a strategic level in the
management’s plans and operation booklets.

5. At the operational level, the responsibility of
management for detecting and combating fraud must
be defined in the job descriptions, and in the head
office and branches’ circulars and code of conduct.
6. Directors must provide the necessary guidance
and support for employees regarding notification of
suspected fraud. If employees notified of dishonest
practices and did not receive necessary support from
the management, credibility of the policy of fraud
control would be undermined.

7. The official to be responsible for fraud cases
should enjoy broad responsibilities in the bank. This
task should not necessarily be a separate job. One of
the bank's employees may be entrusted with this task
in addition to his job provided that conflict among
responsibilities must be avoided. But it is necessary
that the person assigned for this mission be given
sufficient authority to deal with fraud effectively. In
some cases, the official in charge of fraud cases
must have the right of direct access to the top chief
executive.

3-3-2-2 Fraud Control Committee

A fraud control committee plays a major role in
setting a policy to combat fraud; and should ensure
that policies, measures and procedures included in
the comprehensive strategy for fraud control are
applied effectively. The committee oversees the
development of the elements contained in the nine
basic conditions for combating and controlling fraud
mentioned therein.

A fraud control committee must be formed to lay
down the policy, coordinate and follow up its
implementation, and to provide support to the top
chief executive, provided that the mission of fraud
combat and control shall not be confined to this
committee. Rather, all levels of management and
employees must be properly involved in promoting,
coordinating, and continually following up fraud
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combat and control policy.

The bank’s fraud combat policy must determine the
committee’s members and responsibilities.

The committee must include senior officials,
representing major business areas at the bank.

The committee must meet regularly, monthly if
possible, or at least once every three months. There
must be a possibility to hold emergency meetings to
discuss serious suspected cases of fraud.

One of the committee’s main tasks is to notify of
fraud and give support to the top chief executive
regarding all aspects of the bank’s fraud-combat

policy.

3-3-2-3 Fraud Investigation Unit

The fraud investigation unit’s role shall be to
investigate potential fraud cases against the bank.
This responsibility shall include collecting and
presenting the necessary evidence to support
administrative, disciplinary, or other measures such
as prosecution and recovery of the funds subject of
the fraud operation.

In addition to conducting the investigation role, the
investigation unit must provide the following:
Support, information, and advice to the fraud control
committee.

Support the detection and combat of fraud and
promote awareness thereof.

Support and guidance for the training on fraud
combat.

Reports to SAMA’s fraud database on a periodical
basis as instructed by SAMA.

Periodical reports on fraudulent cases shall be
submitted to the executive management.

Technical reports on recommendations to overcome
deficiencies in the internal control systems and
policies and procedures manuals.

Notifying insurance companies and submitting
claims to them for compensating incurred losses of
fraud.

A fraud database must be established for use by the
fraud combat unit. Therefore, this unit could be the
best group at the bank to maintain such a database.
The executive management may decide to assign the
responsibility of this task to another unit at the bank.
The database is an important instrument for
detecting and combating fraud and managing the
bank’s policy of fraud control. For easy reference
and determination of accountability, the database
must contain all details about actual and suspected
fraud cases.

The fraud database must keep, as a minimum, the
following details about each fraud case:

Reference number (relevant to related tangible
records).

The status quo (Has the file been closed or is it still
active).

Relevant information and dates, or the period in
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which the fraud was committed.

The name or names of fraudsters and relevant
persons, whether among the bank's employees or
persons from outside the bank.

Estimation of the fraud’s resulting material value
and the entire impact on the bank’s transactions or
performance.

The geographic or physical location of the fraud.
The nature or the focal point of the fraud.

Indicating the methods used in the fraud (the
practices which took place).

The procedures taken concerning the investigation
conducted.

The investigation results.

The disciplinary action, for example, compensation
and/or the prosecution that took place.

The measures taken to combat fraud.

The fraud investigation unit must be in charge of
training and qualifying investigators.

3-3-2-4 Combating and Detection

It should be ensured that an effective system is in
place for controlling fraud, which should firmly
control the risks of fraud by detecting, tracking and
controlling fraudulent acts to take prompt actions to
reduce the potential fraud losses and maintain
confidentiality.

Setting up measures to ensure continuous
prosecution of or to enforce disciplinary measures
on the employees involved in dishonest business.
Enhancing and strengthening the existing policies
and controls as required.

Establishing a central unit to which all fraud cases
alleged of employees or the public will be referred.
Reviewing the process of hiring and selecting
employees, screening and testing them regarding
fraud risks.

Ensuring the implementation of effective measures
on employees.

Determining the process of recovering any incurred
losses, such as settlement of claims, reduction of
losses and damages, the recovery process and
insurance claims management.

Informing the management of the cases of conflict
of interests, violations of the bank good policies and
customers’ complaints.

Determining the sequence of reporting and making
decisions on suspected fraud cases.

Giving advice and required modifications for
internal control to combat fraudulent activity.

Setting policies for protecting those who cooperate
to detect fraud.

Reviewing the results of fraud risks assessment.
Ensuring that all fraud control initiatives are given
priority and implemented continuously.

Setting systems for reporting to SAMA.

Giving assistance in arbitration and settling disputes

18
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among internal groups regarding honesty and
operation of loss provisions.

Continuously  reviewing effectiveness of the
comprehensive strategy and various elements of
each of the nine basic conditions.

Fraud Analysis:

Establishing a protected and unified database for all
fraud cases.

Reviewing the status quo of all fraud cases notified.
Reviewing the fraud cases notified.

Determining the details and weaknesses of internal
controls, procedures and operations.

Analyzing trends, determining reasons and assessing
incidents regularly.

Awareness:

Determining the needs and proper training programs
for educating employees about fraud.

Supervising education and awareness programs on
fraud.

Briefing continuously of the developments and
issues of fraud control in general and disseminating
the information of the best practices on fraud
through  bulletins and  other means  of
communications circulated among all divisions of
the bank.

Investigation into Fraud:

Determining the policy of how to address fraud and
give advice and assistance to the units engaged in
the investigation.

Conducting initial assessments of all proven fraud
cases.

Approving disciplinary measures (This can be done
in other ways).

Notification

Ensuring timely and continuous notification of all
fraud cases. This includes all information on
domestic and foreign branches, internal and external
incidents, and actual and potential or suspected
fraud.

Submitting statistical reports to the management.
Submitting reports and the minutes of sessions of
the committee to the Risk Management Review
Group.

Submitting reports to the Accounts Auditing
Committee on fraud cases and implementing the
strategies included in the plan of Fraud Control.

3-3-2-5 Employees’ Responsibilities
In compliance with the bank’s fraud-control policy,
employees must undertake the following:
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Familiarize themselves with the concepts and
responsibilities of fraud control. The staff should
sign in acknowledgement of their knowledge.

Take sound financial, legal and ethical decisions
during their daily duties and responsibilities.

Accept the responsibility of fraud control in their
field of work.

3-4 Third Basic Condition: Assessment of Fraud
Risk

3-4-1 Introduction

Fraud is part of the operational risk. To ensure
whether the management has the necessary
information to address fraud, a periodical structural
review must be conducted to assess fraud risk,
including all functions and operations of the bank.
This review must address both internal and external
fraud risks, and determine the level and nature of the
bank’s exposure to fraud risks. Thus, the
management can decide the anti-fraud measures it
deems necessary. All new products and services
must undergo this assessment operation to determine
whether the fraud risk has been minimized. It is only
this official risk assessment process which can
determine and assess fraud risks and indicate what
measures have been taken and the measures that
need to be taken to minimize such risks.

3-4-2  Guidelines

The assessment of fraud risk must be reviewed
periodically and it should include all functions and
operational units in the bank, provided that this
review should address both internal and external
fraud risks to determine the level and nature of the
bank’s exposure to such risks. The analysis of fraud
risk will enable the development of a plan for fraud
control compatible with the risks indicated.

At first, all new products and services must undergo
risk assessment process to ensure whether such risks
have been minimized and manageable.

To ensure the preservation of the current state of the
bank’s exposure to fraud risk, a periodical review of
risk assessment must be conducted every two or
three years (or at a shorter period if important
structural changes have taken place in the bank.)
This periodical review provides an opportunity to
reassess all risks specified in the previous
assessment. It also provides a chance to include the
risks previously identified in the risk assessment of
new products introduced by the bank.

In accordance with international trends, to make the
board of directors more responsible for the
operations of the bank under their management, the
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bank’s management shall bear the responsibility for
conducting an assessment of fraud risk. The internal
and external auditors are expected to participate
significantly in that assessment, or make sure that
the assessment process has actually taken place. The
assessment process must be considered an important
administrative tool, rather than a process limited to
account auditor’s scope of work.

3-4-2-1 Assessment Process of Fraud Risk

The fraud risk assessment process usually goes
through several stages, as follows:

Determining the major jobs at the bank.

Assessment and classification of the general nature
of each work field and to what extent it is
susceptible to fraud.

Identifying the specific forms of fraud risk in each
field.

Assessment of the possible occurrence of specific
risks in light of the counter factors, such as internal
controls.

Assessment of the potential impact on the bank as a
result of the occurrence of specific risks.

Suggestion and development of strategies to
minimize or eliminate specific risks entirely.

The suggested strategies, in the final stage of risk
assessment process mentioned above, may lead to
taking specific anti-fraud measures; making
additions and amendments to operational measures
or the existing controls; or introducing new
regulations and controls.

To minimize risks, a certain person, committee or a
specific group inside the bank must be held
responsible for each strategy.

There must be a detailed timetable for each item
requiring a certain measure. The fraud control
committee at the bank is to provide the appropriate
mechanism to follow up the application of the
specified measures.

The process of fraud risk assessment must be
recorded and documented properly for future
reference and accountability purposes.

3-5 Fourth Basic Condition: Promoting
Awareness of Fraud and Making Employees
understand that Fraud is not permissible:

3-5-1  Introduction

The management must realize that the employee’s
participation in fraud combat is essential, and that
most fraud cases will not be detected or controlled
without the employees’ cooperation. In order to
increase the awareness of the employees and
emphasize the bank’s commitment to combat fraud,
the need arises for a series of continuous initiatives
to raise the issues of fraud combat, detection and
notification thereof before all employees. The
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training for fraud combat and control must be an
obligatory element of the employees’ training.
There may be a need for updating appropriate
documents, such as booklets on the best practices.

As for the public, there is also a need to inform
customers and raise their awareness of the fact that
fraud against the bank is forbidden, and fraudsters
will be referred to competent authorities.

3-5-2 Guidelines

The management should realize that employees
participation in combating fraud is an essential
matter and that most fraud acts can not be detected
or prevented without employees' co-operation.

3-5-2-1 Employee's Awareness

To draw the attention of all employees to the issue
of combating, controlling and notifying of fraud, a
cohesive awareness program should be established.
Training seminars on promoting awareness of fraud
and security may need a combination of elements
and implications so as to be effective. The starting
point for training shall become a message requiring
each employee to bear the responsibility of
participation in the combat and control of fraud.
Discussion seminars and training materials should
use, as far as possible, relevant realistic examples of
real cases happened in the bank’s history or in other
banks.

Promoting awareness and discussion seminars can
be used to support official training seminars on
control and security systems. Discussion topics may
include certain issues, such as the bank's policy for
controlling fraud (Overview), ethical and cultural
issues, the management and  employees'
responsibilities, and code of conduct and notification
of fraud.

Educational visual aids can be used in seminars,
curricula, shows and discussion groups. It is worth
mentioning that previously prepared visual aids are
cheaper than those made by the bank. However,
some banks may find it difficult to obtain previously
prepared visual aids.

Guidance booklets on the best practices could serve
as guidelines and references. Other printed
communication materials, which can be used to
reinforce the message of combating fraudulence
time after time, using different methods, could
include news letters, fact statements, posters and
notes. To be informed of the methods and means of
advertising and promoting public awareness of how
to combat fraud, reference can be made to the
warning and awareness strategy undertaken by
SAMA in co-operation with commercial banks.
Systems should be developed to follow up and
evaluate sources of information about the best
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practices, and to distribute relevant information. The
internet can also be used to pass on information
inside the bank rapidly and extensively.

There is a need for special training to address the
demands of participants in selected seminars.
Exploitation of corruption opportunities, corruption
and illegal benefits, which are often connected with
such seminars, may be reduced if participants are
trained to define and avoid misconduct and conflict
of interests. All participants should provide
statement denying any interest (see the Fifth Basic
Condition entitled "Internal Control Procedures" for
information on the guidelines for avoiding conflict
of interests).

The code of Conduct at a bank would serve as
guidelines on moral expectations and responsibilities
inside the bank. Therefore, the code of conduct
represents the starting point of the campaign for the
promotion of ethical conduct at work and its main
element (In this connection, see the Ninth Basic
Condition entitled "Conduct and Disciplinary
Standards").

3-5-2-2  Promotion of Customer's Awareness
There is a need to raise public awareness of the fact
that fraud committed against banks and their
customers is forbidden, and that fraudsters will
certainly be referred to competent authorities.

The public should be informed that it is responsible,
on its part, towards the banks; and banks, on their
part, are responsible and accountable for funds held
in their custody. Thus, the public, for example, has
the right to presume that banks should take all
appropriate and reasonable measures to control
fraud.

A customer plays an important role in helping detect
and combat external fraud. To this end, he should
support and provide information on fraudulence acts
by promptly notifying of such crimes.

Annual reports and news letters would help the
customer to be always informed of the status quo.
Periodical information and advertising campaigns
can also be used to inform the public of the types of
fraud against banks and the ways of detecting them.

3-5-2-3
Parties
Banks should always enhance the understanding of
concerned parties with whom contracts are made
that code of conduct, the banks' policy of combating
and controlling fraud and other banks' policies and
standards regarding fraud and corruption are
instruments used to promote justice, integrity and
accountability.

Contracts must provide for adherence to ethical
values and integrity. As part of the evaluation
subsequent to contracting, results in terms of quality
and integrity should be evaluated.

Promoting Awareness of Concerned
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3-6 The Fifth Basic Condition: Internal Control
Procedures
3-6-1 Introduction

Internal controls are the main instrument for
combating fraud. Therefore, sound internal control
regulations should be set within a framework of a
written documented comprehensive policy and rules
of procedure to lessen opportunities for committing
fraud acts. The strategy for combating and
controlling fraud should also be integrated with the
inclusion of operational procedures and rules
governing the activities of all departments, cash
handling facilities, jobs and employees.

Controls are measures used to minimize risks at
work to the lowest level. They are designed to
prevent, detect and redress mistakes in due course
through applying the instructions related to the
following:

- Employees

- Leaves

- Substitution of alternatives

- Job rotation

- Training

- Approvals and authorizations.

Evidences.

Settlements.

Review of operational performance.

Security of assets.

Separation of duties.

Controls can be classified as follows:

Preventive controls: to prevent the occurrence of
unfavorable incidents (such as front-end access
controls, including passwords, combinations, proofs,
evidence, limits and actual barriers.

Detection controls: to detect and remedy
unfavorable incidents which have already occurred
(i.e. back-end controls), such as proofs, evidence,
reviews, settlements and results of audited accounts
and reports.

Guidance controls: to urge and encourage doing
favorable actions (such as policies, procedures, code
of conduct and guidance booklets).

Internal controls include basic precautionary
measures, such as separation of duties. Employees in
charge of actual safeguarding of assets must not also
be responsible for accountability for these assets and
verification of audit statements. Technologies of
effective control enable the bank to:

Discover mistakes upon their occurrence, and thus
avoid heavy losses.
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Protect employees with integrity against illegal
manipulation by other employees or the bank's
customers.

Collect all evidence necessary to identify dishonest
employees and customers, prosecute and arrest
them.

SAMA requires all banks to put into effect internal
control systems as stated in details in "the Directory
of Internal Control Guidelines for Commercial
Banks". These are comprehensive range of
guidelines governing all activities of commercial
banks in the Kingdom. To generally understand
SAMA's requirements regarding commercial banks'
internal ~ control  systems, “Internal  Control
Guidelines" shall be read together with the section
on "Control Guidelines for Combating Fraud”, as
well as other relevant circulars and work
instructions.  Adoption of these guidelines,
procedures and work instructions is the most
important element of a bank's comprehensive
strategy to create a well fortified environment
against fraud.

The above-mentioned guidelines do not represent a
comprehensive list that covers all areas governed by
"Commercial Banks' Internal Control Systems".
However, they aim at:

Emphasizing the importance of internal controls in
combating and controlling fraud.

Highlighting some main principles of effective
internal control.

Providing additional information and guidelines

with the aim of reinforcing "Internal Control
Guidelines".

3-6-2  Guidelines

Sound internal control regulations within a

framework of a comprehensive written documented
policy and clear comprehensive rules of procedure
should be put into effect to lessen the opportunities
for fraud acts.

The strategy of comprehensive internal control
should be closely integrated into the operational
documents governing all departments, cash handling
facilities, jobs and employees.

Banks shall examine the "Manual of Internal
Control Guidelines for Commercial Banks" to find
out examples of internal control guidelines, methods
and procedures. In additions, Banks should be
guided by SAMA's guidelines and circulars, as well
as all laws in force that govern banking activities in
the Kingdom to fully understand in detail the formal
provisions for internal controls.

The following guidelines aim at emphasizing the
information on internal control procedures set forth
in the documents referred to above.
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3-6-2-1
Control
Written effective internal controls shall govern the
following:

Restricted and monitored access to risky areas.
Actual maintenance and safeguarding of valuable
assets, including facilities, assets, registers and
intellectual property.

Proper authorization and definition of levels of
approval for all employees.

Efficient separation of duties, especially in financial
and accounting areas, and delivery and taking-over
of cash or securities.

Record of all transactions, incidents, suspected
transactions and findings of investigation.
Extraordinary  or  unexpected findings  of
investigation.

Notification methods.

Accountability for results at all levels.

After their application, control regulations shall
always be followed up and regularly reviewed to test
their effectiveness. The collapse of the oldest
commercial bank in the U.K., "Bearings Bank" in
1995, is an example of ineffective control. The
official investigation proved that the bank's collapse
was due to unauthorized catastrophic activities
practiced at the wrong time by a seemingly one
person who was undiscovered because management
and internal controls, which are basic factors of
banking, were weak and deficient.

The overall justification for not abiding by the
controls was that such controls were no longer
logical, there was no sufficient time or they were
invalid. It is important to inform the management of
these comments to see if there is a need for
assessment of such controls.

During periods of significant regulatory changes, the
risk of weak accountability for parts of the work and
vagueness about notification responsibilities would
increase. Under such circumstances, the senior
management must clearly emphasize areas of
responsibility and separate follow up of the internal
controls at each stage of transformation.

Main Principles of Effective Internal

3-6-2-2 Practices of Personnel

Statistics show that the greatest risk of fraud faced
by a bank is usually posed by its employees, either
in or without cooperation with outsiders.

It should be remembered that employees at their
various post levels can currently commit a large
portion of the assets of the bank and assets of its
customers through their business activities. This
entails giving more attention to the integrity of all
employees.

An employee's integrity should be considered a
precondition for the success of any control system.
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Test of integrity before contracting with an
employee should be strictly made so as to have
reliable and trustworthy employees. Managers, apart
from depending on the information on the detailed
employment application form and other references,
should be trained in the skills of interrogation to
ensure that they can determine the occurrence of
dishonorable act in the employee's history and
expect that such act could likely happen in the
future. The bank should record the references named
by the nominated employee and compare them with
other separate references. Educational and
professional qualifications should also be verified.

Before contracting with a new employee, it is
important to ensure that he has not already been
involved in fraud or embezzlement acts in a
financial firm inside or outside the Kingdom, by
reviewing information presented by the applicant,
and making sure of its validity and contacting his
references; and undertaking necessary procedures to
prevent appointment of employees of past fraudulent
conduct.

Prior to concluding contracts with new employees,
it should be ensured that an employee is not working
in another job and intends to continue therein. It
should also ensured that he is not engaged in a
commercial activity in order to achieve the principle
of protection against conflict of interests. This shall
also apply to the staff of companies having contracts
therewith.

It is necessary to continually follow up an honest
behavior. An extensive number of indicators "red
lines" are now available to help managers in
identifying individuals who are likely to commit
fraudulent acts. These red lines usually include
behavioral and social characteristics as follows:
Unjustified enrichment and sudden change in the
style of living.

An employee who always works after the official
work hours.

Loss of original documents and substituting them
with their copies.

Overuse of correction fluids.
Hesitation about leave-taking.
Refusal of promotion

Rapid resignation of a new employee.

Insistence of some suppliers, contractors
customers on dealing with a certain employee.
Intimate relationship with suppliers, contractors or
customers which breaks suddenly.

Control must also be performed over old
employees who have acquired a broad knowledge
about security procedures at the bank, particularly if
disputes arise regarding work, or if the bank is
overstaffed.

Employees should be provided with clear written
documents for informing them about important
matters, such as job description, policies, procedures

or
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and instructions of work that explain all aspects of
their duties and responsibilities.

An employee shall be aware of all his rights and
responsibilities regarding all issues related to fraud.

Follow-up and control methods should include the
following:

Confidentiality agreements.

Obligatory leaves.

Change of an employee's duties schedules and tasks
at unexpected intervals.
Checking the accounts of an employee who is on
leave.

Employees who are relatives should not be allowed
to work together, particularly in financial,
accounting, cash handling or securities areas.

Photos of an employee must be taken to be
available to the bank in case he disappeared or was
blackmailed.

A bank should fully consider the implications of
earlier employees' actions of not giving explicit
references, and those who are proven to have
committed such acts must be dismissed from their
jobs.

3-6-2-3 Separation of Duties

The principle of separating tasks and duties should
be strictly applied to all operational areas and
activities where applicable. This principle basically
requires that jobs entailing performance of
operational tasks must be separated from those
entailing the enforcement of controls and
supervision. Similarly, control of assets must be
separated from control of documents related to these
assets.

The following examples are collected from different
areas of work to clarify the principle of duty
separation:

1. The tasks of receiving and release of guarantees
in favor of borrowers must be separated from the
task of registering the guarantees.

2. The task of debt collection must be separated
from the task of fixing the amount of debt.

3. The task of payroll must be separated from the
other tasks of personnel affairs.

4 . Trading transactions at the front offices must be
separated from those at the back offices. Although
traders are required, for instance, to observe limits,
they must be strictly controlled by the back or the
middle office.

5. The tasks of ordering purchase of consumable
materials and equipment, and storage control must
be separated from the task of keeping records and
authorization to pay. The Manual of "Internal
Control Guidelines for Commercial Banks" includes
several cases in which effective separation of duties
is required
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3-6-2-4 Dual Control

As security measures (such as the use of keys,
warning systems and security of cash locations)
must be subject to strict dual control technologies,
the following instructions shall be taken into
consideration:

To lessen the opportunities for getting duplicate
keys without authorization, employees may not, by
all means, share keys belonging to dual guard. This
shall also be applied to combinations of the vault
under dual watch.

Key boxes should not contain a bunch of
"emergency keys" in the form of unauthorized
duplicate keys under dual control.

Lost key must be notified of at once, even if
duplicate keys are available.

If an employee suspects that the confidentiality of
one of the combination numbers placed under dual
watch has been cracked, he must report the incident
immediately.

There must be a procedure to recover keys and other
methods of entry on a periodical basis. Measures
must be made on a periodical basis to ensure the
replacement of keys, passwords and other
instruments of dual watch.

The control officer must always attend while
checking designated cash locations and ATMs.
Since fraudsters often wuse the period that
immediately follows the checking process to
perpetrate  embezzlement, two  full-checking
processes must be made to the cash handling
facilities when detecting a considerable error in the
calculation of balance on hand. The first checking
process shall be made upon detecting the error and
the second shall be made after identifying the cause
of the error.

3.6.2.5 The Policy of Gifts

Since an employee is prone to bribery by the gifts
given to him to distract his attention from suspected
transactions, a written policy must be set for
preventing this and how to include this provision in
the bank’s policy for combating fraud, and in the
employee’s booklet prepared by the bank.

This policy shall generally prohibit the employee
from the following:

Accepting any gifts, enticement or inappropriate
entertainment for providing lawful or unlawful
service.

Revealing confidential or
information for any enticement.
Abusing his previous and current jobs to get
differential prices for private transactions.

restricted  official
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3.6.2.6 Dormant Accounts

The control of dormant accounts shall be a
continuous policy. See “the Guidelines of Internal
Control” and SAMA'’s relevant circulars to learn
about the instructions for dormant accounts.

3.6.2.7 Cash Handling (Delivery and taking-
over)

There is a number of risk exposure cases in the area
of cash handling which are governed by a set of
procedures (see “the Guidelines of Internal Control”
in this regard). These procedures must be
implemented properly by making surprise visits for
regular checking of balance on hand in vaults and
teller’s departments. Exposure to cash risks includes
activities that are related to the following:

Control and management of cash in the bank’s till.
Transfer of cash from vault to the bank’s till.

Access to the tellers’ till and cash when the teller is
off work or away from the till, even for a short time.
The actual status and the security of locks and
vaults.

To ensure proper accountability for cash, the cash
handling procedure to tellers at the bank’s branches,
and to other employees working in the field of cash
handling must be clear and consistent.

The guidelines related to the seals of the teller and
other instruments of marking, authorization forms,
keys, passwords and the set of combination numbers
must be implemented, followed up and evaluated
regularly to ensure their ongoing effectiveness.

Places designated for tellers shall be closed, and
persons authorized to enter those areas shall be
specified.

3.6.2.8 Limits of withdrawals

The limits of overdraft, its amount and transactions
shall be determined where applicable to tellers,
traders, officials and other employees dealing in
cash and in non-cash financial instruments or
negotiable documents.

These limits shall reflect the potential risks and the
level of risk that can be borne by the management.
These limits shall be followed up accurately and
implemented strictly.

3.6.2.9 Supervision of the Trading Room

Clear separation of duties in the trading room or
rooms at a bank is an essential requirement for any
effective control system.

The term “back office” usually includes the records
of the activity of trading, settlements and
adjustments. Often, and on necessity, the “back
office” employees work closely with those engaged
in selling and purchasing operations on a daily basis.
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However, development of this close relation at work
must not be permitted to prevent traders from
controlling the “back office”.

The activities of trading shall be supervised by a
separate team entrusted with the task of risk
management as a part of continuous management of
all sorts of risks. The task of this team is to conduct
independent inspection to ensure that traders are
trading within their designated limits and that any
trading beyond these limits must be reported and
authorization is obtained immediately, and that
sensitivity towards market fluctuations and their
impact on the financial position have been evaluated
and reported. This inspection team shall ensure that
profits and losses are recalculated regularly, and
registered in the accounting records, and if
necessary, in the records kept by the traders.

Banks shall have documented measures and controls
covering all aspects of transactions progress, its
calculations and notification thereof. Employees
who are asked to deviate from these measures and
controls must ask about the reason, and if they are
not convinced of the answer, they should be
encouraged to report the case to the senior
management.

The internal auditor shall audit the activities of the
trading room strictly and regularly.

The management shall cautiously look into the
cases in which a single individual seems to be able
to answer all the main questions about a certain
activity or product.

It is necessary to establish clear reporting lines and
effective communications among senior officials,
especially when overseas or geographically remote
branches are involved in trading operations.

Where banks have international transactions, the
integrity of controls related to the business of
overseas offices should not be infringed. The
managers in charge must conduct frequent visits at
reasonable intervals to overseas branches carrying
out trading business, especially when the branch is
distant from the head office. These visits shall
include discussion of trading activities with traders,
risk mangers, branch managers and supporting
employees, in addition to talks with the competitors
of the branch’s activities and its traders. The
management can not be sure of receiving the correct
information, asking the right questions and its power
to interpret warning signs correctly unless it has a
proper understanding of the work and how it is
conducted.

The domestic management of the overseas branches
may not be involved in taking daily decisions of
such branches; however, it must have the power to
ensure adherence of these branches to the control
standards set by the bank (e.g. by making surprise
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visits to these branches).

There is a great risk of not including extraordinary
activities  (like  some  complex  derivative
transactions) in the work structure of banks; and
thus they may be poorly managed and controlled.
Therefore, these activities must be governed by a
high level of administrative control.

The main principle of prudent management is to
maintain strict rules regarding verification and
correction in the tasks of settlements irrespective of
whether the payments will go to the group’s
companies or to a third party.

3.6.2.10 Conflict of Interests Management

Banks shall set and implement policies and
measures to prevent and solve conflict of interests.
These measures shall be documented in the
employee’s booklet and other relevant instruction
directories. The code of conduct must include or
refer to the policy concerning conflict of interests.
Customers, external institutions, contractors, job
applicants and bank employees themselves have the
right to expect the bank to perform its obligations in
a fair and unbiased manner; and the bank’s policy
must not be influenced by self interest or personal
gain.

Conflict of interests arises when the bank’s
employees fall or seem to have fallen under the
influence of personal interests during their work.
Perceptual recognition of conflict of interests might
be harmful as much as actual conflict because it
undermines confidence in the integrity of the bank
concerned and its employees.

Conflict of interests may involve a financial gain
that might occur when, for example, a bank’s
employee or a member of his family owns a real
estate or shares or occupies a position in a company
which bids for a contract with the bank, and at the
same time he receives gifts, entertainment or income
from another job. It is not necessary that there is a
pecuniary price because conflict of interests may
emerge by choosing a certain bidder to win a
contract, or appointing one of the relatives or friends
in a certain position.

Areas of potential conflict of interests shall be
determined as part of assessing the risk of fraud.
Areas of work at the bank where conflict of interest
can occur include the following:

Bids and purchases.

Appointment of employees.

Work without payment and part-time jobs (trainees).
Gifts, benefits and entertainment.

Approving loans and other forms of credit.

Dealing in securities.

The bank’s senior officials, any director, or any
other employee working as a member of a
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recruitment committee or a bids selection
committee, or a member of any other internal team
that engages in selecting, approving, setting a policy
or making a decision shall disclose to the bank in
writing if they have any interests concerning their
work which might affect their ability to participate
in the evaluation tasks neutrally. A typical interests’
register shall be used for this purpose.

Interests that must be considered as “relevant and
important”, are the following:

Membership of the boards of directors, including
non-executive members who hold positions in
private companies (excluding inactive companies).
Full or partial ownership of shares in private
companies and consultative businesses and firms
that might seek to deal with the bank.

Ownership of shares in firms which may seek to
deal with the bank. (with the exception of owing
shares in the units of investment funds, or similar
arrangements in which the member has no influence
on the financial administration).

Any relation with any firm that enters into a contract
to offer services for the bank or to benefit from the
bank’s services.

Members of the board shall disclose their relevant
interests at the board’s meetings, at the meetings for
approving a bid, or the meetings for approving
appointment of employees or any other competitive
bids. The disclosure must be stated verbally at the
beginning of the meeting, and this disclosure shall
be recorded in the minutes of the session. If conflict
of interests emerges during the meeting, the member
concerned shall withdraw from the meeting and not
participate in the discussion or relevant decision.
The procedure of selection and approval may
possibly lead to the emergence of a conflict of
interests which results in giving preference to a
certain competitor over another one in awarding the
contracts. To reduce this probability, the following
steps shall be taken:

1. The specifications of the required services must
not be prepared in a way that gives preference to a
certain supplier. When consultants are needed to
prepare the specifications, their commercial
relations with the suppliers participating in the bid
must be assessed.

2. The procedures of assessing the bids of competing
providers may not be prepared in a way that gives
preference to a certain provider. This shall implicitly
indicate that the participants in selecting bidders
must disclose any financial interest or social relation
or kinship with the potential suppliers.

3. Measures should be put into effect to reduce
dishonest activity between employees participating
in the decision making process and suppliers by
setting certain rules of procedure requiring potential
suppliers to disclose any commercial, intimate,
social or kinship relation with any bank’s employee
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participating in choosing one of the competitors.

4. While traders work as managers of relations with
customers when undertaking the responsibility of
trading for the bank’s own account, potential risks
such as inadequate allocation of transactions and
concealing deals of personal accounts are inevitable.
To reduce these risks, the management must impose
accurate and strict controls.

3.6.2.11 Protection of Intellectual Property

The bank's definition of “material security” shall
include the protection of the bank and its customers’
data in addition to other intellectual properties such
as systems and computer programs (applications and
software) that are internally developed by the bank.
The places in which these data are stored shall be
protected against any internal or external risks, and
only those who need such data shall be permitted to
have access to them. In addition, access to those data
shall be controlled by entry systems via keys, cards
and secret numbers.

Every employee or firms working for the bank or on
its behalf shall fill in and sign a regular undertaking
to maintain confidentiality. The undertaking shall
specify in detail the responsibilities for improper
disclosure of this information. Confidential
information is defined as the information owned by
the bank and not available to the public, and only a
related individual or the bank itself can have access
to it.

For security reasons, data and contingency policies
stored on back-up discs and other hardware media
must be stored in remote locations.

Waste papers shall be shredded or disposed of;
other media such as data discs shall be destroyed
safely.

A clear office policy shall be followed to maintain
confidentiality. This policy shall be designed in a
way ensuring that employees transfer all
confidential and restrictively distributed or sensitive
information when they are off work for a long
period of time, especially at the end of each working
day. These items shall be removed from the
employee’s office and locked up in a safe storage
area designated for each employee and each office.
The bank shall regularly review and update the
measures and policies of internal control in order to
deal with new risks related to embezzlement or
illegal access to privately-owned information.

3.6.2.12 Information Systems Security

Detecting the activity of “Cyber Terrorists” is a
crucial element in protecting the information
network and its systems. However, most hackers’
acts into bank networks are committed inside the
bank itself by insiders, such as current employees,
unauthorized employees and other related parties
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who know how to do harm to the bank specifically,
severely and swiftly.

The policy of combating and controlling fraud shall
include a methodology or code of conduct for using
computers. This security policy shall determine the
standards of using computer hardware and software
at the bank, and it shall include instructions about
using the bank’s internet, e-mail and permission to
have access to the internet.

Network administrators shall be in the lead in
assessing weaknesses of the network, determining
the best sites for implementing security measures
and highlighting forbidden activities.

Proper instruments shall be used for security
management to ensure the integrity, confidentiality
and accessibility to the network. “Integrity” means,
in this context, that the information is accurate and
protected against accidental or deliberate
modification. “Confidentiality” means that the
information is only accessible to those who are
authorized to know it. Technological administrative
instruments enable mangers to centrally manage the
user’s adherence to security policies, implementing
such policies, detection of valid security breaches
and tracking them, check the system to determine its
vulnerability to be hacked into, issue comprehensive
reports on normal usage of the network, and thwart
the attempts of certain privileged employees to
misuse the network.

All changes in processing systems need approval,
documentation and follow up.

3.6.2.13 Fraudulent Invitations

A bank might find itself invited to play a role in a
deal fraudulent in its essence. Such invitation is
usually introduced as a complicated deal of a high
financial value, offering attractive opportunities for
low-cost finance or high-return investment. These
invitations usually involve financial instruments
(e.g. certificates of deposit, bonds or preferred
banking collateral) that carry the name of an
unknown or geographically isolated financial
institution. A good example in this regard is what is
done by a number of international fraudulent unions,
known as “Advance Free Fraud/Tele fax Scam”.
These invitations represent direct financial risks that
defame the bank’s reputation. The ultimate purpose
of fraudsters may be to get a payment (e.g. pre-paid
fee). However, their goal of getting close to the bank
might be to have documents that add credibility and
respect to their fraudulent methods. Even a letter
that does not include a business offer might provide
access to the core of the bank’s documents or to get
a signature of one of the members of its board of
directors.

If the bank is offered any important deal by a person
who is, not an old and trustworthy customer or a
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financial partner, it must take a very cautious
approach by verifying the deal’s nature, sources and
the person recommending it.

The following is a list of descriptions that may serve
as indicators to warn the bank against the nature of a
fraudulent deal:

Country of origin — A bank should be careful and
cautious depending on the country of origin.
Confirming the intent of partnership — the
perpetrators of the deal often request a written
confirmation of intent from the bank at an early
stage of its desire and capacity to engage in the deal.
Any documents sent in response to their request of
this sort will be used for committing fraud.

Ratio of unrealistic returns — To attract investors,
borrowers and other shareholders to the deal, the
perpetrators of the fraudulent act offer high,
unrealistic returns and low cost of borrowing as an
incentive for participation. In addition, it is probable
that the deal’s value is high.

. Confidentiality and penalty conditions:

The invitation requires that the nature of
the deal and/or its parties remain confidential for
competitive reasons. It may not be disclosed except
after all parties sign the agreement or after the
payment of specified fees. The confidentiality
conditions may include fines in the case of non-
commitment.

. Complexity:

The deal is often very complex, without any
apparent reason in some cases. It is likely that the
fraudsters overuse an incomprehensible language to
give the impression of having profound knowledge.
. Use of fax and the internet:

Most of the documents, if not all,
exchanged between the parties, are sent via fax or
the internet, facilitating counterfeiting of letters and
concealing the place of residence of intermediaries
and fraudsters.

. Fees of third parties:

Because the project involves funds,
payments are often required for third parties who
clearly have nothing to do with the project.

3-7 Sixth Basic Condition: Follow-up Process
3-7-1 Introduction

The management should ensure that an independent
and reliable follow-up process is in place. Internal
follow-up and control activities should be enhanced
by regular support from independent external
evaluators, such as external auditors.

3-7-2 Guidelines

The management should ensure that an independent
and reliable follow-up process is in place.

The ongoing internal follow-up and control
activities are usually the function of the internal
auditors, the risk management, quality safety
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management or internal control.

It is necessary to support the internal follow-up by
an independent, regular assessment conducted by
external evaluators, such as external auditors. The
management must act quickly after receiving the
reports of external auditors to fix deficiencies of the
control, follow-up and ensure its implementation.
The fraud control committee shall follow-up the
effectiveness of the policy to control and prevent
fraud.

3-7-2-1 Internal Follow-up

Following up the internal controls shall begin as the
board of directors, managers and supervisors begin
performing their daily activities in the areas of
supervision, inspection, control and guidance or by
employing control procedure and Control of Risk
Self Assessment (CRSA).

The board of directors may rely on experts in the
management to conduct the daily works of the bank,
but it remains solely responsible for the follow-up of
the bank's activities. It can follow-up the bank's
activities through administrative reports, but it shall
do more than receiving and reviewing these reports.
It shall ensure that such reports are accurate and
reliable. Therefore, the internal administrative
reports prepared by the bank must be sound enough
insofar as to allow the management to rely upon
them for making decisions and follow up their
impact afterwards.

Members of the board and senior managers must be
fully satisfied that the bank’s risk management and
internal control systems are operating properly. The
executive management bears the basic responsibility
for achieving such satisfaction. The board of
directors may decide to seek a neutral opinion
independent from that of the executive management.
Internal account auditing is an important source in
this regard within the bank, because it undertakes
the task of the application of an ongoing control
program. Internal account auditing reviews the
operating procedures issued by the board and
ensures that they are subject to adequate controls,
working properly and adhering to the board's
policies, and laws and regulations in force.

Internal auditing represents a point of continuous
focus on internal controls and periodical control of
all the aspects of the bank's work. The internal
auditor should review the adherence of the bank to
approved policies and regulations and laws in force.
Although the bank is responsible for deciding on
the number of times required by the internal auditor
to review specific transactions, the areas in need of
more auditing include those wvulnerable to the
greatest potential risk (such as the risk of fraud in
this case), or those which have shown a weakness in
the previous reviews.
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The more the size of business, its risk, its
complexity, or its geographical expansion, the more
is the need for experienced, professional and skillful
internal auditors.

The internal auditor must coordinate his activities
with external auditors and provide them with basic
information. The head of internal auditing must
enjoy absolute power to have access to the senior
executive, and the chairman of the board of directors
and the head of the auditing committee regardless of
the person to whom the reports are submitted.

One of the responsibilities of the bank's auditing
committee shall be to ensure the effectiveness of
internal audit tasks.

When preparing internal audit reports, main points
of weakness in the control must be highlighted.
Afterwards, an administrative plan of action and a
timetable shall be agreed upon to address the
weaknesses. The management shall be responsible
for implementing the recommendations of internal
audit and making sure to properly address
deficiencies on their appearance. If deficiencies
emerge again, the internal auditor must plan to make
subsequent visits within a short period after auditing
to ensure that corrective measures have been taken.
If the management failed to implement the
recommendations of the internal auditor, the account
auditing committee should be informed.

It should be noted that the internal auditors cannot
automatically prevent fraud. They principally
workas supervisors responsible for ensuring that
accounting standards are being applied, the
administrative procedures are implemented properly,
and the bank complies with local regulations and
laws. Therefore, the task of developing the work
plans and operational procedures to deal with
potential fraud must be entrusted to the risk
management, operational audit units or similar units.
A number of institutions consider this task as part of
the overall risk management mission, supported and
assisted by the internal audit and other departments
concerned with the development of strategies for
addressing problems related particularly to fraud.

It is proposed that a bank create an independent
function for risk management to manage risks of all
business activities and cover all aspects of risk. The
main purposes of this function are to identify,
analyze, assess and follow up the risks associated
with any task or transaction within the bank to
ensure that the activities of the bank are conducted
pursuant to the policies of the board of directors
regarding market risk, operational and credit risk. In
this  regard, risk ~management contributes
significantly to the development of maintenance and
following up internal controls.

Regarding the measures for controlling and
combating fraud, specific tasks should be designated
for internal auditing, risk management and quality
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control and internal control and other concerned
departments. These tasks shall be in addition to, or
part of the follow-up activities carried out by these
departments during their daily work.

Banks should establish a special unit for compliance
headed by a committee or a compliance officer. The
compliance program usually reviews a wide range of
controls, such as the regular lending limits, tax and
securities issues, reporting requirements and
disclosure. With regard to combat and control of
fraud, the compliance officer is expected to issue
guidance on the impact of new regulations and laws
on fraud regarding the bank business and
procedures; and to assess compliance with these
laws, regulations and directives of SAMA.

The fraud control committee shall not usually be
involved directly in the follow-up of internal
control. Its work in this connection shall be limited
to the collection of relevant information on the
follow-up efforts made by the bank for ongoing
reporting on the policy for combating and
controlling fraud.

3-7-2-2 External Follow-up

The bank shall undertake the responsibility of
evaluating the effectiveness of the bank's internal
controls, and the bank's internal and external
auditing bodies shall be entrusted with the
implementation of the bank's responsibility. SAMA
will also assess the effectiveness of the systems of
internal controls at the bank as part of its
examination program.

Evaluation by external evaluators is essential to
provide an independent and neutral confirmation of
the effectiveness of the internal operational controls,
validity of management systems, accounting
controls and correctness of financial information.
The external auditor also provides an assessment
with regard to the quality, reliability and strategy of
internal auditing function at the bank. The board of
directors should be aware of the performance of

internal auditors.

The effectiveness of the external auditing in the
detection and combat of fraud must not be
overestimated.  External auditors focus on
submission of financial reports to determine the
extent of compliance with accounting standards and
regulations and laws in force. As far as the risk of
fraud results from the failure of such compliance,
the work of external auditors provides a certain level
of control of fraud. However, non-compliance of
this type, which the external auditors are used to
reveal in the assessment, does not constitute an
adequate instrument for revealing risk of fraud in
banking. Consequently, fraud must be confronted
primarily through operating and control systems, as
well as through the internal and external auditing,
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which is another element of auditing.

The use of external auditors as advisors to the
management may lead to a conflict of interests
when, for example, they undertake the responsibility
of setting an accounting system and are, requested
later on to evaluate the system when performing
external auditing. Therefore, banks and auditors
shall strike a balance between potential conflict of
interests and the cost of using one external auditor
for interrelated work and the time to be saved. The
prevailing professional standards allow an external
auditor to perform a job not included in external
auditing for one client, provided that the auditor's
objectivity and independence must not be affected.
The banks that wish to engage external auditors for
other advisory services shall try to separate the
advice the auditor can give from the administrative
responsibility or operational execution, which may
not be undertaken by an auditor.

3-7-2-3 The Policy of Following up Control and
Combat of Fraud

The fraud control committee must follow up the
implementation of the policy of combating and
controlling fraud. The results of this follow-up must
be reported to the senior management and the board
of directors.

The following performance measures represent
examples of major statistical indicators (in addition
to any other measures prescribed by any particular
bank), which can be used to follow up the
effectiveness of a bank's measures to control fraud:
Extent of the difference between the risks assessed
by the bank and risks assessed by insurance bodies.
The difference between the effectiveness of controls
evaluated by the bank and those evaluated by
insurance bodies.

Number of cases of normal suspected fraud and the
number of such cases that have not arisen during the
assessment of fraud.

Number of big suspected fraud cases and the
number of such cases that have not arisen during the
assessment of fraud.

Number of working days from the beginning of
addressing fraud cases to the time when the
addressing has ended.

The difference between Percentage of the number of
proven incidents of fraud and the amount of
consequential lost funds and the number of alleged
fraud cases referred to investigation and their value.
Number of times of recovery of funds and the
amount of recovered funds in comparison to the
number and value of alleged fraud cases referred to
investigation.

The fraud control committee shall provide the
executive management with regular reports on
statistical operations listed above and update this
information at least on a quarterly basis.
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The internal auditing shall review the sound
implementation of control and combating fraud
policy at least biannually or after any significant
changes in the areas of the bank business. The
results of this review must be used to redevelop
control and combating fraud policy to improve
performance and enhance policies and procedures.
This review must be followed by reassessment of
the risk of fraud in the bank. This would not be
possible unless all the units of the bank participate in
the process of risk assessment and control of the risk
on an ongoing basis, especially when significant
changes occur in the business areas, job risks or
controls.

3-8 Seventh Basic Condition: System of
Notification of Fraud

3-8-1  Introduction

An official system shall be put into effect for
internal notification of actual or suspected fraud. All
staff must be clearly informed of the structure of the
system and procedures for dealing with the
notification of fraudulent acts. As part of this
system, proper policies and mechanisms for the
protection of suspects (if no proof was established of
involvement in fraudulent acts) as a result of
notification of fraudulent acts must be in place.
Mechanisms should be developed to facilitate and
encourage customers or the public in general to
notify of cases of suspected fraud internally and
externally. An official policy must be applied to
external notification of certain authorities to SAMA
and competent security authorities.

3-8-2  Guidelines

A system of internal notification of actual or
suspected fraud must be put into effect. All staff
must be clearly informed of the structure of this
system and procedures for dealing with the
notification of fraudulent act.

Arrangements required will be affected by the size
and structure of the bank (such as the number of
branches, their locations and the number of
operational units).

Initial  training should cover structures and
procedures of notification described in the
employee's booklet and in the policy on combat and
control of fraud.

An accurate concentrated summary on the
arrangements of notification of fraud should be
prepared for distribution to all staff and should be
published regularly on bulletin boards and in
internal newsletters.

To ensure proper conduct of reporters in following
up their complaint, staff must be trained on the
following:

How should they act if misconduct is seen at the
work site.
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What are the available internal notification
mechanisms and how they work.

What are the preventive measures to protect those
using notification mechanisms.
What are the available
channels.

Staff should be encouraged to file complaints
without forgetting to mention their names. To this
end, it is important that an employee should really
be convinced that the complaint will be treated
confidentially and that there are mechanisms in
place to protect him against any reprisals.

An employee should be aware that any suspected
fraud must be reported. The failed fraud act is as
dangerous as a successful one that leads to a real
loss of funds. If this unsuccessful attempt is not
notified, the perpetrator will have an opportunity to
try again with his fraudulent act.

Complainants must be informed that their
complaints are taken into consideration and that
appropriate measures will be taken. Complainants
must be informed of the final results of all notified
cases.

A motivation program shall be set up for employees
who report cases of fraud once discovered.

external notification

3-8-2-1 Channels for Notification

Employees' complaints and notification reports must
be submitted, in general, to their immediate
superior. It is advisable that a written summary of
the complaint be provided. The superior, on his part,
shall submit it directly to the concerned member of
the senior management.

If the notification is about the superior or if the
employee has any valid fear of submitting the report
to his immediate superior, there must be an
alternative channel to submit a confidential report
directly to the concerned member of the senior
management.

If the notification report is against a member of the
senior management, there must be a notification
channel to the chief executive officer at the bank.

It would be advisable to have a telephone hot line
which an employee can use for notifying of actual
and suspected fraud acts. The hot line should be
integrated with other notification channels and
procedures mentioned in this section.

It is expected from the staff, in general, to follow the
reporting channels within the bank. Nevertheless,
employees must be informed that they may notify of
any corrupt conduct directly to SAMA, if the
employee is not willing to notify of it directly to his
immediate superiors, to the concerned member of
the senior management, or to the chief executive
officer.

3-8-2-2 Protection of Notification
As a part of the system for notifying of fraud, proper
mechanisms and policies must be developed for
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supporting reporters and protecting them against
reprisals as a result of their notification of fraudulent
activities.

The employee's booklet and the bank's notification
policy for controlling and combating fraud must
indicate that severe penalties, including indictment
of misconduct, legal prosecution and dismissal from
work, shall be enforced against the person who
harms any person notifying of fraud or a corruption
act.

A person notifying of fraud shall not be protected if
the investigation reveals that the notification has
been reported due to malice or ill will.

Specific measures must be taken to eliminate the
fear of retaliation and the prevailing feeling among
employees that the one who notifies of fraud and
corruption acts may get harmed. This message must
be delivered to employees clearly and regularly
through newsletters and other means of internal
communication.

3-8-2-3 External Notification

Each bank needs to set a clear official policy and
detailed procedures for notification of fraudulent
acts and corruption to SAMA and concerned
security authorities.

Fraud is a criminal act. When the bank believes after
investigation that a proven act of fraud has been
committed, the case must be referred to the police
and reported to SAMA. Other firms, such as
insurance companies, may also be concerned in
certain cases and these should be identified as part
of the bank's comprehensive policy.

Requiring the bank to notify of fraud shall not lessen
its power to decide the appropriate treatment to be
applied, such as legal prosecution, administrative
measures, civil treatment or recovering money
through disciplinary actions or refraining from
taking any other measure.

Police intervention, especially when the amount
involved is large, plays a significant role in
alleviating the loss and damage resulting from fraud.
The police may be able to intercept or freeze stolen
money or to prevent the spoil of evidence through
using its own resources or in cooperation with
Interpol or any other international authority
operating in the area of law enforcement. Therefore,
it is important that the policy to combat fraud at the
bank should allow taking a quick decision at the
level of the executive management to implement
actions, reduce the damage and protect the interests
of the bank without any delay in cases of dangerous
fraud and corruption.

The bank should inform SAMA of all serious fraud
and suspected fraud cases.

Notification of SAMA by a bank does not lessen its
responsibility to refer fraud cases to the police or
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other competent security authorities such as the
Financial Investigations Unit (FIU), if necessary.

3-8-2-4  Receiving Notification Reports from
Customers and the Public

Mechanisms must be developed to facilitate and
encourage customers and the public in general to
notify of suspected fraud cases, and external fraud.
Banks, for example, shall consider the best method
of how to receive complaints and reports on fraud
from customers and ordinary citizens to deal with
these complaints and reports. To this end, banks can
make use of their web sites.

3-9 The eighth basic condition:
Standards

3-9-1 Introduction

Staff at operation departments and those responsible
for internal investigation must be provided with
clear formal guidelines and procedures to ensure the
treatment and investigation of fraud efficiently once
detected. The roles and duties of the investigation
organ shall be clearly defined and explained. The
standards set in force in this connection by the bank
must ensure rapid and efficient investigations so that
in every case of suspected fraud, a decision can be
taken quickly. A structure for control information
and documentation must be set to ensure the
protection of evidence and proper record keeping.
The management shall have in place a notification
structure for following-up investigations. SAMA
must be notified of all significant fraud cases.

Investigation

3-9-2 Guidelines

Operation staff and those responsible for the internal
investigation must be provided with clear formal
guidelines and procedures to ensure the treatment
and investigation of fraud efficiently once
discovered.

The procedures for addressing and investigating
fraud cases are very important particularly in the
early stages, so as not to affect subsequent
investigations.

Staff training may be required, and a special training
for selected employees may be needed.

A record of all known cases of fraud discovered and
investigations conducted must be maintained.
Systems must be developed to follow up
investigation and report its current status and results
of its progress and continuous updates should be
made. The management shall use reports to follow
up the investigations. It is supposed that the senior
management or the fraud control committee should
receive programmed and regular reports on the
status and progress of the investigations.

The management plays a guidance role. It may not

44

gl 48 jal alad) 5!

Jie gabaia) il s aY) 4 cilead Jdkal )
cAalal xie (FTU) Gl @l yaill sas g

b sl s eaall (e A WD) 4-2-8-3

08 YL Jseandls eDleall ol ndiis Jagnitl il s
Olia o gl ey lal Jliall s Ly ania) JliaY) el
TV dabeiall 5 (5 5l DY il 3l S ¢
colED 5 (o AT 53 dallaad il ikl gall 5 e Dlaadl (pa

3] A5 puSial) A8 e Lglaiin padins of sl (Sag
cpaal

D GRaT) plea 10l aladl) byl 9-3

:dadia 1-9-3

el ya) s ol AN Giatl il ey Jariil) il ge 3y
2 e 56l JLiaY) eliatind 5 dallae o XU daizl 5 dan )
C sas Baane Giadll Jlea a5, el 58 o 5 il
3 pa o il Ly el e of iy 2Ae seda s
Jhia) Alla IS 8 (S Cumn Adlad g Ao sy i) ¢) )
Ll mg 5 el JSEIL i)l el S Ly 4
Al Jaliia) 5 AN len e L) 35 e slaal
Aadlial £34 Al )Y Jsliie (B 008 o 5 e eBlally
a‘).ug\ dl.jl;\}(\ Nl ] aai) :\.uu}o &)_:j [N [IXS U_i&:\s;d\

s allay 2-9-3

Sl pa) s ol b sl Gaiail) ik ge y Joail) ik ge 55
L e el Jlial) o laiind 5 dallaa (o SHl Al daan
anl il Batl y Jloa¥) dallae o) ) Jeads 4llig)
A ligsally e Y Cumy V) dal ol G dals

ool il elly Jad Lag )5 Lislhae ()5S 38 (il sall Gy )y
D liganll 5 aie i) JaY) cN s ppead Jasy LliaY)
axiling anay oo £y st Anbiad dalad pay 5 eyl
il ) a0 o 5 W) e s . paline JS i
A8 e Aad g Llal) 5 lay) sl o (g shal) ey il
AT g aaay Jn Asa iy Aaliiie )i JUiaY)

5 8he (Jhleti of Ll s Vs ceunsi st s Y1 s
L Jam ol Giatl) Adec



S A 5 )y

directly get involved or intervene in the process of
the investigation.

3-9-2-1 Receiving a notification of alleged fraud
Appropriate structures of responsibility and channels
of notification must be used (see the second basic
condition entitled "Regulatory Framework and
Structures of Responsibility" and the seventh basic
condition entitled "Systems of Notification of
Fraud").

The responsibilities of the person who receives a
notification of suspected or discovered fraud should
be defined clearly in the bank's guidelines for
controlling and combating fraud.

The person who receives such notification or who
discovers fraud or potential corruption shall mainly
be responsible for recording all the details of the
notification or suspicion as soon as possible in a
confidential file referred to as a case report.

Details to be registered shall include the following
(without any particular order of priority):

The date and time of the notification, incident or
suspicion.

The name of the complaint (if applicable).

The name of the notifier, the incident or suspicion.
The details of communications.

The nature of the notification.

The time or period of alleged fraud.

The circumstances of the alleged crime.

The location of the alleged crime

The name or names of the accused.

The address (es) of the accused.

The amount involved of the alleged fraud.

5. Any written notification received must be
dated, stamped and dealt with in the same way as an
oral allegation of fraud is addressed.

3-9-2-2 Initial Evaluation

The purpose of the initial evaluation of suspected
fraud is to determine whether there is a ground for
the notification or suspicion and the best measures
to be taken.

Quick probe into all cases of alleged fraud shall be
made. Suspected perpetrator may not be warned on
the basis of the initial evaluation.

It is worth mentioning that the accused has rights
under the law. No action may be taken (such as
investigating  employees)  without a  prior
consultation with the concerned members of the
senior management and the Fraud Control
Committee, Fraud Control Officer and other
authorized staff, as applicable, pursuant to the fraud
notification system at the bank.
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Failure to follow the procedures in force for
investigating fraud and interrogating employees
involved may lead to impairing the disciplinary
action and failure of any prosecution in the future.
The confidentiality of the complainant and the
recipient of the notification of fraud must be
protected.

The initial evaluation must be conducted after
properly trained employees have collected available
evidential information, provided that such collection
of information should not disrupt any subsequent
investigation.

Based on the information available, necessary
decision must be taken regarding the measures to be
taken. The decision shall be one of the following
conclusions:

The complaint is groundless and no further measure
is needed.

The case must be referred to a higher director or to
the Unit for Investigating Fraud Acts at the bank for
further investigation.

The case needs SAMA advice, the police or any
competent legal authority to judge whether the crime
has been committed or not.

Decision on the case must be recorded together with
the following:

The reason for the decision.

The article of the law according to which the
decision is taken.

Measures to be taken (if any).

The identity of the person or external authority
responsible for taking any subsequent measure.

The name and position of the person who took the
decision.

The date of the decision.

Possible options to conduct the investigation include
the police, external auditors and investigators, and
the bank's own staff or departments, such as Unit or
Director of the Fraud Combat Unit, internal auditors
or other internal audit units.

Based on the size and nature of the alleged crime
and the required expertise and resources available, it
may be appropriate that a specific department makes
the required investigation to form an opinion that a
criminal act has been committed and the subsequent
investigation be left to the police. These matters
must be discussed with the external authorities
concerned, such as SAMA and the police.

3-9-2-3 Updating of case reports

Responsibility must be clearly defined and the
necessary regulations should be set to ensure the
preservation of full and complete records of all fraud
reports and cases.

Report on a particular case must be updated if any
significant change occurs in the case or on a
quarterly basis, whichever is earlier.

The bank shall be responsible for updating reports of
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the case.

SAMA or any authorized representative appointed
by it may at any time request to examine any case
report, and the bank concerned must be able to meet
this demand immediately.

A bank is not required to conduct any subsequent
updating when the file is closed, i.e. as it is with the
judiciary, at the completion of administrative work,
or when the bank takes a decision not to take any
subsequent measure.

Reports of the closed case must be kept for a period
of five years at the offices of the bank, and may then
be stored at remote locations where they may be
recovered at request.

SAMA must be informed of the closure of any case
when the concerned fraudulent activity is on the
threshold of notification or exceeding it.

3-9-2-4  Application of the Investigation Plan
When a decision is taken, in consultation with
external authorities, that the bank may proceed with
investigating a suspected case of fraud (at least to an
agreed point), a plan must be set for this
investigation from the beginning by the team leader
and approved by the senior management.

Planning process must take into account the
following:

The scope and conditions of the investigation.

The specific issues and matters that must be
investigated in depth.

Identification of operational areas and key
employees who will participate in the investigation.
Identification of required specialized expertise or
support.

The expected cost of the review and the length of
time needed.

The features of the review, its main points and the
date of submitting the report.

The possible outcomes.

Effective and efficient investigation in an act of
significant fraud is a complex one, requiring
specialized expertise and resources. It may need a
working team of several specializations, such as
information  technology, accounting and law,
cooperation with the police. It is therefore important
that the investigation be conducted by officials with
required skills and knowledge whose skills must be
continuously enhanced through training and
professional development.

The head of the investigation team must constantly
re-evaluate the need for the participation of the
external authorities and consultation therewith.

The suspected perpetrators must be banned from
undertaking their duties during the investigation, but
the timing of informing the suspects and the
measures to be taken in a advance must be carefully
considered. It may be necessary, for example, that
the security officer make arrangements to transfer
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the accused from his work location in the bank and
put him under actual police custody to ensure the
non-destruction of evidence or inflecting any harm
on the bank or its systems.

3-9-2-5  Evidence Protection

It is very crucial to make sure that any form of
evidence must not be lost or destroyed during the
early stages. It must be ensured that the police has
specialized necessary skills and equipment to
preserve  evidence and  conduct judicial
examinations.

A record of the locations from which evidence is
obtained must be maintained.

The original documents must be protected and
maintained in a safe place; such important
documents must be replaced with copies thereof and
kept in official files if necessary, so as to use the
original in the conduct of any official procedure.
The original documents must not be marked with
any distinctive signs.

Paper documents and slips of paper which may
constitute evidence must not be handled, but they
must be placed within a transparent plastic file
permitting reading the document without handling
with hands. The name of any person who handles
such documents must be registered for use in the
future.

Important evident Information can be kept, for
instance, on a printing tape, slip of paper or a copy
book that looks empty. These items may provide
valuable information to a trained specialist. Every
possible effort must be made to protect these items
from contamination.

Significant discussions with key officials must be
documented.

Important evidence could be found in the office of
the accused, his file safe, closed drawer, briefcase or
in his car. Before inspecting these places or banning
access to them, the bank's legal affairs department
must be consulted about the legal consequences of
such action and for reaching the conclusion that the
accusation was not based on any ground.

If computers were used to commit a fraudulent act,
an expert must be consulted before making any
attempt to protect the data stored in the computer or
other storage media concerned, and to analyze or
even access them. Negligence in taking proper
precautionary measures may result in creating
destructive or self-destructive programs that could
damage the computer hardware or destroy important
evidence.

When assessing aspects of computer fraud, priorities
of the investigation team must be to protect the
hardware and the network, which may have been
accessed by the accused, in order to ensure
continuity of operations and services and protect
storage media and codes and other items that may be
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used as evidence. It may be necessary to seek the
help of computer experts and other internal and
external specialists to set and implement protection
controls.

When the data manager, systems analyst, network
specialist or information technology specialist is
highly skilled, it is particularly important to make
sure not to give such a person any advance warning
about the investigation. After discussions with
efficiently qualified employees, all rights of entry
and access to all systems must be withdrawn as a
first priority.

3-9-2-6 Recovery of the proceeds of fraud
Recovery of all losses resulting from fraud must be
pursued, whether punitive measures have been taken
or not. Control systems must be reassessed after the
fraudulent act to avoid its recurrence.

Recovering the proceeds of fraud and other losses
can be pursued through criminal prosecution or
through other channels, such as administrative or
disciplinary measures.

3-10 Ninth Basic Condition: Code of Conduct
and Disciplinary Measures

3-10-1 Introduction

Banks shall develop an appropriate code of conduct
and circulate it to employees, suppliers, customers
and the public in general. A clear message must be
sent that fraud will not be tolerated with and its
perpetrators shall be subject to disciplinary
measures. In this regard, the code of conduct will
constitute a starting point, supported by specific
standards and policies which cover all employees
and create a climate of ethical conduct inside the
bank. These standards must extend to the hired
employees, private  contractors, suppliers,
consultants and all parties dealing with the bank and
its functions.

3-10-2 Guidelines

Banks shall develop proper code of conduct and
distribute it to employees, suppliers, customers and
the public in general.

The code of conduct shall cover all categories of
staff at the bank.

This code of conduct must be extended to the bank's
contracted employees, private contractors, suppliers,
consultants and agents, and any person dealing with
the bank or with its functions.

Different codes of conduct or minimum codes of
conduct and disciplinary procedures can be set to
cover the bank as a whole. However, such codes of
conduct must be applicable to particular situations in
certain departments or sections.
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3-10-2-1 Codes of Conduct

Setting and distributing codes of conduct could help
in identifying the behavioral and ethical standards
required at the bank. They must reflect and describe
the integrity of the bank's employees, their ethical
values, and competence; personal and professional
behavior expected of all staff; the philosophy of the
bank and its operational system; the means on basis
of which the management of the bank determines
powers and responsibilities, and the way in which it
develops the competence of its members; attention
paid by the board of directors to these standards and
its guidance thereto.

The massage contained in the Code of conduct must
be reinforced by using other forms of official
documents, such as employee's booklet and
procedures (including a booklet manual on
controlling and combating fraud) with necessary
details, newsletters and circulars which can be used
to effectively promote these standards and
strengthen them regularly.

3-10-2-2 Disciplinary Standards

The employee's booklet must specify disciplinary
measures to be taken by the bank against employees
who are convicted of fraud.

A head of a department may not generally accept the
resignation of an employee under investigation
because of his dishonest behavior or any other
immoral behavior that requires his dismissal from
service. Although the resignation of such an
employee may be considered as a means for saving
time and cost involved in the dismissal from service,
there is a possibility that he may continue practicing
fraudulent acts while working at another institution
or firm. This may cause embarrassment to the bank
that allowed this person to resign, or file a law suit
against the bank.

3-10-2-3  Standards Applicable to Temporary
Staff and Employees of External Outsourcing
Entities

The same standards applicable to the management of
the bank and its staff must apply to temporary staff
and other employees of external entities with which
the bank is outsourcing. The entities must realize the
bank’s ethical aspirations that they are expected to
meet.  For optimal benefit from outsourcing with
the external entities, banks must establish
management and control systems that would control
costs and reduce fraud, waste of resources and
mismanagement as much as possible.

When it depends on external human and technical
resources to perform certain services, the bank shall
make sure to monitor the employees of contracted
firms and evaluate their performance to determine if
there is a risk of fraud and take necessary measures
to combat and detect such fraud.
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The risk assessing process aimed in particular at
determining the risk of fraud involved in a particular
contract represents a part of risk management
described in the third basic condition under the title
"Assessing the Risk of Fraud". Once risks are
identified, managers shall develop strategies
applicable to that contract.

Strategies aimed at reducing risks associated with
outsourcing must be set in full details and must
include specific arrangements for guidance and
control to ensure sound financial management,
effective accounting and clear courses for accounts
audit.

In order to mitigate risks, managers should have the
necessary skills or receive the necessary training to
take appropriate decisions concerning the issues
involved in outsourcing.

In outsourcing with external parties, the legal
department at the bank must ensure that procedures,
guidelines and instructions of SAMA in this regard
are taken into consideration.
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