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Saudi Arabian Monetary Agency

Draft of Outsourcing Regulation for
Insurance and Reinsurance Companies
and Insurance Service Providers

5 July 2010

SAMA is pleased to introduce the draft of
Outsourcing Regulation for Insurance and
Reinsurance Companies and Insurance
Service Providers. SAMA is requesting
insurance companies, insurance service
providers, and the public to submit their
comments and views on this draft within 60
days of its publication on SAMA’s website
in a bid to approve and apply it. The
response shall be addressed to:

Saudi Arabian Monetary Agency
Al-Ma’ather Street - Riyadh

Cable: MARKAZI

P.O.Box 2992

Riyadh 11169

Saudi Arabia

Attention to Mr. Mohammad A. Al Shayea,
Director of Insurance Supervision

Fax: +966-1-466-2312

Email: mshayea@sama.org.sa
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Saudi Arabian Monetary Agency (“SAMA")

Outsourcing Regulation for Insurance and
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Reinsurance Companies and Insurance
Services Providers (“This Regulation”)

This regulation has been issued in both Arabic
and English. In the event of discrepancy in the
interpretation of the two texts, the Arabic
version prevails.

Part 1: Introduction

Purpose

1.

enumerates SAMA’s
requirements for insurance/reinsurance
companies and insurance  services
providers that have entered or are
Intending to enter outsourcing
arrangements. This regulation is also
applicable to all outsourcing arrangements
whether with domestic or foreign third
parties.

This regulation

This regulation is applicable to all
outsourcing arrangements entered into by
licensed insurance/ reinsurance companies
and insurance service providers under the
Law on Supervision of Cooperative
Insurance Companies promulgated by
Royal Decree M/32 dated 2/6/1424 H
including all  their branches and
subsidiaries licensed in Saudi Arabia
(hereinafter  referred exclusively as
“Insurers and  Insurance  Services
Providers”).

This regulation must be read in
conjunction with the Law on Supervision
of Cooperative Insurance Companies and
its Implementing Regulations, as well as
SAMA’s Market Code of Conduct and any
other regulation issued by SAMA.

Definitions

4.

“Outsourcing” refers to an arrangement
. under which a third party undertakes to
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. provide

to an authorized institution
(“Insurers and  Insurance  Service
Providers”) a service previously carried
out by itself or a new service to be offered
by it.

“Insurers and Insurance Service
. Providers” refers to any insurance/
reinsurance company and insurance

service provider licensed by SAMA under
the Law on Supervision of Cooperative
Insurance Companies and its
Implementing Regulations.

“Third Party”, refers to any service
provider to whom an activity is outsourced

. to. A third party can be a member of the

. Providers

group to which the institution belongs
(e.g., its head office, parent institution),
another branch or related company, or an
unrelated third party, whether located in
Saudi Arabia or elsewhere.

“Insourcing” refers to an arrangement
where Insurers or Insurance Service
utilize personnel provided
under a contract with a Third Party to
undertake functions within or outside the
company’s premises under its direct
supervision, control and management.
Insourcing contracts utilizing Third Party
personnel under the direct supervision and
control of Insurers or Insurance Service
Providers are exempt from the purview of
this regulation.

“Board” or “Board of Directors” refers to:

a) The Board of Directors, in the case of
a company incorporated in Saudi
Arabia.

b) A local board, a management
committee or a body beyond local
management empowered  with
oversight and supervision
responsibilities for the company’s
operations in Saudi Arabia, in the
case of an institution incorporated
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10.

11.

12.

13.

. underwriting,

- Outsourcing
. disrupted, has the potential to significantly

outside Saudi Arabia.

refer to
claims handling,
investment, risk management, finance,
internal audit, compliance functions and
primary decision-making processes such as
policy sales and renewals (for a typical list
please refer to the Appendix).

“Material Functions”

refers to an
which, if

“Material Outsourcing”
arrangement

impact an institution’s business operations,
reputation or profitability (for a typical list
please refer to the Appendix).

“Policyholder Data” refers to any

. information or document relating to the

affairs or policy of a policyholder (whether
kept physically or electronically and
whether held by Insurers themselves or by
third parties).

“Financial Data” refers to all financial data

. including books of policies, general and

sub-ledger, financial statements and
various financial data other than
Policyholder Data.

“Overseas” refers to locations outside of

» Saudi Arabia in which entities are subject
. to other jurisdictions’ laws and regulations.

Compliance Measures

14.

15.

Insurers and Insurance Service Providers
must establish appropriate internal
controls and procedures to ensure and
monitor compliance with this regulation.

Insurers and Insurance Service Providers
must maintain adequate records to
demonstrate  compliance  with  this
regulation, including outsourcing contracts
and an outsourcing policy.

Non-Compliance

16.

Non-compliance with the requirements set
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forth in this regulation will be deemed a
breach of the Law on Supervision of
Cooperative Insurance Companies and its
Implementing Regulations and licensing
conditions and may subject violating
Insurers and Insurance Services Providers
to enforcement action.

Structure of this Regulation

17.

18.

19.

The requirements for outsourcing
arrangements are outlined in parts 2, 3 and
the appendix of this regulation:

a) Part 2: Overarching Rules

b) Part 3: Specific Rules

c) Appendix: Examples of Material and
Non-Material Outsourcing
Arrangements

Part 2: Overarching Rules

Insurers and Insurance Services Providers
should ensure that Outsourcing does not
reduce the protection available to
policyholders and is not used as a way of

avoiding compliance with regulatory
requirements.

Insurance  companies and  Services
Providers have to comply with the
following:

d) Develop and put in place an

Outsourcing policy duly approved by
their Board of Directors within 180
days from the date of issuance of this
regulation for licensed companies or
from the date of issuance of their
license for unlicensed companies. If
such a policy already exists, Insurers
and Insurance Services Providers
should ensure that it is in compliance
with this regulation and provide a copy
of the policy to SAMA within 120 days
from the date of issuance of this
regulation for licensed companies or
from the date of the issuance of their
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license for unlicensed companies.

e) Make sure all new Outsourcing
arrangements as well as renewal of
existing arrangements are made in
accordance with this regulation.

f) Review their existing Outsourcing
contracts against this regulation and
seek post facto approval for contracts
assessed as Material Outsourcing
within 120 days from the date of
issuance of this regulation.

g) Submit details of all existing Material
Outsourcing arrangements to SAMA
within 120 days from the date of
issuance of this regulation.

h) Notify SAMA in the event of any legal
or regulatory violation in their
Outsourcing arrangements.

i) Rectify and remove deficiencies from
the existing contracts within 365 days
from the date of issuance of this
regulation or on renewal date of the
contracts, whichever comes first.

Accountability

20.

The Board of Directors and management of
Insurers and Insurance Service Providers
retains the ultimate responsibility for all
their Outsourcing arrangements, including
compliance with all relevant legal and
regulatory laws.

Obligations

21.

22.

The Board of Directors and management of
Insurers and Insurance Service Providers
should ensure that appropriate policies are
developed and implemented within the
proper risk management framework for
Outsourcing arrangements.

Insurers and Insurance Service Providers
should make sure that for Material
Outsourcing, SAMA and the companies’
external auditors have effective access to
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23.

24.

25.

26.

data related to the Outsourcing, as well as
to the business premises of the Third Party.

Insurers and Insurance Service Providers
should make sure that the process of
entering into Outsourcing contracts is free
from any conflict of interest.

The Outsourcing policy should provide for
the development, implementation and
update of detailed procedures for
managing Outsourcing arrangements.

As a minimum the procedures should
include the following;:

a) Roles and responsibilities of the Board
of Directors and management.

b) Risk identification criteria and risk
mitigation measures.

c) Systems for monitoring and controlling
Outsourcing activities.

d) Eligibility and qualification criteria for
selection of third parties.

e) All requirements set forth in this
regulation.

Insurers” and Insurance Service Providers’
management and Board of Directors
should ensure that all existing and
proposed Outsourcing arrangements have
been subject to a comprehensive risk
review process at inception and renewal.
This process should evaluate key risk
factors  namely  operational, legal,
reputation and regulatory risks and risk
mitigation strategies for each Outsourcing
proposal.

Before entering into an Outsourcing
arrangement, Insurers and Insurance
Service Providers are required to analyze
the business case and suitability of the
Third Party by conducting due diligence
on the following:
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27.

28.

a) The Third Party’s financial, technical
and professional background and
capabilities.

b) Impact of the Outsourcing on the
overall risk profile of Insurers and
Insurance Service Providers.

¢) Impact of the Outsourcing on systems
and controls within Insurers and
Insurance Service Providers.

The level and extent of due diligence will
depend on the nature of the Outsourcing
arrangement, ie., Material Outsourcing
will entail a more comprehensive exercise.

Insurers and Insurance Service Providers
must establish a method for assessing the
Third Party on a yearly basis and retain the
necessary expertise to supervise their
outsourced functions effectively.

Insurers and Insurance Service Providers
are required to provide third parties with a

copy of this regulation.

Part 3: Specific Rules

Section A: Contract Setup

29.

Insurers and Insurance Service Providers
should document their Outsourcing
arrangements through a written, legally
binding contractual agreement compliant
with all applicable regulatory and legal
requirements. As a minimum, the contract
should incorporate the following:

a) Contracted parties

b) Scope of the contract.

c) Service levels and performance
requirements.

d) Audit and monitoring procedures.
e) Business continuity plans.

f) Default arrangements.
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30.

31.

g) Pricing and fee structure.

h) Dispute resolution mechanisms.
i) Liability and indemnity.

j)  Contract Period

k) Confidentiality, privacy and
security of information.

1) Contractual obligations of the Third
Party in case of subcontracting all or
part of the Outsourcing
arrangement.

m) Reporting and escalation
mechanisms.

n) Commitment from the Third Party
to report to Insurers and Insurance
Service Providers any control
weaknesses or adverse
developments in its financial
performance.

0) Commitment from foreign third
parties that there are no regulatory
impediments to the data and record
access.

The contract should allow for renewal,
renegotiation, default termination and
early exit so as to enable Insurers and
Insurance Service Providers to retain
control over the outsourced activity. In
addition, SAMA has the right to terminate
the outsourcing contract, in case of non-
compliance with This Regulation and other
related regulations.

Furthermore, the contract should
incorporate a clause for providing SAMA
access to documentation and accounting
records in relation to the Outsourcing. The
contract should ensure that SAMA, the
Insurers’ and the Insurance Service
Providers’ internal and external auditors
have access to the premises of the Third
Party.
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32.

The contract should preferably include
Saudi Arabia as the legal jurisdiction.

Section B: Policyholders’ rights

33.

34.

35.

36.

Section

Insurers and Insurance Service Providers
should institute a defined internal
mechanism for receipt and resolution of
any policyholder complaints regarding
their outsourced services while the
Outsourcing contract should include
appropriate clauses to ensure that the
Third Party will facilitate the resolution
mechanism.

Insurers and Insurance Service Providers
should establish proper safeguards to
protect the integrity and confidentiality of
Policyholder Data and Financial Data
including but not limited to:

a) Obtaining non-disclosure
agreements.

b) Providing Policyholder Data and
Financial Data to a Third Party on a
need-to-know basis only.

¢) Requiring third parties to segregate
their data from other data pools.

Upon termination of the Outsourcing
arrangement and contract for whatever
reason, Insurers and Insurance Service
Providers should ensure that all
Policyholder Data is either retrieved from
the Third Party or destroyed. Any
exceptions should be reported to SAMA.

In addition to This Regulations, Insurers
and Insurance Service Providers should
refer to SAMA’s Market Code of Conduct
Regulation for data confidentiality and
security.

C: Requirements for Material

Outsourcing Arrangements

37.

Insurers and Insurance Service Provides
should seek SAMA's written approval
prior to undertaking any Material
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38.

39.

40.

41.

42.

43.

Outsourcing.

Material Functions should be assessed on a
case-by-case basis and approved by SAMA
before being outsourced.

Proposals for all Material Outsourcing
should be submitted to SAMA in writing,
at least 30 working days for domestic third
parties and 60 working days for foreign
third parties prior to the proposed date of
commencement of the Outsourcing
arrangement.

The Board of Directors must ensure that
senior management has assessed each
proposed Outsourcing function
qualitatively and quantitatively and
classified it as material or non-material
prior to submitting to SAMA.

Insurers and Insurance Service Providers
may seek SAMA's guidance if uncertain
whether or not an existing or new
arrangement is considered material.

For Material Outsourcing, the contract
should include provisions that prohibit
subcontracting without the prior approval
of Insurers and Insurance Service
Providers and SAMA.

Insurers and Insurance Service Providers
should immediately report to SAMA any
breach of legal and/ or regulatory
requirements or any developments relating
to a Material Outsourcing arrangement.
They should also report measures
proposed and taken to ensure continuity of
service.

Section D: Requirements for Overseas
Outsourcing Arrangements

44.

For any proposed Outsourcing
arrangements  involving  transmission,
processing and retention of Policyholder
Data and/ or Financial Data and/ or
Material Outsourcing to a Third Party

O ol o Lon sl aled) o5 o Gy g0
Ji dnsd) J8 e adiad ol saa Jde A
Lol Sl

Alee iy dalal) s i) olud o iy 49

dee o5 30 dB ¢ Gl Al ) 48

605 Olaall clardl) asal dually BY) e

e eila ¥ Cpaall laadll ediad Jee
ALY i ead Rl o Ul

MY O e o YD G ey
ipalll (e da e M) Fage JS Crad 35 Llal)
S A AeeS Lgitiay sl de gl

A sall ) gy J8 Ay 0 n

O Soall Geal) S50 cpdal) SIS S )
o0 S e Jla b desd) gl a0 i
CPRINRVEER [ P Y 5 R B - P

N ei EBLYTS

Sal) Jady O g A sa ol By Al 42

e 488 g () 52 LI (e JBlail) piad GalSa|

5 oaoall el G yE s il Gl E e
sl

3oall el S yE g el S L e g 3
clllaiall b dddlae ol T duusal als of
Glati ekt o o dgedamll ol Ay gl
lede o LS L n pledd Sy i
33l s da yiRdl Gl jaY) ad g of L
Aeadll ) jaiuy

oAl

(8 Ganali da e i) s Y Al 44
S GUN s by Laisy dallag
S Aass alee sl i/ ALl el
SN Al b Ly Al s Gk
Gl all i/ 5 Al CailSall i/ 5 dannss )

13



Saudi Arabian Monetary Agency

Insurance Supervision Department

located overseas (including head offices
and/ or regional offices and/ or affiliated
entities of insurers), Insurers and Insurance
Service Providers should provide the
following  information to  SAMA
accompanying their request:

a) Details of the function to be
outsourced.

b) Categorization of the function
(material or non-material
Outsourcing).

c) Reason for Outsourcing.

d) Details on the Third Party located
overseas.

e) Details on the nature and disposal
of the data to be transferred.

f) Details on the confidentiality
agreement between Insurers or

Insurance Service Providers and the
Third Party.

g) Confirmation in writing by Insurers
or Insurance Service Providers
supported by a legal opinion
affirming SAMA’s right of access to
the Outsourcing activity at the
Third Party.

Section E: Control and Monitoring

45.

Insurers and Insurance Service Providers
should ensure that their business
continuity is not compromised by any
Outsourcing  arrangements. For all
material ~ Outsourcing  arrangements,
Insurers and Insurance Service Providers
should have a contingency plan which
outlines the procedures to be followed in
the event of sudden termination of an
arrangement or the inability of a Third
Party to fulfill its obligations under the
Outsourcing agreement for any reason.

In addition, Insurers and Insurance Service
Providers should document within their
business continuity plans, the availability
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46.

of alternative third parties or the
procedures for bringing the outsourced
material function in-house.

Insurers and Insurance Service Providers
should put in place an internal structure to
monitor, manage and control all of their
Outsourcing activities and to provide
timely reports to senior management. The
nature and scope of this structure will vary
within Insurers and Insurance Service
Providers depending on the level,
complexity and materiality of the activities.

Appendix: Examples of Material and Non-
Material Outsourcing Arrangements

47. The following are typical examples (non-

exhaustive list) of Material Outsourcing
arrangements:

a) Arrangements involving financial
data (e.g., outsourcing an accounting
function).

b) Applications processing (e.g.,
purchasing a new policy).

c) Back office management (e.g., funds
transfer and payroll processing).

d) Claims administration (e.g., risk
adjusters, loss assessors, and TPA’s).

e) Actuarial services.
f) Complaints handling.
g) Investment management.

h) Information system management
and maintenance (e.g., data entry
and processing, data centers, IT
hosting, end-user support, and local
area networks).

i) Manpower management (e.g.,
benefits and compensation
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k)

administration, staff appointment,
and training and development).

Marketing and research (e.g.,
product development, data
warehousing and mining, call
centers, and marketing and
telemarketing of insurance products
and services).

Business continuity and disaster
recovery capacity and capabilities.

48. The following are typical examples (non-
exhaustive list) of non-material
Outsourcing arrangements:

Utilities such as telephone and
electricity.

Market information services.

External audit and independent
audit assessments.

Advisory services (e.g., legal
opinions).

Independent consulting.
Mail and courier services.

Printing services (e.g., policy
wording, forms, and business cards).

Purchase of goods including their
after sales or other support services,
commercially available software,
and other commodities.

Credit and background check and
information services.

Employment of contract or
temporary personnel, head hunting
services, employee assessment, and
consulting on staff development.

Security services.
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