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 :خيهٌد - 1
٬ن٠ل ٥ـج جٝؿ٬ٝل ي٧جدً افنحؿ٬ر ُح٠ر ١٠ ج٧ٝجظخ ؤؾـ٥ح دحلاُسدحف 

 سو٬٠ٟ ؤ٧ س٬٬ٟٚ جٝل٬حلر جٝؾحور د٠ٜحٖػر ٠٧فجٙدر ٬ٞ٠ُحز ؿ١ُ
جلاؾسلاك ٧ جلاػس٬حل ج٠ٝح٫ٝ ٫ٖ جٝد٧٢ٛ جٝسظحف٬ر جِٝح٠ٞر ٫ٖ ج٠٠ٜٝٞر 

.  جِٝفد٬ر جٝل٧ِؿ٬ر
٧سِسدف ٥ـ٣ جٝي٧جدً ٠ٜ٠ٞر ٝٞس٠٬ِٞحز جٝلحدٚر جٝوحؿفذ ١ُ ٠ئللر 
ج٢ٝٚؿ ٠٬ٖح ٬ؾه ٠ٜحٖػر جلاؾسلاك ٧ جلاػس٬حل ج٠ٝح٫ٝ ، الا ؤ٦٢ح ـجز 

ًحدَ ؤٜصف ن٬ٝ٧٠ر، ٧سسي١٠ ي٧جدً س٦ؿٕ ا٩ٝ ٠ٜحٖػر جلاؾسلاك ٧ 
. جلاػس٬حل ج٠ٝح٫ٝ، ٦ٝ٧ـج ٜح١ سِؿ٬ل ٧٢ُج١ جٝؿ٬ٝل ٬ِٜٝك ٥ـج جلاسظح٣
ؤُؿز ج٠ٝئللر ٥ـج جٝؿ٬ٝل ٠ٝلحُؿذ ج٠ٝؿفجء ٧ٜدحف ج٠ٝلث١٬ٝ٧ ٫ٖ 

جٝد٧٢ٛ ٩ُٞ س٬٬ٟٚ ٠ؾحًف ػؿ٧ش جلاػس٬حل ٫ٖ جٝد٧٢ٛ ٬ٗ٬ٜ٧ر جٝسوؿ٪ 
٠ٝصل ٥ـ٣ ج٬ٞ٠ِٝحز ٧ـٝٛ ١ُ ًف٬٘ السفجس٬ظ٬ر ُح٠ر ٠ٜٝحٖػر ٠٧فجٙدر 

سلس٢ؿ ٥ـ٣ جٝس٠٬ِٞحز . ٬ٞ٠ُحز جلاػس٬حل د٠ح ٢٬حلخ ٜل د٢ٛ ٩ُٞ ػؿ٣ 
جلإفنحؿ٬ر ا٩ٝ سلِر نف٧ً ؤلحل٬ر لاسؾحـ السفجس٬ظ٬ر ٖحُٞر ٠ٜٝحٖػر 

ٜٝل نفً ؤلحل٫ ٠ٚؿ٠ر . جلاػس٬حل ٧جٜٝنٕ ٤٢ُ ٧جٝل٬ًفذ ٤٬ُٞ
٧٠ظقذ ٧ُح٠ر س٦٬ٞح ي٧جدً افنحؿ٬ر ٠ػؿؿذ سف٫٠ ٠ٝلحُؿذ جٝد٧٢ٛ ٫ٖ 

. سًد٬٘ ٥ـ٣ جٝي٧جدً 
 

٧د٦ؿٕ ٧٠جٜدر س٧ًف ج٠٠ٝحفلحز ج٦ٝحؿٖر ٠ٜٝحٖػر ٠٧فجٙدر ٬ٞ٠ُحز 
. جلاػس٬حل ل٧ٕ ٬سٟ سػؿ٬ش ٥ـ٣ جٝي٧جدً جلإفنحؿ٬ر ١٠ ٧ٙز ٭ؾف

 
٧دوٗر ُح٤٠ ٖب١ ٥ـ٣ جٝي٧جدً س٦ؿٕ ا٩ٝ س٬ٖ٧ف ؿ٬ٝل ٫ٞ٠ُ ٝٞس٬٬ٟٚ 
جٝـجس٫ ١٠ ٙدل  جٝد٧٢ٛ ٝسًد٬٘ السفجس٬ظ٬ر نح٠ٞر ٠ٜٝحٖػر جلاػس٬حل 

. ٧ٜـٝٛ ٜدؿج٬ر ٠نف٧ٍ ٝلا٥سؿجء د٤
٧ ٢٬د٫ٔ جلس٠ِحل ٥ـج جٝؿ٬ٝل ٠َ س٠٬ِٞحز ٠ئللر ج٢ٝٚؿ جِٝفد٫ جٝل٧ِؿ٪ 

٧ ٬ِسدف . جلإفنحؿ٬ر ٧سِح٦٠٬٠ح جلأؾف٨ ـجز جٝوٞر ج٧ٝجفؿذ ٫ٖ ج٠ٝٚؿ٠ر
جٝؿ٬ٝل يف٧ف٪ ٝس٬٧ًف دف٢ح٠ط ٠سٜح٠ل ٠ٜٝحٖػر ٠٧فجٙدر ٬ٞ٠ُحز 

جلاػس٬حل دػ٬ش ١٧ٜ٬ ١٠ ي١٠ ٦٠حٟ اؿجفذ ج٠ٝؾحًف جٝسن٬ٞ٬ٔر جٝنح٠ٞر 
. ٧ ٠ؾحًف ج٬ٞ٠ِٝحز ١٠٧ ي١٠  ٢ٌحٟ جٝفٙحدر جٝؿجؾ٬ٞر ٝؿ٨ جٝد٢ٛ

٬٧ِس٠ؿ ٢ظحع ي٧جدً ٠ٜحٖػر ٠٧فجٙدر ٬ٞ٠ُحز جلاػس٬حل ٫ٖ جلألحك 
٩ُٞ ٠ؿ٨ جٝسقجٟ ٠ظٞك جلإؿجفذ ٧جلإؿجفذ جٝس٬ٗ٢ـ٬ر ٝٞد٢ٛ دسًد٬٘ سٞٛ 

جٝي٧جدً، ايحٖر ا٩ٝ جٝس٬ٙ٧ز جٝظ٬ؿ ٧س٬ٖ٧ف ج٧٠ٝجفؿ ج٠ٝح٬ٝر ٧جٝدنف٬ر 
٧دٔفى سػ٬ٚ٘ ج٢ٝظحع ٫ٖ سًد٬٘ ٬ٞ٠ُر ٠ٜحٖػر جلاػس٬حل،  . جٝلاق٠ر

ٖب٤٢ لادؿ ٝلإؿجفذ ؤ١ لا ٢٬ػوف ٦ٞ٠ُح ٩ُٞ جلإنفجٕ ٧ج٬ٚٝحؿذ ٖػلخ 
دل ؤ١ س١٧ٜ جٝٚؿ٧ذ ٫ٖ ٠٠حفلر سًد٬٘ ؤ٩ُٞ ج٠ِٝح٬٬ف جلأؾلا٬ٙر 

٦ٝـج ٖح١ ٥ـ٣ جٝي٧جدً ٧٠ظ٦ر دنٜل ٠دحنف . ٧جٝل٧ٞٛ ج٫٢٦٠ٝ ج٠ٝلاثٟ
لأُيحء ٠ظحٝك اؿجفجز جٝد٧٢ٛ ٧ٜدحف ج٠ٝلث١٬ٝ٧ ٦٬ٖح دحلإيحٖر ا٩ٝ 
ج٠ٝظ٧٠ُحز ج٬ٗ٬ٌ٧ٝر ج٠ٝؾسٞٗر ٧جٝٞظح١ ٧جلأٖفجؿ جٝـ١٬ ٬س١٧ٝ٧ ٦٠حٟ 

. ٠ػؿؿذ سسِٞ٘ دبلسفجس٬ظ٬ر ٠ٜحٖػر ٠٧فجٙدر ٬ٞ٠ُحز جلاػس٬حل
 

 1- Preamble  
 

This manual includes general guidelines that should 

be taken into account upon designing or evaluating 

the policy related to preventing and combating fraud 

in the commercial banks operating in the Kingdom 

of Saudi Arabia.  

These guidelines are complementary to the previous 

ones issued by SAMA with regard to combating 

fraud; yet they are broader in scope and include 

controls that aim at combating embezzlement and 

financial fraud. Accordingly, the manual's title has 

been changed to reflect this trend. 

 

SAMA has prepared this manual to help banks' 

managers and senior officials in assessing fraud 

risks in the banks and providing methods of how to 

encounter such operations through a general strategy 

that would fit each bank individually for combating 

and preventing fraud. These controls are principally 

based on nine basic conditions to set an effective 

strategy to combat, detect and control fraud. Each 

condition has a brief and general introduction 

followed by specific guidelines which aim at helping 

banks in applying these controls. 

 

To cope with the development of practices followed 

to combat and prevent fraud acts, these guidelines 

will be updated from time to time. 

 

In general, the guidelines aim at providing a 

practical manual for self- assessment by banks to 

apply a comprehensive strategy to combat fraud and 

serve as a draft project to be guided by. 

The manual should be used along with the above-

mentioned SAMA's guidelines and other relevant 

circulars. The manual is important to develop an 

integrated program to combat and control fraud acts 

so as to be among the tasks of the bank management 

of comprehensive operational risks and operation 

risks and also among the tasks of the bank's internal 

control system. 

The success of the controls for combating and 

preventing fraud basically depends on the extent of 

commitment by the bank's board of directors and 

executive management to implement such controls. 

It also requires choosing an appropriate timing and 

the provision of necessary financial and human 

resources. To apply the process for combating fraud 

successfully, the management shall not only exercise 

the role of supervision and leadership but it must 

also set a good example in applying the best ethical 

standards and suitable professional conduct. Thus, 

these guidelines are straightly directed to the banks' 

BODs and senior officials in addition to different 

functional groups, committees and individuals 

carrying out specific tasks related to the strategy of 

combating and controlling fraud acts.  



إدارث اهخفخٌص اهتٌنً 

 

الإدارث اهعبيج هيراكتج اهتٌوم 

 

6 

: يلديج - 2
:  هيحج عبيج 2-1

جلاػس٬حل ٧٥ ٧جػؿ ١٠ جٝسػؿ٬حز جٝس٫ س٧جظ٤ ج٢٠ٝنأز ج٠ٝح٬ٝر ؤ٧ 
ج٠ٝوف٬ٖر ، ٧٦ٖ ٬ِ٬٘ جلأؿجء ٦٬٧ؿف جلأ٧٠جل ٧ج٧٠ٝجفؿ ج٢ٝحؿفذ ٬٧ٞػ٘ 

٧ٙؿ ٬سؾـ جٝيفف ؤنٜحلًا . جلأـ٨ دح٢٠ٝنإذ ٧دل٠ِس٦ح ٧دٚؿفس٦ح جٝس٢حٖل٬ر
ٖحٝيفف جلأٜدف . ُؿذ ٬ٓف جٝؾلحفذ ج٠ٝح٬ٝر دػؿ ـجس٦ح ٠٦٠ح دٞٔز ٠٬ٙس٦ح

ٙؿ ١٧ٜ٬ ـٝٛ جٝـ٪ ٬ٞػ٘ دإؿجء ج٢٠ٝنإذ ٧ل٠ِس٦ح ٠٧وؿج٬ٙس٦ح ٧صٚر 
جٝل٧٘ ٧جٝظ٧٦٠ف د٦ح ٫ٖ٧ ٦٢ح٬ر ج٠ًٝحٕ ٙؿ ٬ئؿ٪ ا٩ٝ سِف٬ي٦ح 

. ٠ٝؾحًف ٠سِؿؿذ
 

 
٧ج٠ٝنٜٞر ٜد٬فذ دٜل ج٠ٝٚح٬٬ك ٬٧دؿ٧ ؤ٦٢ح لا سٚسوف ٩ُٞ ؤ٪ ٢٠نإذ 
د٦٢٬ِح ٫ٖ جًٝٚحٍ جٝؾحه ل٧جءً ٜح٢ز ٢٠نإذ ٠ح٬ٝر ؤ٧ و٢ح٬ُر ؤ٧ 

ؾؿ٬٠ر ، ايحٖر ا٩ٝ ـٝٛ ؤ١ جلاػس٬حل ٬س٬ٜٕ ٠َ ج٠ٝس٬ٔفجز جٝس٫ ٙؿ 
سًفؤ ٩ُٞ ؤ٪ ًٙحٍ ، ٖدحٝفٟٓ ١٠ آ٬ٝحز جٝسؿ٬ٙ٘ جٝؿجؾ٫ٞ ٧ج٠ٝفجٙدر 
٧جٝسٚو٫ ٧نف٧ً ٠فجظ٫ِ جٝػلحدحز جٝؾحفظ١٬٬ ج٠ٝلس١٬ٞٚ ٧ٙ٧جُؿ 

. جٝل٧ٞٛ ج٫٢٦٠ٝ ٬لس٠ف ػؿ٧ش جلاػس٬حل
٬٧وِخ ٫ٖ جٝٔحٝخ جلسفؿجؿ جلأ٧٠جل ج٦٠ٝؿفذ دلدخ ٢نحًحز جلاػس٬حل، 

ٝـٝٛ س١٧ٜ دفج٠ط . ٫ٖ٧ ٜص٬ف ١٠ جلأػ٬ح١ ١٧ٜ٬ ٥ـج جلأ٠ف ٠لسػ٬لًا
٠ٜحٖػر ٠٧فجٙدر ٬ٞ٠ُحز جلاػس٬حل ؤٙل ٜٞٗر  ٧ؤٜصف ِٖح٬ٝر ١٠ ٠ػح٧لاز 

. جلسفؿجؿ سٞٛ جلأ٧٠جل ج٠ٝؾسٞلر
 ج٠ٝح٬ٝر ٙؿ سٞظإ ز٧دحٝفٟٓ ١٠ ـٝٛ ٖب١ ٢٥حٛ ُؿؿ ١٠ جٝد٧٢ٛ ٧ج٢٠ٝنأ

ٝٞسإ١٬٠ ٝػ٠ح٬ر ٢ٗل٦ح يؿ ج٠ٝؾحًف جٝسن٬ٞ٬ٔر ج٢ٝحسظر ١ُ ؤػؿجش ٠صل 
جلاؾسلاك ٧جلاػس٬حل ج٠ٝح٫ٝ ١٠ ٙدل ج١٬ٌٗ٧٠ٝ ، ٠٧َ ـٝٛ ٖب٦٢ح لا 
سلس٬ًَ ؤ١ سِس٠ؿ ٬ٜٞحً ٩ُٞ جٝسإ١٬٠ ٧ٜل٬ٞر ٝٞسؾ٬ٕٗ ١٠ ج٠ٝؾحًف 

جٝسن٬ٞ٬ٔر، ٖحٝسإؾ٬ف ٫ٖ جٝؿَٖ ٧ج١٧ًِٝ ج٢ٌٝح٬٠ر دحٝنف٧ً جٝسِحٙؿ٬ر سئٜؿ 
دإ١ جٝسإ١٬٠ لا ٧٬ٖف جٝس٬ًٔر ج٠ٝصح٬ٝر، ؤيٕ ا٩ٝ ـٝٛ ٖح١ ج٢ٝسحثط جٝلٞد٬ر 
٠ًٞٝحٝدحز ج٠ٝسوٞر دحلاػس٬حل لسئؿ٪ ا٩ٝ جفسٗحٍ ؤٙلحً جٝسإ١٬٠ ؾحور 
٢ُؿ٠ح س١٧ٜ ٨٧ٙ جٝل٧٘ سسظ٤ ٢ػ٧ سو٬ِؿ ؤلِحف جٝسإ١٬٠ ػس٩ ٝٞد٧٢ٛ 

. جٝس٫ ٦ٝح لظل ظ٬ؿ ٫ٖ ٠صل ٥ـ٣ ج٬ٞ٠ِٝحز
٧دح٢ٝلدر ٜٝٗحءذ فؤك ج٠ٝحل ج٢ٌٝح٬٠ر ٠ٞٝؾحًف جٝسن٬ٞ٬ٔر جٝس٫ جٙسفػس٦ح 
ٝظ٢ر دحقل ، ل٬ًٞخ ١٠ جٝد٧٢ٛ ٠لسٚدلًا ؤ١ سظ٢خ ٠ؾووحز ٢ٌح٬٠ر 

٧ايحٖر ا٩ٝ سػ٠ل ؾلحثف ٠ح٬ٝر .  ١٠ فؤك ج٠ٝحل ٠ٞٝؾحًف جٝسن٬ٞ٬ٔر
٠دحنفذ ٧ؤٙلحً سإ١٬٠ ٠سوحُؿذ ٖح١ جٝد٧٢ٛ ـجز جٝلظل جٝي٬ِٕ ٫ٖ 
٠ٜحٖػر جلاػس٬حل لسظؿ ؤ١ ٢سحثظ٦ح ج٠ٝح٬ٝر ٙؿ سسإصف لٞدحًًً ٢س٬ظر ٝق٬حؿذ 

٠سًٞدحز ٜٗح٬ر فؤك ج٠ٝحل ج٢ٌٝح٬٠ر، ٧سَٚ ٩ُٞ ُحس٘ جلإؿجفذ جٝس٬ٗ٢ـ٬ر 
ٝٞد٧٢ٛ جٝل٧ِؿ٬ر ٠لئ٬ٝ٧ر جٝسإٜؿ ١٠ ؤ٦٢ح سًد٘ السفجس٬ظ٬ر ٠ٜٝحٖػر 

٢٧ٌفجً ٝٞسٚؿٟ جٝس٫٢ٚ . ٠٧فجٙدر ٬ٞ٠ُحز جلاؾسلاك ٧ جلاػس٬حل ج٠ٝح٫ٝ
جٝلف٬َ ٧ج٢سنحف جٝظف٠٬ر ج٠ٌ٢٠ٝر ٩ُٞ ٢ًح٘ ُح٫٠ٝ ٖب٤٢ ١٠ 

جٝيف٧ف٪ ٠فجظِر ٥ـ٣ جلإلسفجس٬ظ٬ر دنٜل ؿ٧ف٪ ٧سػؿ٬ص٦ح جلسظحدر 

2- Introduction  

2-1 Overview  

 

Fraud is one of the challenges facing banking and 

financial institutions as it hinders performance, 

causes depletion of money and scarce resources and 

hurts the institution's reputation and its 

competitiveness. The damage may take several 

forms other than the financial loss itself no matter 

how heavy it is. The largest damage may be that 

which seriously affects the institution's performance, 

reputation, credibility, market's and public's 

confidence in it, and, eventually, results in its 

exposure to various risks.  

 

Fraud is a big problem which is not limited to a 

particular private financial, industrial or services 

institutions. Moreover it can adopt with changes 

which may arise in any sector. In spite of internal 

audit, control and investigation mechanisms and 

independent external auditors' conditions and 

professional conduct rules, the occurrence of fraud 

continues. 

 

It is often difficult, and in most cases impossible, to 

recover the funds wasted due to fraudulent 

transactions. Thus the programs for combating and 

controlling fraud acts are much more cost effective 

than attempts to recover embezzled funds.  

 

Although a number of banks resort to insurance to 

protect themselves from operational risks resulting 

from incidents such as fraud and embezzlement acts 

by their employees, yet they can not rely totally on 

insurance as a way for reducing operational risks. 

Delay in payment and challenges to contractual 

conditions prove that insurance does not provide an 

ideal coverage. In addition negative results of claims 

related to fraud will lead to an increase in insurance 

premiums, especially when market forces tend to 

raise insurance premiums even for banks with "clean 

records".  

 

As for statutory capital adequacy recommended by 

Basel Committee for operational risks, banks will be 

required in future to allocate statutory reserves of 

their capital for operational risks. Banks with bad 

records in combating fraud will find that their 

financial resources will be affected negatively due to 

an increase in their capital reserves, apart from 

incurring direct financial losses and increasing 

insurance premiums.  

 

Due to the rapid technological advancement and 

spread of organized crimes worldwide, it is 

necessary to review such strategy regularly and 

update it to cope with new risks and techniques used 
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٠ٞٝؾحًف جٝظؿ٬ؿذ ٧جٝس٬٢ٚحز جٝس٫ ٬لسؾؿ٦٠ح ج٠ٝػسح١٧ٝ، ٤٬ُٞ٧ ٖب١ ٥ـ٣ 
جٝس٠٬ِٞحز جلإفنحؿ٬ر س٦ؿٕ ا٩ٝ ٠لحُؿذ ٜدحف ج٠ٝلث١٬ٝ٧ جٝس٬ٗ٢ـ١٬٬ ٫ٖ 

. س٬ٗ٢ـ ٥ـ٣ جلالسفجس٬ظ٬حز
:  خعرٌف الاحخٌبل2-2 

جٝسِف٬ٕ جٝدل٬ً ٝلاػس٬حل ٧٥ ؤ٬ر ٠٠حفلر س٧ً٢٪ ٩ُٞ جلسؾؿجٟ جٝؾؿجٍ 
ٝٞػو٧ل ج٠ٝدحنف ؤ٧ ٬ٓف ج٠ٝدحنف ٩ُٞ نٜل ١٠ ؤنٜحل جلالسٗحؿذ 

ج٠ٝح٬ٝر ٠ٝفسٜخ جٝظف٠٬ر، ؤ٧ سل٬٦ل ـٝٛ ٬ٔٝف٣ ٝسئؿ٪ ا٩ٝ نٜل ١٠ 
٧ٓحٝدحً ٠ح سسول . ؤنٜحل جٝؾلحفذ ًٝٞفٕ جٝـ٪ سِفّى ٝلاػس٬حل

جٝؾلحفذ ج٬ِٞٗٝر ج٢ٝحسظر ١ُ جلاػس٬حل ٫ٖ جٝد٧٢ٛ دح٧٠ٝظ٧ؿجز جٝلحثٞر 
. ٠صل ج٢ٝٚؿ ٧جلأ٧فج٘ ج٠ٝح٬ٝر 

. ٬ٝ٧ك ١٠ جٝيف٧ف٪ ؤ١ ٬ٚسوف جلاػس٬حل ٩ُٞ ج٢٠ٝحَٖ ج٢ٝٚؿ٬ر ٧ج٠ٝحؿ٬ر
جٝسػف٬ٕ ج٠ٝس٠ِؿ ٝٞػ٬ٚٚر "ٖسِف٬ٕ جلاػس٬حل ج٧ٝجفؿ ٫ٖ ج٠ٝفجظَ ٧٥ 

٬٧ن٠ل ". لأٓفجء ؤػؿ٥ٟ دحٝس٢حقل ١ُ ن٫ء ـ٪ ٠٬ٙر ؤ٧ ١ُ ػ٘ ٙح٫٢٧٢
٥ـج جٝسِف٬ٕ جٜٝلخ ج٠ٝح٫ٝ ا٩ٝ ظح٢خ ٢٠حَٖ ؤؾف٨ ٠صل ػ٘ جٝؿؾ٧ل ؤ٧ 

 ٩ُٞ ٠٧ِٞ٠حز ١ٜ٠٬ جٜسلحد٦ح دحٝؾؿجٍ ؤ٧ دإ٪ ل٧ٞٛ آؾف لجٝػو٧
٬ٓف نف٬ٕ، ٧ل٧جء ٜح٢ز جٝؾلحفذ ٠حؿ٬ر ؤ٧ ٜح٢ز سسول دن٫ء ٬ٓف 

٧٠ٞ٠ك ٠صل ػ٧ٚ٘ ج٬ٜٞ٠ٝر جلأؿد٬ر، ٖٔحٝدحً ٠ح ٧ً٢٬٪ جلاػس٬حل ٩ُٞ 
ؾلحفذ ٝٞد٢ٛ ؤ٧ ٠ٞٝلح١٬٠٥ ٤٬ٖ ؤ٧ ٠ِٞٝلاء ٠٧ػح٧ٝر اؾٗحء سٞٛ 

. جٝؾلحفذ
 

: ١ٜ٠٬٧ ؤ١ ٬ن٠ل جلاؾسدحف جلألحل٫ ٝلاػس٬حل جلألثٞر جٝسح٬ٝر
٥ل ٢٥حٛ ؾؿجٍ ٢٠ٞٝنإذ؟  * 
٥ل ٜح١ جِٝٗل ٬ٓف نف٫ُ؟  * 
٥ل ٢سط ١ُ ـٝٛ جلسٗحؿذ ؤ٧ ٢٠حَٖ ٠ح٬ٝر ٝوحٝغ نؾه لا  * 

٬لسػ٦ٚح ؟ 
٥ل س٠ز ج٠ٝػح٧ٝر ٬ٚٞٝحٟ دإ٪ ١٠ ٠ح ٧فؿ ٫ٖ جلألثٞر جٝلحدٚر ؟  * 

 

٬٧ظخ جٝس٬٬٠ق د١٬ جلاػس٬حل ١٠ ؿجؾل جٝد٢ٛ ٧جلاػس٬حل ١٠ ؾحفض جٝد٢ٛ 
٧سد١٬ّ جٝؿفجلحز جٝس٫ ؤظف٬ز ٩ُٞ ٠ئللحز ؿ٬ٝ٧ر دحلس٠فجف ؤ١ 

٠فسٜد٫ جلاػس٬حل ٫ٖ ٠ٌِٟ جلأػ٧جل ٥ٟ ١٠ ج١٬ٌٗ٧٠ٝ ، د٠لحُؿذ ؤ٧ 
دؿ١٧ ٠لحُؿذ نفٜحء ١٠ جٝؾحفض، ٬ؿ٦ِٖٟ ا٩ٝ ـٝٛ ُحؿذ ج٢س٦حق جٝٗفه 

٧جٝظنَ ٧جلا٢سٚحٟ ٧جٝػحظر ٢ٝٚؿ لف٬َ ٝؿُٟ ًفجق ١٬ِ٠ ١٠ ج٬ِ٠ٝنر 
٠٧نحٜل ٠ح٬ٝر نؾو٬ر ٧ُؿٟ جٝفيح ؤ٧ ج٧ٝلاء ٧جٝئً جِٝحث٫ٞ 

. ٧جٝػحظر ٝسلؿ٬ؿ جٝؿ١٧٬
 
 

٧سسنحد٤ جٝد٧٢ٛ ١٠ ػ٬ش ٠ح س٧جظ٤٦ ١٠ جػس٬حل ٫ٖ ٠ٌِٟ ؿ٧ل جِٝحٟٝ 
ػ٬ش ؤ١ ٠ٌِٟ جٝؾلحثف سإس٫ ٢س٬ظر ؤ٠ُحل جػس٬ح٬ٝر ١٠ ظح٢خ ج١٬ٌٗ٧٠ٝ 

، ٧فد٠ح ٬نٜل جؾسلاك ج٧ٚ٢ٝؿ ؤٜصف٥ح ن٧٬ُحً ، ٧دو٧فذ ؾحور 
. جؾسلاك ج٧ٚ٢ٝؿ ٧جٝن٬ٜحز جٝل٬حػ٬ر ١٠ جٝٗف٧ٍ ٠٧ٜحث١ جٝوفٕ ج٭٫ٝ

٧لادؿ ١٠ جلإنحفذ ا٩ٝ ؤ١ ػحلاز جؾسلاك ج٢ٝٚؿ س٧ً٢٪ ٩ُٞ ٠دحْٝ ٓحٝدحً 

by fraudsters. These guidelines aim at helping senior 

officials to carry out this task. 

  

 
 

2-2     Definition of Fraud  

Fraud is simply defined as any act involving deceit 

to obtain a direct or indirect financial benefit by the 

perpetrator or by others with his help, causing a loss 

to the deceived party. The actual loss of banks due 

to fraud is usually connected with liquid assets, such 

as cash and securities.  

Fraud is not necessarily limited to obtaining cash 

money and tangible benefits. Fraud definition as 

stated in the dictionary is "a deliberate distortion of 

a fact to entice someone to waive something 

valuable or a legal right ". This definition includes a 

financial gain in addition to other benefits, such as 

the right to have access to or obtain information by 

deceit or any other dishonest conduct.  

 

Whether the loss is material or related to an 

intangible benefit such as intellectual property 

rights, fraud usually involves a loss to the bank, its 

shareholders or customers and an attempt to hide 

this loss.  

 

 

 

The basic test of fraud may include the following 

questions : 

¶ Has fraud been committed against the firm? 

¶ Is the action illegal? 

¶ Has such action resulted in financial 

benefits in favor of an undeserving person?  

¶ Has there been an attempt to commit any of 

the acts as mentioned above? 

 

There must be a differentiation between "an 

internal" fraud inside the bank and "an external" 

fraud outside the bank. Studies conducted on 

international institutions often indicate that fraud is 

always committed by the banks' employees with or 

without help from external partners. They are 

usually motivated by seizing opportunities, avidity, 

revenge, the need for spot cash to raise their 

standard of living, due to personal financial trouble, 

dissatisfaction, lack of allegiance, pressure of family 

needs or the need to repay debts.  

 

Fraud cases in most countries of the world are 

similar in banks; they result from employees' 

fraudulent actions. Money embezzlement is the most 

common fraud act, especially embezzlement of 

funds and traveler's checks from branches and 

ATMs. It should be noted that the amounts gained 

by money embezzlement are always small. On the 

other hand, fraud acts via electronic payments or 
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٫ٖ ػ١٬ ؤ١ ػحلاز جلاػس٬حل ١ُ ًف٬٘ جٝؿَٖ ؤ٧ . ٠ح س١٧ٜ ق٬٥ؿذ
جٝسػ٬٧ل جلاٜٝسف٫٢٧ ؤٙل ُؿؿج ٢لد٬ح ٦٢ٜٝ٧ح س٧ً٢٪ ُحؿذ ٩ُٞ ؾلحثف 

. ٠ح٬ٝر ؤٜدف
١٠٧ ج٧ِٞ٠ٟٝ سحف٬ؾ٬حً ؤ١ ٠ٌِٟ جٝؾلحثف ج٢ٝحسظر ١٠ ٬ٞ٠ُحز جلاػس٬حل 
٫ٖ جٝد٧٢ٛ س١٧ٜ دلدخ ؤنؾحه ١٧ٞ٠ِ٬ ٝؿ٨ سٞٛ جٝد٧٢ٛ ٫ٖ ظ٬٠َ 
ج٠ٝلس٬٧حز ج٬ٗ٬ٌ٧ٝر ، ٝـٝٛ ٬س١٬ِ ٩ُٞ ؤ٬ر السفجس٬ظ٬ر س٦ؿٕ ا٩ٝ 

٫ٖ "٠ٜحٖػر جلاػس٬حل ؤ١ سفٜق دو٧فذ ؤلحل٬ر ٩ُٞ ٠ح ٬ل٩٠ دحلاػس٬حل 
٫ٖ ج٧ٝٙز ـجس٤، ٖح١ ٧٦ٗ٠ٟ جلاػس٬حل لا ٬ظ٧ق ؤ١ ٬سظح٥ل ". ٠ٜح١ ج٠ِٝل

. ؾًف جلاػس٬حل جٝؾحفظ٫، ؤ٧ ٠ح ٬نحف ا٤٬ٝ ؤ٬يحً دحػس٬حل ج٬٠ِٝل
ُحؿذ ٠ح ٧٢٧ٜ٬ج )٧جلاػس٬حل جٝؾحفظ٫ ٬فسٜد٤ ؤنؾحه ١٠ ؾحفض جٝد٢ٛ 

. ٧ٓحٝدح د٠لحُؿذ ٠٧ِفٖر ؤنؾحه ١٠ ؿجؾل جٝد٢ٛ (٠ظف١٬٠ ٠ػسف١٬ٖ
٦ٗٝ٧ٟ جلاػس٬حل دو٧فذ وػ٬ػر، ٢٬ُٞح ؤ١ ٢ؿفٛ ؤ١ ؤ٠ُحل جلاػس٬حل 

٥٧ـج ٠ح ٬ٗلف ٧ًل ج٠ٝؿذ ٫ٖ جٜسنحٕ . ٬فسٜد٦ح ؤنؾحه ٥ٟ ٧٠يَ صٚر
جلاػس٬حل ٠ٝ٧حـج ٢ُؿ جٜسنحٕ ج٠ٝفسٜخ، ٬ٚف ق٠لائ٣ ؤ١ ن٧ٜٜحً ٜح٢ز 
سلح٧ف٥ٟ ٝدِى ج٧ٝٙز ٦٢ٜٟٝ ٜح٧٢ج ٬نِف١٧ دِظق٥ٟ ١ُ ج٬ٚٝحٟ دإ٪ 

.  ٠ُل ٙؿ ٬لحُؿ ٩ُٞ جٜسنحٕ ٥ـ٣ ج٬ٞ٠ِٝحز ٫ٖ ٧ٙز ٠دٜف
١ٜ٠٬٧ جُسدحف جلاػس٬حل ٜظقء ٥حٟ ظؿجً، ١٠ جٝٚي٬ر جلأ٧لَ ج٠ِٝف٧ٖر 

٧ً٢٬٧٪ جٝٗلحؿ دو٧فذ ُح٠ر ٩ُٞ ؤ٠ُحل ٬ٓف وحٝػر ؤ٧ . دحلٟ جٝٗلحؿ
جٓٗحلاز ؤ٧ ل٧ء جلسؾؿجٟ ج٧ٗ٢ٝـ ؤ٧ ج٠ٝفجٜق ؤ٧ ل٧ء جلسؾؿجٟ 

٠٧َ ؤ١ ٥ـ٣ جلإفنحؿجز ١ٜ٠٬ اسدح٦ُح ٠ِٝحٝظر جٝٗلحؿ . ج٠٧ِٞ٠ٝحز
دو٧فذ ُح٠ر، الا ؤ٦٢ح سفٜق سػؿ٬ؿجً ٩ُٞ ٙي٬ر جلاػس٬حل ٧لا سؿ٫ُ 

. ٠ِحٝظر ظ٬٠َ ؤدِحؿ جٝٗلحؿ ج٢ٜ٠٠ٝر
 
:   الاحخٌبل وغشل الأيوال 2-3

ٓلل جلأ٧٠جل ٧٥ جٝسِد٬ف جٝنحثَ ج٠ٝلس٠ِل ٫ٖ ٧وٕ ج٧ٝلحثل جٝس٫ ٬سٟ 
ج٢ٝحسط ُحؿذ ١ُ ؤ٢نًر " ج٠ٝحل ٬ٓف جٝنف٫ُ"١٠ ؾلا٦ٝح ٠ِحٝظر 

دػ٬ش لا ١ٜ٠٬ جٙسٗحء " ٠حلًا نف٬ُحً"اظفج٬٠ر ُدف ج٢ٌٝحٟ ج٠ٝح٫ٝ ٬ٝودغ 
. ؤصف جٝنؾه جٝـ٪ دحنف ج٬ٞ٠ِٝر ؤ٧ ج٠ٝوؿف جلإظفج٫٠ ٝلأ٧٠جل

٢ُ٧ؿ . ٫ٖ٧ ج٧ٝجَٙ ج٫ٞ٠ِٝ ٬ل٬ف جلاػس٬حل ٧ٓلل جلأ٧٠جل ظ٢دحً ا٩ٝ ظ٢خ
٢ًٚر ٢٬ِ٠ر ١٠ ج٠ٝػس٠ل ؤ١ ٧ً٬ف ج٠ٝػسحل جٝـ٫ٜ ػحظر ٝٔلل ُحثؿجز 

ؤ٠ح ٓحل٧ٞ ج٠ٝحل ٬ٖٞظث١٧ دؿ٧ف٥ٟ ا٩ٝ جلاػس٬حل . ٢نحًحس٤ جلإظفج٬٠ر
لإؾٗحء ٠وؿف ٬ٜٞ٠٧ر ؤ٧٠ج٦ٟٝ ٠٧ػح٧لاس٦ٟ لإُحؿذ سؿ٬٧ف ج٠ٝحل ٫ٖ 

. جلاٙسوحؿ

 
٧د٠ح ؤ١ جلاػس٬حل ٧ٓلل جلأ٧٠جل ٓحٝدحً ٠ح ٬فسدًح١ ٬٧س٧جولا١ ٠ِحً، 

ٖلا دؿ اـج ١٠ ٧ظ٧ؿ ؿفظر ١٠ جٝسؿجؾل د١٬ جلالسفجس٬ظ٬حز جٝفج٬٠ر ا٩ٝ 
ٖح٧ٚٝجُؿ  جٝوحؿفذ ١ُ ٠ئللر ج٢ٝٚؿ . ٠ٜحٖػر ٥ـ٣ جلأ٧٢جٍ ١٠ جلأ٢نًر

٠ٜٝحٖػر ٬ٞ٠ُحز ٓلل جلأ٧٠جل ٧س٬٧٠ل جلإف٥حخ س٦ؿٕ سػؿ٬ؿجً ا٩ٝ 
ٝـٝٛ . ٠ٜحٖػر ٓلل جلأ٧٠جل ٧س٬٧٠ل جلإف٥حخ ُدف جٝد٧٢ٛ جٝل٧ِؿ٬ر

transfers may be small in number; yet they usually 

involve great financial losses.  

 

It is well known historically that most fraud acts in 

banks are committed by all levels of employees 

working in these banks. Therefore any strategy 

aimed at combating fraud must mainly focus on 

what is called "Business Location" fraud.    

 

At the same time, the concept of fraud should not 

disregard external fraud, referred to as fraud by 

customers. External fraud is committed by persons 

outside the bank (usually professional criminals) 

often with the help of persons inside the bank. 

 

Thus, to understand fraud correctly, we must 

understand that fraud acts are committed by persons 

who are trustworthy. This explains why it often 

takes a long time before discovering fraud, and why 

when the perpetrator is caught his colleagues admit 

that they were entertaining suspicion about him for a 

while; yet they were unable to do anything that 

might help detecting such acts at an earlier time.  

 

Fraud may be considered as an integral part of the 

widely-spread phenomenon known as "corruption", 

which in general involves illegal actions; 

negligence; misuse of power, position, or 

information. Though these guidelines can be 

followed to address corruption in general, yet they 

mainly focus on fraud acts, and it cannot be alleged 

they can be used for addressing all possible 

implications of corruption.  

 

2-3     Fraud & Money- Laundering 

Moneyïlaundering is the common expression for 

describing the methods through which "dirty 

money", which usually results from criminal acts, is 

transferred through the financial system so that it 

becomes "clean money" and the person committing 

the crime or the criminal source of money can not be 

traced.  

 

In reality, fraud and money-laundering go hand in 

hand. At some point, it is likely that the fraudster 

develops a way to launder the proceeds of his 

criminal activities. Moneyïlaunderers commit fraud 

to hide the source and ownership of their funds and 

try to recycle money in the economy.  

 

Since fraud and money-laundering are often 

interrelated and connected together, strategies aimed 

at combating such types of acts are inevitably 

overlapped. The control guidelines issued by SAMA 

to combat money-laundering  and finance of 

terrorism operations via the banking system aim at 

combating money-laundering through Saudi banks. 

Therefore, the money-laundering issue is in not 
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جلسص٫٢ ٧٠ي٧ٍ ٓلل جلأ٧٠جل ١٠ ٢ًح٘ ٥ـ٣ جلإفنحؿجز ٠َ ؤ١ دِى 
سؿجد٬ف ٠ٜحٖػر جلاػس٬حل ج٠ٝؿفظر ٢٥ح ٙؿ سظؿ ٠ٜح ٧فؿ لحدٚحً سًد٬ٚحً 

. ٧٠جق٬حً ٫ٖ جٝظ٧٦ؿ جٝفج٬٠ر ا٩ٝ ٠ٜحٖػر ٓلل جلأ٧٠جل ٧س٬٧٠ل جلإف٥حخ
 

:  عٌٌج يً عيوٌبح الاحخٌبل 2-4
: ٢٥حٛ ُؿذ ؤ٠صٞر ١٠ جلاػس٬حل ج٠ٝوف٫ٖ ٦٢٠ح 

 .جؾسلاك ج٢ٝٚؿ ٧ج٧٠ٝظ٧ؿجز جٝص٢٬٠ر جلأؾف٨

سق٬٧ف ؤ٧ سػف٬ٕ ج٠ٝلس٢ؿجز د٠ح ٫ٖ ـٝٛ ًٞدحز جٝس٬ٌ٧ٕ ٧ج٧ٗٝجس٬ف - 
٧جٝن٬ٜحز ٧ن٦حؿجز جلأ٬ٞ٥ر ؤ٧ جٝسإ٬٥ل ؤ٧ ٠لس٢ؿجز ج٬٧٦ٝر ،ؤ٧ دًحٙحز 

 .جٝوفٕ ج٭٫ٝ ،ؤ٧ جٝدًحٙحز جلاثس٠ح٬٢ر

 .سق٬٧ف جٝس٧ج٬َٙ ٧جلأؾسحٟ - 

 .سق٬٬ٕ جلأ٧فج٘ ج٢ٝٚؿ٬ر - 

 .س٬٬ٔف ؤػؿ ؤ٧ ٜل ؤفٜح١ ٢٧ٜ٠حز جٝن٬ٛ- 

 دًف٬٘ جلفٙر دًحٙحز جٝوفٕ ج٭٫ٝ ؤ٧ دًحٙحز جلاثس٠ح١ ٧جلس٠ِح٤ٝ- 
 .٬ٓف نف٬ُر

 .اؿؾحل س٠٬ِٞحز ٧د٬ح٢حز ٬ٓف ل٠٬ٞر ١٠ ؾلال جٝػحلخ ج٭٫ٝ - 

 .ل٧ء جلسؾؿجٟ ج٠٧ِٞ٠ٝحز ٧سلف٬د٦ح دًف٘ ٬ٓف نف٬ُر - 

 .سػ٬٧ل ؤ٧٠جل ٠ِٝلاء ١٬٬٠٥٧ ؤ٧ ١٬ٌٗ٧٠ ؤ٧ دحُر- 

ٙد٧ل جٝفنح٨٧ ؤ٧ ج٦ٝؿج٬ح ؤ٧ ج٧٠ِٝلاز جٝلف٬ر ٢٠ٝغ ُٚؿ ؤ٧ سظح٥ل - 
جلإظفجءجز ج٠ٝسؾـذ ٧ػحلاز ُؿٟ جلاٝسقجٟ ؤ٧ ٜؿجَٖ ٝسٚؿ٬ٟ ٢٠حَٖ د٠ح ٫ٖ 

 .ـٝٛ ج٧ٝو٧ل ا٩ٝ ٠٧ِٞ٠حز لف٬ر

جٝػو٧ل ١ُ ًف٬٘ جلاػس٬حل ٩ُٞ ٢٠حَٖ ؤ٧ ٠لس٢ؿجز لا ٬ػ٘ - 
 .٠ٞٝلسٟٞ ؤ١ ٬ػول ٦٬ُٞح

 

:  دور اهخلٌٌج 2-5
١٠ٖ . ؤصدسز جٝس٬٢ٚر جٝػؿ٬صر ٫ٖ جًٝٚحٍ ج٠ٝوف٫ٖ ؤ٦٢ح للاع ـ٧ ػؿ١٬

٢حػ٬ر جلسٗحؿز ظ٧٦ؿ ٠ٜحٖػر جلاػس٬حل دنٜل ٧جيغ ١٠ جٝس٬٢ٚر جٝػؿ٬صر 
اـ ؤ١ جلا٢سٚحل ١٠ ج٢ٌٝحٟ ج٢ٝٚؿ٪ ا٩ٝ ٢ٚل جلأ٧٠جل جٜٝسف٬٢٧ح، ٩ُٞ لد٬ل 

. ج٠ٝصحل، ٙؿ ؾٗى ١٠ ؤؾًحف جؾسلاك ج٧ٚ٢ٝؿ لا٢ؾٗحى ػ٬حقذ ج٧ٚ٢ٝؿ
٠ٜح ؤ١ س٬٧ًف ٧لحثل ٧ؤؿ٧جز لاٜسنحٕ جلاػس٬حل ٧ِ٬ؿ جٝٗيل ٤٬ٖ ا٩ٝ 

. ؤؿ٧جز جٝس٬٢ٚر ج٠ٝس٧ًفذ

 
١ٜٝ٧ ١٠ ٢حػ٬ر ؤؾف٨ ٖٚؿ دفٍ ج٠ٝػسح١٧ٝ دحلسؾؿجٟ ؤػؿش جٝس٬٢ٚحز 

١ٜ٠٬٧ ج٧ٚٝل ؤ١ لا ن٫ء ٙؿ ل٦ل جلاػس٬حل ؤٜصف ١٠ . ٝسِق٬ق ٙؿفجس٦ٟ
جلا٢سنحف ج٧ٝجلَ لأظ٦قذ جٝػحلخ ج٭٫ٝ ق٬٥ؿذ جٝص١٠ ٧ُح٬ٝر جٝٚؿفذ 

ٖس٬٢ٚحز ج٠ٝلس٢ؿجز . ٧ج٠ٝس٧ٖفذ دل٧٦ٝر ٠٧ح ٬سول د٦ح ١٠ س٬٢ٚحز ؤؾف٨
جٝػح٬ٝر ٠صل ج٠ٝحلػحز جٝدوف٬ر ٧ًحدِحز ج٬ٞٝقف ٧ج٢ٝحلؾحز ٧جٝدفج٠ط 

٧ٖلحثل . ج٠ٝؾسٞٗر ٙؿ ل٠ػز دإ٠ُحل سق٬٧ف ٬وِخ ظؿجً جٜسنح٦ٖح
سق٬٧ف جٝن٬ٜحز جٝدل٬ًر ٫ٖ جٝلحد٘ ٙؿ ػل ٠ٜح٦٢ح ؤ٠ُحل سق٬٧ف ُح٬ٝر 

جٝظ٧ؿذ ٝظ٬٠َ جلأ٧فج٘ ج٠ٝح٬ٝر جٝٚحدٞر ٝٞسؿج٧ل د٠ح ٫ٖ ـٝٛ جٝن٬ٜحز 

included in theses guidelines though some measures 

to combat fraud as stated in this document may be 

parallel to the previously mentioned efforts that aim 

at combating money-laundering and terrorism 

financing. 

 

2-4    Examples of Fraud  

There are several examples of banking fraud such as 

the following: 

Embezzling cash money and other precious assets. 

Counterfeiting or distorting documents including job 

applications, bills, checks, eligibility or qualification 

certificates, identification documents, ATM or credit 

cards  

Forging signatures and stamps 

Forging cash money.  

Changing one or all check components. 

Stealing ATM or credit cards and using them 

fraudulently. 

Entering inappropriate directions and data in PCs. 

Misusing accessible information and divulging it 

illegally. 

Paying or transfer of money to illusory customers, 

employees or sellers.  

Taking bribes, gifts or secret commissions to award 

a contract; overlook non-compliance with 

obligations or to provide benefits including 

accessing confidential information.  

Obtaining through fraud documents or benefits that 

a receiver has no right to obtain. 

 

 
2-5   Technology Role  

Modern technology in the field of banking business 

has proven to be a double-edged weapon. On the 

one hand, efforts in combating fraud have obviously 

made use of modern technology. The transformation 

from the circulation of money into electronic 

transfer of funds has reduced the risks of money 

embezzlement due to a decrease in cash holding. 

The development of methods and equipment to 

detect fraud has been made by the dint of advanced 

technology. 

 

On the other hand, fraudsters are skilled in suing the 

latest modern technologies to strengthen their 

capabilities. It might be said that fraud has further 

been facilitated by the wide spread of cheap and 

easily obtained PCs and other relevant technologies 

of high capabilities . The current documents' 

technologies, such as scanners, laser printers, 

different Xerox copying machines and programs, 

have allowed the commitment of forgery acts that 

are difficult to be detected. The simple methods of 

forging checks in the past have now been replaced 
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٧د٠ح ؤ١ جٝد٧٢ٛ . ٧ؾًحدحز جلاُس٠حؿ ٧ؤـ٢٧حز جٝؾق٢٬ر ٧جٝل٢ؿجز
جٝل٧ِؿ٬ر ٙؿ سٚؿ٠ز ٜص٬فجً ٫ٖ جٝٗسفذ ج٠ٝحي٬ر ٫ٖ اؿؾحل ج٢ٌٝحٟ جٝس٫٢ٚ 
٩ُٞ ؤ٠ٌ٢س٦ح ١٠ جلأفظغ ؤ١ ٢٬ؾٗى ُؿؿ ؤ٠ُحل سق٬٧ف ج٠ٝلس٢ؿجز، 
٫ٖ ػ١٬ ؤ١ ٠لس٨٧ جٝسق٬٧ف جٝس٫٢ٚ ج٠ٝس٧ًف ٠٬ٙ٧س٤ ج٢ٝٚؿ٬ر ل٬ودغ 

. جلأفظغ
 
 

٠ٜح ؤ١ جٝس٬٢ٚحز جٝػؿ٬صر ٙؿ ل٠ػز دسق٬٬ٕ ج٠ِٝلاز ٧دًحٙحز جلاثس٠ح١ 
. دنٜل ٧جلَ، ٧٥٧ ٢نحً ٠ِف٧ٕ ٝؿ٨ ُوحدحز جٝظف٠٬ر ج٠ٌ٢٠ٝر
٬ٞ٠ِٖحز سق٬٬ٕ ج٠ِٝلاز جٝفث٬لر ، دو٧فذ ؾحور، س٠حفك ٩ُٞ 

. ج٠ٝلس٨٧ جٝؿ٫ٝ٧ دحٝسِح١٧ ٠َ ُوحدحز ٓلل جلأ٧٠جل
 

 ا٩ٝ ؾًف جلاػس٬حل جٝس٬ٞٚؿ٪ ج٠ٝفسدً ايحٖر٧ٝٚؿ ؤؿّز جٝس٬٢ٚحز جٝػؿ٬صر، 
ا٩ٝ جفسٗحٍ ٠ؾحًف جٝسِفى ٝٞؾلحثف  (Insider Trading)د٬ٞ٠ِحز  

٢ِٖؿ ٬ٙحٟ ؤػؿ ٫ٌٗ٧٠ جٝد٢ٛ دسِؿ٬ل ػحٝر ٠ؿ٬٢٧٬ر دو٧فذ . ج٠ٝح٬ٝر
جػس٬ح٬ٝر ؤ٧ ٢ُؿ ٬ٙحٟ ؤػؿ ج٧ٝلًحء دبظفجء وٗٚحز ٬ٓف ٠ِس٠ؿذ ؤ٧ 

دسظح٧ق ػؿ٧ؿ جٝوٗٚر ٖح١ ٜل ٠٦٢٠ح ٬ِفى جٝد٢ٛ ا٩ٝ ؾلحثف ٠ؿ٠فذ 
. ٠ػس٠ٞر ٫ٖ ٖسفذ ٙو٬فذ ١٠ ج٧ٝٙز

ؤ١ جٝسػ٧ل ا٩ٝ ج٢ٝنحً ج٠ٝوف٫ٖ ١ُ ًف٬٘ جلا٢سف٢ز ٬ِفى جٝد٧٢ٛ 
ٖح٠ٝػسح١٧ٝ ١٧ًِٞ٠ ٩ُٞ ؤػؿش جٝس٬٢ٚحز . ٜـٝٛ ا٩ٝ ٠ؾحًف ظؿ٬ؿذ

د٠ِ٘ ٩ُٞ٧ ٢ٚحً جٝيِٕ جٜٝح٢٠ر ٫ٖ اظفجءجز جٝفٙحدر جٝؿجؾ٬ٞر ٝؿ٨ 
جٝد٧٢ٛ ٥٧ٟ ٠٬ص١٧ٞ ؾًفجً ٠س٢ح٬٠حً ١٠ ٠ؾحًف جٝظف٠٬ر جلاٜٝسف٬٢٧ر 

"(Cyber Crime .)"
١٠٧ ٬ٓف ج٠ٝس٧َٙ ؤ١ س٧جٜخ ج٠٧ِٞ٠ٝحز ػ٧ل جٝظف٠٬ر جلاٜٝسف٬٢٧ر 

ٝـٝٛ ٬س٧ظخ . ج٧ٝجفؿذ ٫ٖ ٥ـ٣ جلإفنحؿجز جٝسٚؿٟ جٝلف٬َ ٝٞس٧ًف جٝس٫٢ٚ
٩ُٞ جٝد٧٢ٛ ؤ١ سٌل ٠ًِٞر ٩ُٞ ؤػؿش جٝس٧ًفجز جٝس٬٢ٚر جٝس٫ 

٬لسؾؿ٦٠ح ج٠ٝػسح١٧ٝ ٩ُٞ٧ ؤػؿش ج٧ٝلحثل لاٜسنحٕ ٠٧فجٙدر ٠٧ٜحٖػر 
٦ٝ٧ـ٣ جٝٔح٬ر ٢٬د٫ٔ جلس٠فجف س٬٧ًف جلأ٠ٌ٢ر ٧جلإظفجءجز . جلاػس٬حل

جٝؿجؾ٬ٞر ٝفوؿ ٧سػ٬ٞل جسظح٥حز جلاػس٬حل ٧٧لحثل ٠ٜحٖػس٤ ٧ا٬ظحق ٥ـ٣ 
٧سسي١٠ ؾًر ٠ٜحٖػر . ج٠٧ِٞ٠ٝحز ج٦ٝح٠ر ٧س٧ق٦ِ٬ح ٩ُٞ ٫ٌٗ٧٠ جٝد٢ٛ

٠٧فجٙدر ٬ٞ٠ُحز جلاػس٬حل ج٧ٝجفؿذ ٫ٖ ٥ـ٣ جلإفنحؿجز ُؿؿجً ١٠ 
. جلاٙسفجػحز د٦ـج جٝنإ١

 

 خعبيٌى يؤششج اهٌلد اهعرتً اهشعودي واهخطوط الإرضبدٌج 2-6
: اهيشبٌدث 

١ٜ٠٬٧ جٝػو٧ل . ؤوؿفز ج٠ٝئللر ُؿؿجً ١٠ جٝسِح٬٠ٟ دنإ١ جلاػس٬حل
 د٧٢ِج١ ٫ٖ120 جٝٚلٟ " ؿ٬ٝل سِح٬٠ٟ لح٠ح"٩ُٞ ٥ـ٣ جٝسِح٬٠ٟ ٫ٖ 

جٝظؿ٧ل جٝسح٫ٝ ٬وٕ دب٬ظحق جلأٙلحٟ جٝٗف٬ُر ". جٝظفجثٟ جلاٙسوحؿ٬ر"
: ٝٞسِح٬٠ٟ ج٠ٝسوٞر دحٝظفجثٟ جلاٙسوحؿ٬ر ٫ٖ ٥ـج جٝؿ٬ٝل

 

by highly efficient methods, allowing forgery acts of 

all tradable securities, including checks, letters of 

credit, promissory notes and bonds. As the Saudi 

banks have made great progress over the preceding 

period in the introduction of electronic technology 

into their systems, it is likely that the number of acts 

of forging documents would decrease while the 

developed technological level of forgery and its 

monetary value will likely increase.  

 

Modern technologies have also allowed forging of 

currencies and credit cards widely, an activity well-

known to organized crime gangs. Forging major 

currencies, in particular, is being practiced at the 

international level in coordination with money-

laundering gangs. 

 

The modern technologies have led to further 

exposure to the risks of financial losses, apart from 

the old risk of fraud related to "Insider Trading" 

acts. When a bank's employee changes indebtedness 

position fraudulently or when a broker carries out 

unapproved deals or exceeds the limit of the deal, 

both acts will expose the bank to potential 

catastrophic losses in a short period of time. 

 

Using the internet for banking activity also exposes 

banks to new risks. Skillful fraudsters, who use 

latest technologies and deeply know the underlying 

deficiencies of internal control procedures at banks, 

represent an increasing danger of Cyber Crime. 

  

 

It is not expected that the information about cyber 

crime mentioned in theses guidelines would cope 

with the rapid advancement of technological 

development. Therefore, banks should always be 

acquainted with the latest technological methods 

used by fraudsters so as to be able to detect, control 

and combat fraud. For this purpose, the internal 

systems and procedures must continually be 

developed for observing and analyzing fraud trends 

to develop appropriate means to combat it. These 

important developments shall then be summarized 

and circulated to the bank's employees. The plan to 

combat and control fraud mentioned in these 

guidelines include a number of suggestions.  

 

2-6 SAMA's Circulars & Supporting Guidelines  

 
SAMA has issued a number of circulars concerning 

fraud. To obtain these circulars, refer to "(SAMA's 

Circular Manual) - Section 120 entitled "Economic 

Crimes". The following table describes briefly sub-

sections of the circulars related to economic crimes 

in this Manual: 
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 جٝٚلٟ

 

 ٧٠ي٧ٍ جٝس٬٠ِٟ

120/1  
ادلاّ لًٞحز جلأ١٠ دإ٠ُحل جلاػس٬حل 

 
 

120/2  
 افنحؿجز ٠ٜٝحٖػر جلادسقجق ج٠ٝح٫ٝ ٧جلاػس٬حل

120/3  
 افنحؿجز ٠ٜٝحٖػر ٓلل جلأ٧٠جل

120/4  
 ٠ػح٧لاز سق٬٬ٕ ج٠ِٝٞر ج٬٢ً٧ٝر ٧ظ٧٦ؿ ٠ٜحٖػس٦ح

120/5  
٠ػح٧لاز سق٬٬ٕ ج٠ِٝلاز جلأظ٢د٬ر ٧ظ٧٦ؿ 

 ٠ٜحٖػس٦ح

120/6  
٠ػح٧لاز ٝسق٬٧ف ج٠ٝلس٢ؿجز ٧ظ٧٦ؿ ٠ٜحٖػس٦ح 

120/7  
 ؤ٠ُحل جػس٬حل د٫ٜ٢ ؤؾف٨

120/8  
 ٝظ٢ر سل٬٧ر ج٢٠ٝحقُحز ج٠ٝوف٬ٖر

120/9  
ٝظ٢ر ٠ٜحٖػر جلاؾسلاك ٧جلاػس٬حل ج٠ٝح٫ٝ 

 

120/10  
ٝظ٢ر ؾق٢٬ر جٝد٢ٛ 

120/11  
 جٝؿُح٨٧ ٧ج٢٠ٝحقُحز جٝد٬ٜ٢ر

120/12  
ُؿ ج٠ِٝلاز ٠٧ٜحث١ جٝٗػه 

 

 

Section Circular Subject 

120/1 Notifying authorities concerned of 

fraud operations 

120/2 Guidelines  to combat financial 

embezzlement and fraud 

120/3 Guidelines  to combat money-

laundering  

120/4 Attempts of forging the national 

currency and efforts to combat them 

120/5 Attempts of forging foreign currency 

and efforts to combat them 

120/6 Attempts of forging documents and 

efforts to combat them 

120/7  Other banking fraud operations  

120/8 Committee for Resolution of Banking 

Disputes  

120/9 Committee for Combating 

Embezzlement and Financial Fraud  

120/10 Bank Treasury Committee  

120/11 Banking complaints and disputes  

120/12 Currency counting and examination 

machines  
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٠ٜح ؤوؿفز ج٠ٝئللر ُؿؿجً ١٠ جلإفنحؿجز ٧جٜٝس٬دحز ج٠ٝلح٢ؿذ جٝس٫ 
: ٫٥٧ سن٠ل ٠ح ٫ٞ٬. ٬س٧ظخ ٙفجءس٦ح دحٝسقج١٠ ٠َ ٥ـ٣ جٝي٧جدً

 ؿ٬ٝل افنحؿجز ٠ٜحٖػر ٬ٞ٠ُحز جلاؾسلاك ٧جلاػس٬حل ج٠ٝح٫ٝ

. اؿجفذ ج٠ٝؾحًف جٝسن٬ٞ٬ٔر ١ُ ًف٬٘ دفج٠ط جٝسإ١٬٠
. ٠ِح٬٬ف ؿ٬ٝل جلأ١٠ ٝٞنفٜحز

. افنحؿجز جٝفٙحدر جٝؿجؾ٬ٞر ٝٞد٧٢ٛ جٝسظحف٬ر
. ج٠ِٝح٬٬ف ج٠ٝػحلد٬ر ٝٞد٧٢ٛ جٝسظحف٬ر

. جٝنف٧ً جٝؿ٬٢ح ٝلأ١٠ ج٫ِٞٗٝ
 .جٝنف٧ً جٝؿ٬٢ح لأ٠ٌ٢ر جلأ١٠

 .٧ٙجُؿ ٖسغ جٝػلحدحز ٧ج٧ٚٝجُؿ جِٝح٠ر ٝسن٦ٞ٬ٔح

. ٧ٙجُؿ ٠ٜحٖػر ٓلل جلأ٧٠جل ٧س٬٧٠ل جلإف٥حخ 
. س٠٬ِٞحز ٠ُل ػفجك جلأ١٠

. اظفجءجز ػ٠ح٬ر ج٢ٝٚؿ ؤص٢حء ج٢ٝٚل
. افنحؿجز ٝػ٠ح٬ر ٠٧فجٙدر ٢نحًحز ٓلل جلأ٧٠جل ُدف ج٢ٌٝحٟ جٝد٫ٜ٢

. افنحؿجز دنإ١ ؤ١٠ جلا٢سف٢ز جٝد٫ٜ٢
 
 

: خطج ينبفحج الاحخٌبل - 3
:  يلديج 3-1

١٠ جٝيف٧فذ ؤ١ ٧ٚ٬ٟ ٜل د٢ٛ د٧يَ ؾًر ٠سٜح٠ٞر ٠ٜٝحٖػر جلاػس٬حل 
٧سٚسفع ٥ـ٣ جٝس٠٬ِٞحز سلِر نف٧ً . ٠ِٝحٝظر ظ٬٠َ ظ٧ج٢خ جلاػس٬حل

ؤلحل٬ر ٝس٬٧ًف ؾًر ٖحُٞر ٠ٜٝحٖػر جلاػس٬حل ٝؿ٨ جٝد٧٢ٛ جٝل٧ِؿ٬ر، 
٧ـٝٛ دحلالس٢حؿ ا٩ٝ ٠فجظِر ٧جُس٠حؿ ؤٖيل ج٠٠ٝحفلحز جٝؿ٬ٝ٧ر ٫ٖ ٥ـج 

: ٥٧ـ٣ جٝنف٧ً جلألحل٬ر جٝسلِر ج٠ٝٚسفػر ٫٥ ٜحٝسح٫ٝ. ج٠ٝظحل
 .السفجس٬ظ٬ر ٠ٜحٖػر جلاػس٬حل ٧ل٬حلر جٝفٙحدر : جلأ٧ل

 .جلإًحف جٝس٫٠٬ٌ٢ ٬ٜٞ٬٥٧ر ج٠ٝلئ٬ٝ٧ر :  جٝصح٫٢

 .س٬٬ٟٚ ٠ؾحًف جلاػس٬حل :  جٝصحٝش

 .٢نف ج٫ُ٧ٝ دنإ١ جلاػس٬حل :  جٝفجدَ

 .اظفجءجز ج٠ٝفجٙدر :  جٝؾح٠ك

 . جٝفٙحدر ٧ج٠ٝسحدِر:  جٝلحؿك

.  ؤ٠ٌ٢ر جلإدلاّ ١ُ جلاػس٬حل: جٝلحدَ
 . ٠ِح٬٬ف جٝسػ٬ٚ٘: جٝصح١٠

٠ِح٬٬ف جٝل٧ٞٛ ٧جٝسإؿ٬خ  : جٝسحلَ
٥ـ٣ جٝنف٧ً ٧جٝس٠٬ِٞحز جلإفنحؿ٬ر ٫٥ ُح٠ر لا سٗو٬ٞ٬ر سسي١٠ ٙحث٠ر 

دحلأ٧٠ف جٝس٫ سػسحض ٠ِٞٝحٝظر د٠ِ٘ ١٠ ٙدل ؤ٪ د٢ٛ ػلخ ٌف٤ٖ٧ 
٧سَٚ ٩ُٞ ُحس٘ جٝد٢ٛ ٠لئ٬ٝ٧ر س٬٧ًف جلإظفجءجز ٧ج٠ِٝح٬٬ف . جٝؾحور

٧جلأ٠ٌ٢ر ٧ج٬ٞ٠ِٝحز جٝلاق٠ر ٝسًد٬٘ ٥ـ٣ جٝنف٧ً دو٧فذ ٖحُٞر 
٠٧سحدِس٦ح ٜظقء ١٠ ػ٠ٞر ٠لس٠فذ ٬ن٦٢ح جٝد٢ٛ دٜح٤ٞ٠ ٠ٜٝحٖػر 

. جلاػس٬حل
. ظ٥٧ف ؤل٧ٞخ ٠ٜحٖػر جلاػس٬حل ٧٥ جلاٙس٢حٍ دإ٬٠٥ر اؿجفذ ج٠ٝؾحًف

ٖدحلسؾؿجٟ س٬٢ٚحز جلإؿجفذ سلس٬ًَ ؤ١ سػؿؿ د٧ي٧ع ٠ٌِٟ ٢ٚحً جٝيِٕ 

SAMA has also issued a number of guidelines and 

supporting booklets that should be read along with 

these controls . They include the following : 

 

Manual of Guidelines for Combating Embezzlement 

and Financial Fraud 

Managing operational risks through insurance 

programs. 

Manual of company security standards. 

Internal control guidelines for commercial banks. 

Accountancy criteria for commercial banks. 

 Minimum conditions for actual security. 

Minimum conditions for security systems. 

Rules governing the opening of bank accounts in 

Saudi Arabia and General operational Guidelines. 

Directions for security guards. 

Procedures of protecting cash money during 

transportation. 

Guidelines on combating and control of money-

laundering activities via banking system. 

Guidelines on internet banking security. 

 

 

3- Plan for Combating Fraud  

 

3-1   Introduction  

It is necessary for every bank to set an integrated 

plan to combat fraud so as to address all aspects of 

the fraud problem. These guidelines suggest 9 basic 

conditions to develop an effective plan to combat 

fraud in commercial banks by building on and 

adopting the best international practices in this area. 

These conditions are the following: 

First:  A strategy to combat and prevent fraud. 

Second: Regulatory framework and responsibility 

structuring . 

Third: Assessing fraud risks. 

Fourth: Spreading awareness with regard to fraud . 

Fifth: Control procedures. 

Sixth: Control and follow ï up. 

Seventh: Fraud notification methods. 

Eight: Investigation criteria. 

Ninth: Conduct and disciplinary criteria 

 

These conditions and guidelines are general, not 

detailed. They contain a list of issues that need to be 

addressed in depth by any bank in accordance with 

its own circumstances. The bank is responsible for 

developing the necessary measures, standards, 

systems and operations for effective application and 

follow up of these conditions as part of an ongoing 

campaign launched by the bank with all its sections 

and departments to combat fraud. 

  

The conviction of how important is risk 

management represents an essential part of 

combating fraud. By using management techniques, 

the management can clearly determine most 
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٫ٖ جٝي٧جدً ٧ؤ١ سسؾـ جٝسؿجد٬ف جٝلاق٠ر لإولاع آ٬ٝحز ج٠ٝفجٙدر 
. جٝي٬ِٗر ؤ٧ اؿؾحل س٬٢ٚحز ايح٬ٖر

 
س٢حٙم جلأظقجء جٝسح٬ٝر جٝنف٧ً جلألحل٬ر جٝسلِر ٜل ٩ُٞ ػؿ٣ دػ٬ش 
٬دؿؤ ٜل ظقء د٠ٚؿ٠ر ُح٠ر ٧٠ظقذ س٦٬ٞح افنحؿجز ٠ػؿؿذ س٦ؿٕ ا٩ٝ 

. ٠لحُؿذ جٝد٧٢ٛ ٫ٖ ظ٧٦ؿ٥ح ٠ِٝحٝظر جػس٬حظحس٦ح جٝؾحور
 
إشخراخٌجٌج ينبفحج الاحخٌبل :  اهضرط الأشبشً الأول3-2 

: وشٌبشج اهركبتج
 

:   يلديج 3-2-1
٬س١٬ِ ٩ُٞ ٜل د٢ٛ ؤ١ ١٧ٜ٬ ٝؿ٤٬ ل٬حلر ٠ٜس٧در نح٠ٞر ٠٧سٜح٠ٞر 
٠ٜٝحٖػر جلاػس٬حل ٠٧فجٙدس٤ ٠َ سٗحو٬ل ج٠ٝفجٙدر ٠ٜٝحٖػر جلاػس٬حل 

٬٧ظخ ؤ١ سفلٟ ٥ـ٣ جٝل٬حلر ٜحٖر جٝسؿجد٬ف ٧جلإظفجءجز . ٧جٝٗلحؿ
جٝوحٝػر ٝٞد٢ٛ ج١٬ِ٠ٝ، ا٩ٝ ظح٢خ لٞلٞر ٧جلِر ٠ٜ٠٧ٞر ١٠ جٝسؿجد٬ف 

٬٧ظخ ؤ١ سسد٩٢ ٥ـ٣ جٝل٬حلر ؤل٧ٞخ اؿجفذ ج٠ٝؾحًف . ج٠ٝيحؿذ ٝلاػس٬حل
٠ٜٝحٖػر ٠٧فجٙدر جلاػس٬حل، ٠ٜح ٬ظخ ؤ١ ١٧ٜ٬ جٝٔفى جٝفث٬ل٫ ٦ٝـ٣ 
جٝل٬حلر ٧٥ ٢نف ج٫ُ٧ٝ ٧جلاٝسقجٟ د١٬ ج١٬ٌٗ٧٠ٝ، ٧ج١ سػؿؿ ١٠ ٧٥ 

ج٠ٝلث٧ل ٫ٖ جٝد٢ٛ ١ُ ٠ٜحٖػر ٠٧فجٙدر جلاػس٬حل ١ُ٧ سًد٬٘ ٠ؾسٕٞ 
١٠٧ ؤظل س٬٬ٟٚ ِٖح٬ٝر جٝؾًر . ظ٧ج٢خ ؾًر ٠ٜحٖػر ٠٧فجٙدر جلاػس٬حل

. ٬ظخ ؤ١ سؾيَ ٥ـ٣ جٝؾًر ٠ٞٝسحدِر ٧جٝس٬٬ٟٚ ١٠ جٝؿجؾل ٧جٝؾحفض
 
 

:  الإرضبداح 3-2-2
٩ُٞ جٝد٢ٛ ؤ١ ٬يَ ل٬حلر ٠ٜس٧در ٠ٜٝحٖػر جلاػس٬حل ٠٧فجٙدس٤ ٬٧سٟ - 1

 .س٧ق٦ِ٬ح ٩ُٞ ٤٬ٌٗ٧٠

سسي١٠ ٥ـ٣ جٝل٬حلر ٠فجٙدر جٝد٢ٛ ٝلاػس٬حل ٠٧ٜحٖػر جٝٗلحؿ ٧ؤ١ - 2
سيَ جلأ٥ؿجٕ ٧ؤ١ سظ٠َ جٝل٬حلحز جٝٚحث٠ر ٧جلإظفجءجز جٝس٫ سسول 

 .د٠ٜحٖػر جلاػس٬حل ٧جٝٗلحؿ 

١ٜ٠٬ ؤ١ سفؿ جٝل٬حلر ٫ٖ ٧ص٬ٚر ٧جػؿذ ؤ٧ ٫ٖ ٠ظ٧٠ُر ١٠ - 3
جٜٝس٬ّدحز ٧جٝس٧ظ٦٬حز ٧جٝسِح٬٠ٟ ٧جلإفنحؿجز س٧يغ د٠ظ٦ٞ٠ح ٢ُحوف 

 .السفجس٬ظ٬ر جٝد٢ٛ

س٧ٟٚ جٝل٬حلر ٩ُٞ ؤلحك سػ٬ٞل ٠ؾحًف جٝد٢ٛ ١٠ ػ٬ش د٬ثس٤ -4
جٝؿجؾ٬ٞر ٧جٝؾحفظ٬ر ٧ؤ١ سسد٩٢ ؤل٧ٞخ اؿجفذ ج٠ٝؾحًف دنإ١ ٠فجٙدر 

س٬٬ٟٚ "٫ًٔ٬ ٥ـج جٝظح٢خ جٝنفً جلألحل٫ جٝصحٝش د٧٢ِج١ ) لجلاػس٬ح
 .("ؾًف جلاػس٬حل

. س١٧ٜ جٝل٬حلر نح٠ٞر ٧ؤ١ س٫ًٔ ج٢ِٝحوف جٝػ٬٧٬ر ٝٞد٢ٛ ٢٧نحًحس٤-5
 

 .س١٧ٜ جٝل٬حلر ٠سٜح٠ٞر ؿ١٧ ؤ٪ سيحفخ د١٬ ج٢ِٝحوف ج٠ٝلسٚٞر-6

. 1-3س٫ًٔ جٝل٬حلر دػؿ٥ح جلأؿ٩٢ جٝنف٧ً جلألحل٬ر ج٠ٝـ٧ٜفذ ٫ٖ -7
 

سػؿؿ ل٬حلر ٠ٜحٖػر جلاػس٬حل دحٝسٗو٬ل ؤُيحء ٝظ٢ر ٠ٜحٖػر -8

deficiencies of controls and take proper measures to 

redress wrong control mechanisms or introduce 

additional techniques. 

 

The following sections discuss the basic nine 

conditions separately. Each section starts with a 

general brief introduction, followed by specific 

guidelines aimed at helping banks in their efforts to 

address their own requirements. 

  

3-2 The First Basic Condition: Strategy of Fraud 

Combat and Control Policy  

 

 

3-2-1  Introduction  

Each bank shall have a comprehensive and 

integrated written policy for fraud combat and 

control along with the supervision details on fraud 

and corruption combat. This policy shall draw all 

procedures and measures appropriate for the bank 

concerned, along with a wide range of 

complementary anti-fraud procedures. The policy 

must adopt the risk management method to combat 

and control fraud. The main purpose of the policy is 

to promote awareness and compliance among 

employees, determine the bankôs departments in 

charge of combating and controlling fraud, and 

applying the planôs various aspects of combating 

and controlling fraud. To assess the effectiveness of 

the plan, it must be followed up and assessed 

internally and externally.  

 

3-2-2  Guidelines  

1. The bank must lay down and promulgate a written 

policy for fraud combat and control; and it should be 

circulated to its staff. 

2. This policy must include the bankôs control 

measures for combating fraud and corruption, set the 

goals to be achieved, and should combine the 

existing policies and measures related to fraud and 

corruption combat.  

3. The policy can be presented in one document or 

in a set of booklets, instructions, circulars, and 

guidelines which generally explain the elements of 

the bankôs strategy. 

4. The policy must be based on the bankôs risk 

analysis in terms of its internal and external 

environment and it should adopt the method of risk 

management for fraud control (This aspect is 

included in the basic third condition entitled 

ñAssessment of Fraud Riskò). 

5. The policy must be comprehensive and cover the 

bankôs essential functions and activities. 

6. The policy must be integrated without any 

conflict between independent elements. 

7. As a minimum, the policy must cover the basic 

conditions stated in 3-1. 

8. The policy of fraud combat must define in details 
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ج٠ٝئٝٗر ١٠ ١٬ٌٗ٧٠ فث٬ل١٬٬ ١٠ . جلاػس٬حل ٢٧ًح٘ ٦ٞ٠ُح ٧ؤٓفجي٦ح
٠ؾسٕٞ ؤٙلحٟ جٝد٢ٛ ٠لث٧ٝر ١ُ س٬٧ًف سٞٛ جٝل٬حلر ٧سًد٦ٚ٬ح ٧س٢ل٦ٚ٬ح 

جلإًحف جٝس٫٠٬ٌ٢ ٬ٜٞ٬٥٧ر "فجظَ جٝنفً جلألحل٫ جٝصح٫٢ د٧٢ِج١ )
 .("ج٠ٝلئ٬ٝ٧ر

 
٩ُٞ ج٠ٝلث١٬ٝ٧ جٝس٬ٗ٢ـ١٬٬ ؤ١ ٧٢٧ٜ٬ج جٝٚؿ٧ذ دحٝسوفٕ د٢قج٥ر ٧جٝس٬ٚؿ -9

٠ٜح ٬ظخ ؤ١ . دف٧ع ٢٧و٧ه ل٬حلر ٠ٜحٖػر جلاػس٬حل ٠٧فجٙدس٤
٬ؿف٧ٜج دإ٦٢ٟ ٠لث١٬ٝ٧ ٧ؾحي١٬ِ ٠ٞٝػحلدر ٫ٖ ا٬ظحؿ ٢٠حؼ ؤؾلا٫ٙ 

٧ج٠ٝػحٌٖر ٤٬ُٞ ٠٠ح ٬ئؿ٪ ا٩ٝ اػدحً جلاػس٬حل ٧سنظ٬َ جلإدلاّ ١ُ ؤ٪ 
. ؾف٘ ٠ِٞٝح٬٬ف ج٠ٝٚد٧ٝر

 

فوؿ ٠ح ٫ٜٗ٬ ١٠ ج٢ِٝحوف جٝدنف٬ر ٧ج٧٠ٝجفؿ جلأؾف٨ ٝي٠ح١ -10
ٖحلاٝسقجٟ ج٧ٝجيغ ١٠ ٜدحف . ٢ظحع ل٬حلر ٠ٜحٖػر ٠٧فجٙدر جلاػس٬حل

ج٠ٝلث١٬ٝ٧ ١٠ ػ٬ش ج٧ٝٙز ٧فوؿ ج٧٠ٝجفؿ، ٬لحُؿ ٫ٖ افلحل انحفذ 
. ٧جيػر ا٩ٝ ج١٬ٌٗ٧٠ٝ دح١ جلإؿجفذ ١ٝ سس٦ح١٧ ٫ٖ ٠ٜحٖػر جٝٗلحؿ

 
 

٩ُٞ ظ٬٠َ ج١٬ٌٗ٧٠ٝ ؤ١ ٧ِ٬ج ٠لئ٬ٝ٧حس٦ٟ ج٠ٝسِٞٚر د٠ٜحٖػر -11
فجظَ ؤ٬يحً جٝنفً )جلاػس٬حل ٧جٜٝنٕ ٧جلإدلاّ ٤٢ُ ٧جٝسػ٬ٚ٘ دنإ٤٢ 

. (٢نف ج٫ُ٧ٝ دنإ١ جلاػس٬حل"جلألحل٫ جٝفجدَ د٧٢ِج١ 
 

ؤ٤٢ ١٠ ج٠ٝلاثٟ انفجٛ جٝظ٦حق جٝسن٫ٞ٬ٔ ٫ٖ ٧يَ و٬ٔر ل٬حلر -12
٠ٜحٖػر جلاػس٬حل ٝسػؿ٬ؿ ؤ١٬ س٧ظؿ ٖفه جٝٗلحؿ ٬ٜ٧ٕ ١ٜ٠٬ س٬ٞٚو٦ح 

 .ٝٞػؿ جلأؿ٩٢

١٠ جلأ٬٠٥ر د٠ٜح١ اًلاٍ جٝظ٦حق جٝسن٫ٞ٬ٔ دحلس٠فجف ٩ُٞ -13
س٧ًفجز جٝل٬حلر ٧سًد٦ٚ٬ح ٧جلإ٢ظحقجز ٧ج٢٠ٝحَٖ ٝسِق٬ق جلاٝسقجٟ 

 .دإٓفجى سٞٛ جٝل٬حلر ٩ُٞ ؤ٧لَ ٢ًح٘

٬لحُؿ ج٠ِٝل جٝظ٠ح٫ُ ٢٧نف جٝصٚحٖر جٝس٬٠٬ٌ٢ر جٝد٧٢ٛ ٩ُٞ -14
 . جلالسٗحؿذ ١٠ جٝؾدفجز ٧جلأٖٜحف ج٠ٝظ٠ِر

س٬٬ٜٕ ٧سػؿ٬ش ل٬حلر ٠ٜحٖػر ٠٧فجٙدر جلاػس٬حل دػ٬ش سِٜك -15
٦ٝ٧ـج جٝٔفى ٬سٟ ٠فجظِر . جٝس٬٬ٔفجز ٫ٖ جٝد٢ٛ ٫ٖ٧  د٬ثس٤ جٝسن٬ٞ٬ٔر 

جٝل٬حلر ؿ٧ف٬حً ٜل ل٢س١٬ ٠صلًا ؤ٧ ٢ُؿ ػؿ٧ش س٬٬ٔفجز ٫ٖ جٝد٬ثر 
جٝسن٬ٞ٬ٔر سئؿ٪ لإيِحٕ ٙؿفذ سٞٛ جٝل٬حلحز ٩ُٞ ٠ٜحٖػر ٠٧فجٙدر 

جلاػس٬حل ٧ؤ٬يحً لالسِفجى ٙؿفس٦ح ٩ُٞ سٞد٬ر جلأٓفجى ج٠ِٝحؿ 
 .س٦٠٬٬ٚح

 
 
 
 

the members of the fraud combat committee, its 

business scope and purposes. The committee, which 

consists of senior officers from the bankôs various 

departments, shall be responsible for the 

development, application and coordination of the 

policy (refer to the second basic condition entitled 

ñRegulatory Framework and Responsibility 

Structuringò). 

9. Executive officials must set a good example of 

integrity regarding compliance with the essence and 

provisions of the policy of combating and 

controlling fraud. They must also realize that they 

are responsible and accountable for creating and 

preserving an ethical atmosphere that would help in 

thwarting fraud and encouraging notification of any 

violation of acceptable standards. 

10. The bank must designate sufficient staff 

members and resources to ensure the success of the 

policy of combating and controlling fraud. Senior 

officialsô clear commitment in terms of the 

designated time and resources would help in sending 

a clear message to the employees that the 

management will not be lenient in combating 

corruption.  

11. All employees must be aware of their 

responsibilities regarding the combat, detection, 

notification, and investigation of fraud (refer also to 

the fourth basic condition entitled ñPromoting 

Awareness of Fraudò). 

12. It will be appropriate that the operational organ 

participate in drafting the policy of fraud combat to 

determine potential areas where corruption may take 

place and how it can be minimized.   

13. It is important to keep the operational organ 

always informed of the developments, application, 

accomplishments and benefits of the policy in order 

to promote compliance with the policyôs purposes 

on the broadest scale. 

14. Joint action and promotion of regulatory culture 

help banks to benefit from accumulated expertise 

and ideas.  

15. The policy of combating and preventing fraud 

must be adapted and updated in so far as to reflect 

developments in the bank and its operational 

environment. For this purpose, the policy and its 

efficiency to achieve the reappraised goals must be 

periodically reviewed, at least every two years; or 

whenever changes occur in the operational 

environment which may weaken the capacity of 

such policy to combat and control fraud, and its 

ability to meet reassessed objectives. 
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الإطبر اهخٌظٌيً وهٌنوٌج :  اهضرط الأشبشً اهذب3-3ًٌ 

: اهيشؤوهٌج 
:   يلديج 3-3-1 

ِّحل ٬ٜٞ٬٥٧ر ٠لئ٬ٝ٧حز ٝس٬ٗ٢ـ  ٬ظخ س٬٧ًف اًحف س٫٠٬ٌ٢ نح٠ل ٧ٖ
ل٬حلر ٠فجٙدر جلاػس٬حل جٝنح٠ٞر جٝس٫ ٬ِس٠ؿ٥ح جٝد٢ٛ، ٬سي٦٢٠ح س٬ٗ٢ـ 

٢٬٧د٫ٔ س١٬٧ٜ ٝظ٢ر ٠ٝفجٙدر جلاػس٬حل . ؤ٠ٌ٢ر ٠فجٙدر ؿجؾ٬ٞر ل٠٬ٞر
٧ . ٧ٝيَ جٝل٬حلر ٧س٢ل٬٘ ٠٧سحدِر س٬ٗ٢ـ٥ح ٧س٬ٖ٧ف ج٠ٝلح٢ؿذ جٝلاق٠ر ٦ٝح

. انفجٛ ظ٬٠َ ٠لس٬٧حز جلإؿجفذ ٫ٖ س٬ٗ٢ـ ٥ـ٣ جٝل٬حلر
 
 
:  الإرضبداح 3-3-2
سػؿ٬ؿ ج٠ٝلئ٬ٝ٧ر جٝس٬٠٬ٌ٢ر لإلسفجس٬ظ٬ر جٝد٢ٛ جٝنح٠ٞر ٠ٜٝحٖػر -1

جلاػس٬حل ٧ٜٝل ٢ُوف ١٠ ٢ُحوف٥ح دٜل ٧ي٧ع ٧ادلاّ اؿجفذ جٝد٢ٛ 
 .٤٬ٌٗ٧٠٧ دٜل ـٝٛ

 

 ٬٢ِ٠ر 1-3-٢٬3د٫ٔ ؤ١ س١٧ٜ ٢٥حٛ ٝظ٢ر ٠لسٚٞر ٠ٜح ـٜف ٫ٖ -2
 :د٠ٜحٖػر ٠٧فجٙدر جلاػس٬حل ٝؿ٨ جٝد٢ٛ، ٠ٜح ٧٢و٫ دحلأ٧٠ف جٝسح٬ٝر

 

س١٧ٜ ٠٦٠ر ٝظ٢ر ٠فجٙدر جلاػس٬حل ٫٥ ٧يَ ٧س٢ل٬٘ ٠٧سحدِر ل٬حلر 
 .جٜٝنٕ ١ُ جلاػس٬حل ٧جٝسػ٬ٚ٘ دنإ٤٢

 .سػؿ٬ؿ ٠لئ٬ٝ٧ر ٠فجٙدر جلاػس٬حل دٜل ٧ي٧ع

. س٬ٗ٢ـ ٬ٜٞ٬٥ر ٧جيػر ٝلإدلاّ ١ُ جلاػس٬حل
س٧ص٬٘ ؤؿ٧جف ٠٧لئ٬ٝ٧حز ظ٬٠َ ج١٬ٌٗ٧٠ٝ د٧ي٧ع ٫ٖ ل٬حلر -3

٩ُٞ ٜل ٧٠ٌٕ ؤ١ ٬ِفٕ د١٠ ٬سول ٠٧ح . ٠ٜحٖػر ٠٧فجٙدر جلاػس٬حل
 .٬ظخ ٤٬ُٞ ٤ِٖٞ ٢ُؿ جلانسدح٣ د٢نحً جػس٬ح٫ٝ

 
 

:   يشؤوهٌبح الإدارث 3-3-2-1
ٝـٝٛ سسػ٠ل جلإؿجفذ . جلإؿجفذ ٫٥ ج٠ٝلث٧ٝر ١ُ ٠ٜحٖػر جلاػس٬حل-1

دنٜل سحٟ ٠لئ٬ٝ٧ر ٧يَ ٧سػؿ٬ؿ ج٠ٝلئ٬ٝ٧ر جٝس٬٠٬ٌ٢ر ٠ٜٝحٖػر جلاػس٬حل 
٤ِ٢٠٧ .

 
 

سؿل جٝؿفجلحز جٝوحؿفذ ١ُ جٝنفٜحز جِٝح٬٠ٝر ٝلالسنحفجز جلإؿجف٬ر -2
ؤ١ ل٧ٞٛ ٜدحف جٝس٬ٗ٢ـ١٬٬ ٫ٖ جٝد٢ٛ، ٧٥ ١٠ ؤ٥ٟ ظ٧ج٢خ ؾٞ٘ ٢٠حؼ 
ؤؾلا٫ٙ ٫ٖ ؤ٪ ٢٠نإذ ٝـٝٛ ٬ظخ ؤ١ ٬دؿؤ جٝل٧ٞٛ جٝوػ٬غ ١٠ ٠ٙر 

ج٦ٝفٟ ٢٬٧سٚل ٢ق٧لًا ا٩ٝ جٝٚحُؿذ ُدف سوفّٕ ٜدحف ج٠ٝلث١٬ٝ٧ د٢قج٥ر 
٠٠٧حفلر ٠ح ٢٬حؿ١٧ د٤ ، ٢٧ٌفجً لأ١ ل٧ٞٛ ج٧٠ٌٕٝ ٧٠٧ج٤ٗٙ ؿجؾل 
ج٢٠ٝنإذ ج٠ٝح٬ٝر جٜٝدف٨ سسإصف ٜص٬فجً دحلإؿجفذ  ج٬ِٞٝح ، ٝـج ٬س١٬ِ ٩ُٞ 
ج٠ٝؿفجء ؤ١ ٧٢٧ٜ٬ج جٝٚؿ٧ذ دبسدح٦ُٟ اظفجءجز جٝفٙحدر جٝوػ٬ػر ٫ٖ 

 .ؤ٠ُح٦ٟٝ ج٬٠٧٬ٝر ٧ُؿٟ ؾف٘ جلإظفجءجز ج٢ٌٝح٬٠ر دػٜٟ ٧٠ج٦ِٟٙ

 

3-3  Second Basic Condition: Regulatory 

Framework and Responsibility Structuring 

 

3-3-1  Introduction  

A comprehensive and effective regulatory 

framework as well as a structure of responsibilities 

must be developed to execute the comprehensive 

policy of fraud control approved by the bank, 

partially by application of sound domestic control 

systems. A fraud control committee must be formed 

to lay down the policy, coordinate and follow up its 

application, and provide the necessary support to its 

chief executive. All levels of management must be 

involved in the implementation of this policy. 

 

3-3-2  Guidelines 

1. The regulatory responsibility for adopting the 

bankôs comprehensive fraud-combat strategy and 

each of its elements must be clearly determined and 

the bankôs management and employees must be 

informed thereof.  

2. There must be an independent committee as 

mentioned in 3-3-1 concerned with fraud combat 

and control in the bank, and the following is 

recommended:  

The task of a fraud control committee is to lay 

down, coordinate and follow up a policy for fraud 

detection and investigation. 

Defining the responsibility for fraud control in clear 

terms. 

Applying a clear structure to notify of fraud acts. 

 

3. Roles and responsibilities of all employees must 

be documented clearly in the policy for combating 

and controlling fraud. Each employee must know 

whom to call and what he should do when 

suspecting a fraud act. 

 

3-3-2-1  Management Responsibilities 

1. The bankôs management is responsible for fraud 

combat. Therefore, it clearly bears the responsibility 

for laying down and determining the regulatory 

responsibility for fraud combat and prevention.  

 

2. Studies issued by international administrative 

consultation firms indicate that the behavior of 

senior officials and executives is one of the most 

important aspects of creating an ethical atmosphere 

in any institution. Therefore, good behavior starts at 

the top of the pyramid and goes down to the base 

through the conduct of senior officials who must 

first behave with integrity and adopt the principles 

they advocate. In view that the conduct of an 

employee and its stand inside a big financial 

institution are affected greatly by the senior 

management, directors should set a good example 

by following valid control procedures in the 
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٠ٜح سؿلّ جٝؿفجلحز ٩ُٞ ؤ٤٢ ٠ّٜٞح ٜح١ ج٠ٝؿفجء جٝس٬ٗ٢ـ١٬٬ ٩ُٞ ٦ٖٟ -3
٧ص٬٘ دح٬ٞ٠ِٝحز ج٠ٝوف٬ٖر ، ٠ٜٞح ج٢ؾٗيز ػ٧جؿش جلاػس٬حل جٝس٫ 

٧د٠ح ؤ١ ل٧ٞٛ ج٧٠ٌٕٝ ٧٠٧ج٤ٗٙ ؿجؾل ج٢٠ٝنإذ .٬سِفّى ٦ٝح جٝد٢ٛ
ج٠ٝح٬ٝر جٜٝدف٨ ٬سإصف ٜص٬فجً دحلإؿجفذ ج٬ِٞٝح ، ٝـج ٬س١٬ِ ٩ُٞ ج٠ٝؿفجء ؤ١ 
٧٢٧ٜ٬ج جٝٚؿ٧ذ دبسدح٦ُٟ اظفجءجز جٝفٙحدر جٝوػ٬ػر ٫ٖ ؤ٠ُح٦ٟٝ ج٬٠٧٬ٝر 

 .٧ُؿٟ ؾف٘ جلإظفجءجز ج٢ٌٝح٬٠ر دػٜٟ ٧٠ج٦ِٟٙ

  
٩ُٞ ج٠ٝؿفجء ؤ١ ٧ِ٬ج ٠لئ٬ٝ٧ر ج٧ٝلاء ٠ٝفٜق٥ٟ ٫ٖ جٜٝنٕ ١ُ -4

١٠٧ ج٦٠ٟٝ س٧ص٬٘ ٠لئ٬ٝ٧حز جلإؿجفذ ١ُ ٜنٕ . جلاػس٬حل ٠٧ٜحٖػس٤
جلاػس٬حل ٠٧ٜحٖػس٤ ٩ُٞ ٠لس٨٧ جلسفجس٬ظ٫ ٫ٖ ؾًً جلإؿجفذ ٧ٜس٬دحز 

 .جٝسن٬ٔل

٩ُٞ ج٠ٝلس٨٧ جٝسن٫ٞ٬ٔ، سػؿؿ ٠لئ٬ٝ٧ر جلإؿجفذ ١ُ ٜنٕ جلاػس٬حل - 5
. ٠٧ٜحٖػس٤ ٫ٖ ؤ٧وحٕ ج٬ٌ٧ٝٗر ٧سِح٬٠ٟ ٧اظفجءجز ج٠ٝفٜق ٧جٝٗف٧ٍ

 

٩ُٞ ج٠ٝؿفجء ؤ١ ٧٬ٖف٧ج جٝس٧ظ٤٬ جٝلاقٟ ٧ج٠ٝلح٢ؿذ ١٬ٌٗ٧٠ٞٝ ػ٧ل - 6
ٖبـج دّْٞ ج١٧ٌٗ٧٠ٝ ١ُ ٠٠حفلحز .  ١ُ جلاػس٬حل ج٠ٝنسد٤ د٤جلإدلاّ

٬ٓف ٢ق٦٬ر ٧ٟٝ ٬س٧ٚٞج دِؿ٥ح ج٠ٝلح٢ؿذ جٝلاق٠ر ١٠ جلإؿجفذ سٗٚؿ ل٬حلر 
 .جٝفٙحدر ٩ُٞ جلاػس٬حل ٠وؿج٬ٙس٦ح

 

٬س٠سَ ج٠ٝلث٧ل ١ُ ٠ٜحٖػر جلاػس٬حل د٠لئ٬ٝ٧حز س٤٢ٜ٠ ١٠ ج٬ٚٝحٟ -7
٬ٝ٧ك ١٠ جٝيف٧ف٪ س٫ٝ٧ ٥ـ٣ ج٠٦٠ٝر . د٤ٞ٠ِ ٩ُٞ ٢ًح٘ جٝد٢ٛ

٬ٌ٧ٜٗر ٠لسٚٞر دل ١ٜ٠٬ س٬ٜٕٞ ؤػؿ جِٝح١٬ٞ٠ ٫ٖ جٝد٢ٛ دح٬ٚٝحٟ د٦ـ٣ 
 . زج٠٦٠ٝر ايحٖر ا٩ٝ ؤ٠ُح٤ٝ نف٬ًر ُؿٟ جٝسِحفى د١٬ ج٠ٝلئ٬ٝ٧ح

١ٜٝ ١٠ جٝيف٧ف٪ ؤ١ ٩ًِ٬ جٝنؾه ج١٬ِ٠ٝ ٦ٝـ٣ ج٠٦٠ٝر جٝولاػ٬ر 
٬٧ظخ ٫ٖ دِى جٝػحلاز . جٜٝح٬ٖر ٝٞسِح٠ل ٠َ جلاػس٬حل دو٧فذ ٖحُٞر

ؤ١ ١٧ٜ٬ ٠ٞٝلث٧ل ١ُ جلاػس٬حل ػ٘ جلاسوحل ج٠ٝدحنف دح٠ٝلس٬٧حز ج٬ِٞٝح 
 .ٝٞد٢ٛ 

 

:  هجٌج يراكتج الاحخٌبل 3-3-2-2
سِٞخ ٝظ٢ر ٠فجٙدر جلاػس٬حل ٝؿ٨ جٝد٢ٛ ؿ٧فجً فث٬ل٬حً ٫ٖ ٧يَ جٝل٬حلر 

٧جٝسصدز ١٠ ؤ١ جٝل٬حلحز ٧جلإظفجءجز ٧جٝسؿجد٬ف جٝس٫ سسي٦٢٠ح 
. جلإلسفجس٬ظ٬ر جٝنح٠ٞر ٠ٝفجٙدر جلاػس٬حل ٬سٟ سًد٦ٚ٬ح دو٧فذ ِٖحٝر

٧سنفٕ جٝٞظ٢ر ٩ُٞ س٬٧ًف ٢ُحوف  جٝنف٧ً جلألحل٬ر جٝسلِر ٠ٜٝحٖػر 
.  ٠٧فجٙدر جلاػس٬حل ج٧ٝجفؿذ ٫ٖ ٥ـ٣ جٝؿ٬ٝل

ا٢نحء ٝظ٢ر ٠ٜٝحٖػر جلاػس٬حل ٧ٝيَ جٝل٬حلر ٧س٢ل٬٘ ٠٧سحدِر س٬ٗ٢ـ٥ح 
٧سٚؿ٬ٟ ج٠ٝلح٢ؿذ ٝٞفث٬ك جٝس٬ٗ٢ـ٪ ، ٩ُٞ ؤلا س١٧ٜ ٠٦٠ر ٠ٜحٖػر ٠٧فجٙدر 

دل ٬ظخ ؤ١ سنسفٛ ظ٬٠َ ٠لس٬٧حز . جلاػس٬حل ٠ػو٧فذ د٦ـ٣ جٝٞظ٢ر
جلإؿجفذ ٧ج١٬ٌٗ٧٠ٝ دحًٝف٘ جٝوػ٬ػر ٫ٖ س٢ل٬٘ ل٬حلر ٠ٜحٖػر 

. ٠٧فجٙدر جلاػس٬حل ٠٧سحدِس٦ح دحلس٠فجف ٧جٝسف٬٧ط ٦ٝح
 .سػؿؿ ل٬حلر ٠ٜحٖػر جلاػس٬حل ٝؿ٨ جٝد٢ٛ ؤُيحء جٝٞظ٢ر ٠٧لئ٬ٝ٧حس٦ح

performance of their daily work, and should not 

violate regular procedures as a result of their 

positions. 

3. Studies also indicate that the more the board of 

directors understands in depth banking operations, 

the less the bank will be exposed to fraud acts.  

Since the employeeôs behavior and actions in large 

institutions are greatly affected by the senior 

management, the executives must set a good 

example in following  proper control measures in 

their daily work and should not violate regulatory 

rules and procedures because of their higher 

positions.  

4. Executives must realize the allegiance 

responsibility associated with their position in 

detecting and combating fraud. The responsibilities 

of the management for detecting and combating 

fraud must be documented at a strategic level in the 

managementôs plans and operation booklets. 

5. At the operational level, the responsibility of 

management for detecting and combating fraud must 

be defined in the job descriptions, and in the head 

office and branchesô circulars and code of conduct.    

6. Directors must provide the necessary guidance 

and support for employees  regarding notification of 

suspected fraud. If employees notified of dishonest 

practices and did not receive necessary support from 

the management, credibility of the policy of fraud 

control would be undermined.  

7. The official to be responsible for fraud cases 

should enjoy broad responsibilities in the bank. This 

task should not necessarily be a separate job. One of 

the bank's employees may be entrusted with this task 

in addition to his job provided that conflict among 

responsibilities must be avoided. But it is necessary 

that the person assigned for this mission be given 

sufficient authority to deal with fraud effectively. In 

some cases, the official in charge of fraud cases 

must have the right of direct access to the top chief 

executive.  

 

3-3-2-2  Fraud Control Committee 

A fraud control committee plays a major role in 

setting a policy to combat fraud; and should ensure 

that policies, measures and procedures included in 

the comprehensive strategy for fraud control are 

applied effectively. The committee oversees the 

development of the elements contained in the nine 

basic conditions for combating and controlling fraud 

mentioned therein.  

A fraud control committee must be formed to lay 

down the policy, coordinate and follow up its 

implementation, and to provide support to the top 

chief executive, provided that the mission of fraud 

combat and control shall not be confined to this 

committee. Rather, all levels of management and 

employees must be properly involved in promoting, 

coordinating, and continually following up fraud 
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 سن٠ل جٝٞظ٢ر ٜدحف ج٠ٝلث١٬ٝ٧ جٝـ١٬ ٠٬ص١٧ٞ ج٬ٞ٠ِٝحز جٝفث٬ل٬ر ٫ٖ 
. جٝد٢ٛ

 سظس٠َ جٝٞظ٢ر دنٜل ؿ٧ف٪ ، ٧ن٦ف٬ح اـج ؤ١ٜ٠، ١ٜٝ٧ ٠فّذ ٧جػؿذ، 
٧ؤ١ ١٧ٜ٬ ٢٥حٝٛ ا٠ٜح٬٢ر ُٚؿ جظس٠حُحز . ٩ُٞ جلأٙل ٜل صلاصر ن٧٦ف

 .ًحفثر ٝٞدػش ٫ٖ ػحلاز جلاػس٬حل جٝؾ٬ًفذ ج٠ٝنسد٤ د٦ح

١٠ ٦٠حٟ جٝٞظ٢ر جٝفث٬ل٬ر جلإدلاّ ١ُ جلاػس٬حل ٠٧لح٢ؿذ جٝفث٬ك - 5 
 . جٝس٬ٗ٢ـ٪ دنإ١ ظ٬٠َ ظ٧ج٢خ ل٬حلر جٝد٢ٛ ٠ٜٝحٖػر جلاػس٬حل

 

 
:   وحدث اهخحلٌق تضأً الاحخٌبل 3-3-2-3

 ؿ٧ف ٧ػؿذ جٝسػ٬ٚ٘ دنإ١ جلاػس٬حل ٧٥ سٚو٫ ػحلاز جلاػس٬حل ج٠ٝػس٠ٞر 
٧سن٠ل ٥ـ٣ ج٠ٝلئ٬ٝ٧ر ظ٠َ ٧سٚؿ٬ٟ جلأؿّٝر جٝلاق٠ر ٠ٝلح٢ؿذ . يؿ جٝد٢ٛ

جلإظفجءجز جلإؿجف٬ر ؤ٧ جٝسإؿ٬د٬ر ؤ٧ ٬ٓف٥ح ١٠ جلإظفجءجز ٧ج٠ٝلاػٚر 
 .جٝٚيحث٬ر ٧ ٠ػح٧ٝر جلسفؿجؿ جلأ٧٠جل ٧٠يَ جلاػس٬حل

ايحٖر ا٩ٝ ٠٠حفلر ٠٦٠ر جٝسػ٬ٚ٘ ، ٩ُٞ ٧ػؿذ جٝسػ٬ٚ٘ ؤ١ سٚؿّٟ ٠ح 
٫ٞ٬: 

 .ج٠ٝلحُؿذ ٧ج٠٧ِٞ٠ٝحز ٧ج٢ٝوغ ا٩ٝ ٝظ٢ر ٠فجٙدر جلاػس٬حل

 .ج٠ٝلحُؿذ ٫ٖ سِق٬ق جٜسنحٕ ٠٧ٜحٖػر جلاػس٬حل ٢٧نف ج٫ُ٧ٝ دنإ٤٢

 .ج٠ٝلحُؿذ ٧جٝس٧ظ٤٬ دنإ١ جٝسؿف٬خ ٩ُٞ ٠ٜحٖػر جلاػس٬حل

سٚحف٬ف ا٩ٝ ٙحُؿذ ٠٧ِٞ٠حز جلاػس٬حل ٝؿ٨ ٠ئللر ج٢ٝٚؿ دوٗر ؿ٧ف٬ر 
 .ػلخ س٠٬ِٞحس٦ح

 سٚحف٬ف ؿ٧ف٬ر ٝلإؿجفذ جٝس٬ٗ٢ـ٬ر ١ُ ػحلاز جلاػس٬حل

سٚحف٬ف ٬٢ٖر دحٝس٧و٬حز ٝلؿ جٝصٔفجز ٫ٖ ؤ٠ٌ٢ر جٝفٙحدر جٝؿجؾ٬ٞر ، ٧ؤؿٝر 
 .جٝل٬حلحز ٧جلإظفجءجز 

ادلاّ ٧فَٖ ٠ًحٝدحز جٝس٬٧ِى ١ُ جٝؾلحثف ج٢ٝحسظر ١٠ ػحلاز 
 .جلاػس٬حل ٝنفٜحز جٝسإ١٬٠ 

  ا٢نحء ٙحُؿذ ٠٧ِٞ٠حز ػ٧ل جلاػس٬حل لالسؾؿج٦٠ح ١٠ ٙدل ٧ػؿذ 
٠ٜحٖػر جلاػس٬حل، ٝـٝٛ ٙؿ س١٧ٜ ٥ـ٣ ج٧ٝػؿذ ؤوٞغ ٠ظ٧٠ُر ٫ٖ جٝد٢ٛ 

ٝلاػسٗحٌ دٚحُؿذ ج٠٧ِٞ٠ٝحز، ٧ٙؿ سٚفف جلإؿجفذ جٝس٬ٗ٢ـ٬ر ؤ١ سيَ 
 .ج٠ٝلئ٬ٝ٧ر ١ُ ٥ـ٣ ج٠٦٠ٝر ٫ٖ ٠ٜح١ آؾف ؿجؾل جٝد٢ٛ

سنٜل ٙحُؿذ ج٠٧ِٞ٠ٝحز ؤؿجذ ٥ح٠ر ٜٝنٕ ٠٧ٜحٖػر جلاػس٬حل ٧لإؿجفذ 
٢٬٧د٫ٔ، ٫ٖ لد٬ل ج٠ٝػحلدر ٧سل٬٦ل . ل٬حلر جٝد٢ٛ ٠ٝفجٙدر جلاػس٬حل

ج٠ٝفظ٬ِر، ؤ١ سسي١٠ ٙحُؿذ ج٠٧ِٞ٠ٝحز ٜل جٝسٗحو٬ل ١ُ جلاػس٬حل 
 .ج٫ِٞٗٝ ٧ج٠ٝنسد٤ د٤

سن٠ل ٙحُؿذ ٠٧ِٞ٠حز جلاػس٬حل، ٜػؿ ؤؿ٩٢، جٝسٗحو٬ل جٝسح٬ٝر ١ُ ٜل 
 :ػحٝر جػس٬حل

 .(٬فسدً دحٝلظلاز ج٠ٝحؿ٬ر ـجز جٝوٞر)فٟٙ ٠فظَ 

 .ج٧ٝيَ جٝفج١٥ ٠ح اـج سٟ اٙٗحل ج٠ٕٝٞ ؤ٧ ٠حقجل ٢نًحً

 .ج٠٧ِٞ٠ٝحز ـجز جٝوٞر ٧جٝس٧جف٬ؽ ؤ٧ جٝٗسفذ جٝس٫ ظف٨ جلاػس٬حل ؾلا٦ٝح

جلٟ ؤ٧ ؤل٠حء ج٠ٝػسح١٬ٝ ٧جلأنؾحه ـ٧٪ جِٝلاٙر ل٧جء ١٠ ٫ٌٗ٧٠ 

combat and control policy.  

The bankôs fraud combat policy must determine the 

committeeôs members and responsibilities.  

The committee must include senior officials, 

representing major business areas at the bank.  

The committee must meet regularly, monthly if 

possible, or at least once every three months. There 

must be a possibility to hold emergency meetings to 

discuss serious suspected cases of fraud.  

One of the committeeôs main tasks is to notify of 

fraud and give support to the top chief executive 

regarding all aspects of the bankôs fraud-combat 

policy. 

 

3-3-2-3  Fraud Investigation Unit 

The fraud investigation unitôs role shall be to 

investigate potential fraud cases against the bank. 

This responsibility shall include collecting and 

presenting the necessary evidence to support 

administrative, disciplinary, or other measures such 

as prosecution and recovery of the funds subject of 

the fraud operation.  

In addition to conducting the investigation role, the 

investigation unit must provide the following:  

Support, information, and advice to the fraud control 

committee.  

Support the detection and combat of fraud and 

promote awareness thereof.  

Support and guidance for the training on fraud 

combat.  

Reports to SAMAôs fraud database on a periodical 

basis as instructed by SAMA.  

Periodical reports on fraudulent cases shall be 

submitted to the executive management. 

Technical reports on recommendations to overcome 

deficiencies in the internal control systems and 

policies and procedures manuals. 

Notifying insurance companies and submitting 

claims to them for compensating incurred losses of 

fraud. 

A fraud database must be established for use by the 

fraud combat unit. Therefore, this unit could be the 

best group at the bank to maintain such a database. 

The executive management may decide to assign the 

responsibility of this task to another unit at the bank.  

The database is an important instrument for 

detecting and combating fraud and managing the 

bankôs policy of fraud control. For easy reference 

and determination of accountability, the database 

must contain all details about actual and suspected 

fraud cases.  

The fraud database must keep, as a minimum, the 

following details about each fraud case:  

Reference number (relevant to related tangible 

records). 

The status quo (Has the file been closed or is it still 

active).  

Relevant information and dates, or the period in 
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 .جٝد٢ٛ ؤ٧ ١٠ ؾحفظ٤ 

 سٚؿ٬ف ٠٬ٚٝر جلاػس٬حل ج٠ٝحؿ٬ر ٧جلأصف جٝنح٠ل ؤ٧ جلأ٬٠٥ر جٝنح٠ٞر 

 .    ٝلاػس٬حل ٩ُٞ ٬ٞ٠ُحز جٝد٢ٛ ؤ٧ ؤؿجث٤

 .ج٧٠َٝٙ جٝظٔفج٫ٖ ؤ٧ ج٠ٝحؿ٪ ٝلاػس٬حل

 .ًد٬ِر ؤ٧ ٢ًٚر سف٬ٜق جلاػس٬حل

 .(ؤ٪ ج٠٠ٝحفلحز جٝس٫ ظفز)سػؿ٬ؿ ٧لحثل جفسٜحخ جلاػس٬حل 

 .جلإظفجءجز جٝس٫ س٠ز ٠٬ٖح ٬سِٞ٘ دحٝسػ٬ٚ٘

 .٢سحثط جلالسٚوحء

 .ؤ٧ ج٠ٝلاػٚر جٝٚيحث٬ر جٝس٫ ظفز/ج٠ِٝل جٝسإؿ٬د٫ ٠صل جٝس٬٧ِى ٧

 .جٝسؿجد٬ف جٝس٫ جسؾـز ٠ٜٝحٖػر جلاػس٬حل

. س١٧ٜ ٧ػؿذ سٚو٫ جلاػس٬حل ٠لث٧ٝر ١ُ سؿف٬خ ج٠ٝػ١٬ٚٚ ٧سإ٦ٞ٬٥ٟ 
 
  
 

 

:  اهينبفحج والانخضبف 3-3-2-4
ّٜؿ ١٠ ٧ظ٧ؿ ٢ٌحٟ ٖحُل ٠ٝفجٙدر جلاػس٬حل ٬سوؿ٨ دػقٟ ٠ٝؾحًف  جٝسإ

جلاػس٬حل ١٠ ػ٬ش جٜسنحٕ ٠٧سحدِر ٠٧فجٙدر ج٢ٝنحًحز جلاػس٬ح٬ٝر لاسؾحـ 
جلإظفجءجز جٝلاق٠ر ٧دنٜل ُحظل د٦ؿٕ جٝسؾ٬ٕٗ ١٠ ؾلحثف جلاػس٬حل 

 .ج٠ٝػس٠ٞر ٧جٝػٗحٌ ٩ُٞ جٝلف٬ر

٧يَ اظفجءجز ٝٞسإٜؿ ١٠ ج٠ٝلاػٚر ج٠ٝلس٠فذ ؤ٧ سإؿ٬خ ج١٬ٌٗ٧٠ٝ 
. ج٠ٝس٧ف١٬ً دإ٠ُحل ٬ٓف ٢ق٦٬ر

 .سِق٬ق ٧س٬٧ٚر جٝل٬حلحز ٧جٝي٧جدً جٝٚحث٠ر ػ٬ش سٚسي٫ جٝػحظر

سػؿ٬ؿ ٧ػؿذ ٠فٜق٬ر سػ٧ل ا٦٬ٝح ظ٬٠َ ػحلاز جلاػس٬حل ج٠ٝق٠٧ُر 
 .١٬ٌٗ٧٠ٞٝ ٧ؤٖفجؿ جٝظ٧٦٠ف

٠فجظِر ٬ٞ٠ُر جلسؾؿجٟ ج١٬ٌٗ٧٠ٝ ٧ٓفدٞس٦ٟ ٧جؾس٬حف٥ٟ دح٢ٝلدر ٝؾًف 
 .جلاػس٬حل

 .جٝسإٜؿ ١٠ سًد٬٘ اظفجءجز ٖحُٞر دنإ١ ج١٬ٌٗ٧٠ٝ

سػؿ٬ؿ ٬ٞ٠ُر جلسفؿجؿ ؤ٬ر ؾلحثف ػحوٞر ٠صل سل٬٧ر ج٠ًٝحٝدحز ٧سؾ٬ٕٗ 
جٝؾلحثف ٧جٝػؿ ١٠ جلأيفجف ٬ٞ٠ُ٧ر جلالسفؿجؿ ٧اؿجفذ ٠ًحٝدحز 

 .جٝسإ١٬٠

ادلاّ جلإؿجفذ ١ُ ػحلاز سيحفخ ج٠ٝوحٝغ ٧ج٢س٦حٜحز ل٬حلحز جٝد٢ٛ 
 .جٝظ٬ؿذ ٧نٜح٨٧ ج٠ِٝلاء

سػؿ٬ؿ ٬ٞ٠ُر سلٞلل فَٖ جٝسٚحف٬ف ٧جسؾحـ جٝٚفجف دنإ١ ػحلاز جلاػس٬حل 
 .ج٠ٝنسد٤ د٤

سٚؿ٬ٟ ج٠ٝن٧فذ ٧جٝسِؿ٬لاز ج٧ًٞ٠ٝدر ٝٞفٙحدر جٝؿجؾ٬ٞر ٠ٜٝحٖػر ج٢ٝنحً 
 .جلاػس٬ح٫ٝ

 .٧يَ ل٬حلحز ٝػ٠ح٬ر ج٠ٝسِح١٬٢٧ ٫ٖ جٜٝنٕ ١ُ جلاػس٬حل

 .٠فجظِر ٢سحثط س٬٬ٟٚ ٠ؾحًف جلاػس٬حل

جٝسإٜؿ ١٠ ؤ١ ظ٬٠َ ٠دحؿفجز ٠فجٙدر جلاػس٬حل س٩ًِ جلأ٬٧ٝ٧ر ٧سًد٘ 

which the fraud was committed.  

The name or names of fraudsters and relevant 

persons, whether among the bank's employees or 

persons from outside the bank. 

Estimation of the fraudôs resulting material value 

and the entire impact on the bankôs transactions or 

performance.  

The geographic or physical location of the fraud.  

The nature or the focal point of the fraud.  

Indicating the methods used in the fraud (the 

practices which took place).  

The procedures taken concerning the investigation 

conducted.  

The investigation results.  

The disciplinary action, for example, compensation 

and/or the prosecution that took place.  

The measures taken to combat fraud. 

The fraud investigation unit must be in charge of 

training and qualifying investigators.  

 

 

3-3-2-4  Combating and Detection 

It should be ensured that an effective system is in 

place for controlling fraud, which should firmly 

control the risks of fraud by detecting, tracking and 

controlling fraudulent acts to take prompt actions to 

reduce the potential fraud losses and maintain 

confidentiality. 

Setting up measures to ensure continuous 

prosecution of or to enforce disciplinary measures 

on the employees involved in dishonest business. 

Enhancing and strengthening the existing policies 

and controls as required. 

Establishing a central unit to which all fraud cases 

alleged of employees or the public will be referred. 

Reviewing the process of hiring and selecting 

employees, screening and testing them regarding 

fraud risks. 

Ensuring the implementation of effective measures 

on employees. 

Determining the process of recovering any incurred 

losses, such as settlement of claims, reduction of 

losses and damages, the recovery process and 

insurance claims management. 

Informing the management of the cases of conflict 

of interests, violations of the bank good policies and 

customersô complaints. 

Determining the sequence of reporting and making 

decisions on suspected fraud cases. 

Giving advice and required modifications for 

internal control to combat fraudulent activity. 

Setting policies for protecting those who cooperate 

to detect fraud. 

Reviewing the results of fraud risks assessment. 

Ensuring that all fraud control initiatives are given 

priority and implemented continuously. 

Setting systems for reporting to SAMA. 

Giving assistance in arbitration and settling disputes 
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 .دحلس٠فجف

 .٧يَ ؤ٠ٌ٢ر ٝفَٖ جٝسٚحف٬ف ا٩ٝ ٠ئللر ج٢ٝٚؿ 

ج٠ٝلحُؿذ ٫ٖ سػ٬ٜٟ ٧سل٬٧ر جٝؾلاٖحز د١٬ ج٠ٝظ٧٠ُحز جٝؿجؾ٬ٞر دنإ١ 
 .جلأ٠ح٢ر ٧سن٬ٔل ٠ؾووحز جٝؾلحثف

ج٠ٝفجظِر ج٠ٝلس٠فذ ِٝٗح٬ٝر جلإلسفجس٬ظ٬ر جٝنح٠ٞر ٧ج٢ِٝحوف ج٠ٝؾسٞٗر 
. ٜٝل ١٠ جٝنف٧ً جلألحل٬ر جٝسلِر

 

: خحوٌل الاحخٌبل 
 .٧يَ ٙحُؿذ ٠٧ِٞ٠حز ٠وح٢ر ٧٠٧ػؿذ ٜٝحٖر ػحلاز جلاػس٬حل

 .٠فجظِر ج٧ٝيَ جٝفج١٥ ٝظ٬٠َ ػحلاز جلاػس٬حل ج٠ٝدْٞ ٦٢ُح

 .٠فجظِر ػحلاز جلاػس٬حل ج٠ٝدْٞ ٦٢ُح

 .سػؿ٬ؿ سٗحو٬ل ٢٧ٚحً يِٕ جٝي٧جدً جٝؿجؾ٬ٞر ٧جلإظفجءجز ٧ج٬ٞ٠ِٝحز

. سػ٬ٞل جلاسظح٥حز ٧سػؿ٬ؿ جلألدحخ ٧س٬٬ٟٚ جٝػ٧جؿش دًف٬ٚر ٢ٌح٬٠ر
 

: اهخوعٌج
سػؿ٬ؿ جػس٬حظحز ٧دفج٠ط جٝسؿف٬خ جٝوحٝػر ٝس٬ُ٧ر ج١٬ٌٗ٧٠ٝ دنإ١ 

 .جلاػس٬حل

 .جلإنفجٕ ٩ُٞ دفج٠ط جٝسص٬ٕٚ ٧جٝس٬ُ٧ر دنإ١ جلاػس٬حل

جلإًلاٍ ج٠ٝلس٠ف ٩ُٞ س٧ًفجز ٧ٙيح٬ح ٠فجٙدر جلاػس٬حل د٧ظ٤ ُحٟ 
٧س٧ق٬َ ٠٧ِٞ٠حز ج٠٠ٝحفلحز جلأٖيل ُدف ج٢ٝنفجز ٧٧لحثل جلاسوحل 

. جلأؾف٨ ػ٧ل جلاػس٬حل ٫ٖ ظ٬٠َ ؤٙلحٟ جٝد٢ٛ
 

: اهخحلٌق تضأً الاحخٌبل 
سػؿ٬ؿ ل٬حلر ٬ٗ٬ٜر ٠ِحٝظر جلاػس٬حل ٧سٚؿ٬ٟ ج٢ٝوغ ٧ج٠ٝلحُؿذ ٧ٞٝػؿجز 

 .جِٝح٠ٞر ٫ٖ جٝسػ٬ٚ٘

 .اظفجء ٬ٞ٠ُحز جٝس٬٬ٟٚ جلأ٬ٝ٧ر ٝظ٬٠َ ػحلاز جلاػس٬حل ج٠ٝئٜؿذ

٠َ ؤ٤٢ ١ٜ٠٬ ػؿ٧ش ـٝٛ دًف٘ )ج٠ٝوحؿٙر ٩ُٞ جلإظفجءجز جٝسإؿ٬د٬ر 
 .(ؤؾف٨

: جلإدلاّ
جٝسإٜؿ ١٠ جلإدلاّ ١ُ ظ٬٠َ ػحلاز جلاػس٬حل ٫ٖ ج٧ٝٙز ج٢٠ٝحلخ 

٥٧ـج ٬ن٠ل ٜحٖر ج٠٧ِٞ٠ٝحز ٠صل جٝٗف٧ٍ ج٠ٝػ٬ٞر . ٧دحلس٠فجف
٧جٝؾحفظ٬ر ٧جٝػ٧جؿش جٝؿجؾ٬ٞر ٧جٝؾحفظ٬ر ٧جلاػس٬حل ج٫ِٞٗٝ ٧ج٠ٝػس٠ل 

 .ؤ٧ ج٠ٝنسد٤ د٤

 .سٚؿ٬ٟ جٝسٚحف٬ف جلإػوحث٬ر ا٩ٝ جلإؿجفذ

فَٖ جٝسٚحف٬ف ٠٧ػحيف ظٞلحز جٝٞظ٢ر ا٩ٝ ٝظ٢ر ٠فجظِر اؿجفذ 
 .ج٠ٝؾحًف

فَٖ جٝسٚحف٬ف ا٩ٝ ٝظ٢ر سؿ٬ٙ٘ جٝػلحدحز ػ٧ل ٙيح٬ح جلاػس٬حل ٧سًد٬٘ 
. جلالسفجس٬ظ٬حز ج٧ٝجفؿذ ٫ٖ ؾًر ٠فجٙدر جلاػس٬حل

 

 : يشؤوهٌبح اهيوظفًٌ 3-3-2-5

س٬ٚؿجً دل٬حلر ٠فجٙدر جلاػس٬حل ٝؿ٨ جٝد٢ٛ، ٬س١٬ِ ٩ُٞ ج١٬ٌٗ٧٠ٝ ج٬ٚٝحٟ  

among internal groups regarding honesty and 

operation of loss provisions. 

Continuously reviewing effectiveness of the 

comprehensive strategy and various elements of 

each of the nine basic conditions. 

 

 

 

 

Fraud Analysis: 

Establishing a protected and unified database for all 

fraud cases. 

Reviewing the status quo of all fraud cases notified. 

Reviewing the fraud cases notified. 

Determining the details and weaknesses of internal 

controls, procedures and operations. 

Analyzing trends, determining reasons and assessing 

incidents regularly. 

 

Awareness:   

Determining the needs and proper training programs 

for educating employees about fraud. 

Supervising education and awareness programs on 

fraud. 

Briefing continuously of the developments and 

issues of fraud control in general and disseminating 

the information of the best practices on fraud 

through bulletins and other means of 

communications circulated among all divisions of 

the bank. 

 

Investigation into Fraud: 

Determining the policy of how to address fraud and 

give advice and assistance to the units engaged in 

the investigation. 

Conducting initial assessments of all proven fraud 

cases. 

Approving disciplinary measures (This can be done 

in other ways). 

 

Notification 

Ensuring timely and continuous notification of all 

fraud cases. This includes all information on 

domestic and foreign branches, internal and external 

incidents, and actual and potential or suspected 

fraud. 

Submitting statistical reports to the management. 

Submitting reports and the minutes of sessions of 

the committee to the Risk Management Review 

Group. 

Submitting reports to the Accounts Auditing 

Committee on fraud cases and implementing the 

strategies included in the plan of Fraud Control. 

 

 

3-3-2-5  Employeesô Responsibilities 

In compliance with the bankôs fraud-control policy, 

employees must undertake the following:  
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 :د٠ح ٫ٞ٬

جلإًلاٍ ٧جٝسِف٬ٕ د٠ٗح٦٠٬٥ٟ ٠٧لئ٬ٝ٧حز ٠فجٙدر جلاػس٬حل ، ٠َ ؤؾـ 
 .س٧ج٦ِ٬ٟٙ دحِٟٝٞ 

جسؾحـ ٙفجفجز ٠ح٬ٝر ٢٧ٌح٬٠ر ٧ؤؾلا٬ٙر ل٠٬ٞر ؤص٢حء ٬ٙح٦٠ٟ د٦٠ح٦٠ٟ 
 .٠٧لئ٬ٝ٧حس٦ٟ ج٬٠٧٬ٝر

ٙد٧ل سػ٠ل ج٠ٝلئ٬ٝ٧ر ١ُ ٠فجٙدر جلاػس٬حل ٫ٖ ٠ظحل ٦ٞ٠ُٟ 
. ٠٧لئ٬ٝ٧س٦ٟ

: خلٌٌى يخبطر الاحخٌبل :  اهضرط الأشبشً اهذبهد 3-4 
:   يلديج 3-4-1 

٫ٖ٧ لد٬ل جٝسإٜؿ ١٠ ؤ١ . ٬نٜل جلاػس٬حل ظقءجً ١٠ جٝؾًف جٝسن٫ٞ٬ٔ
جلإؿجفذ س٠ٞٛ ج٠٧ِٞ٠ٝحز جٝلاق٠ر ٫ٖ ٠ػح٧ٝس٦ح ٠ِٝحٝظر جلاػس٬حل، ٬ظخ 

اظفجء ٠فجظِر ٬ٜٞ٬٥ر ؿ٧ف٬ر ٝس٬٬ٟٚ ؾًف جلاػس٬حل سن٠ل ظ٬٠َ ٧ٌحثٕ 
٬ٞ٠ُ٧حز جٝد٢ٛ ٧سِحٝط ٥ـ٣ ج٠ٝفجظِر ؤؾًحف جلاػس٬حل جٝؿجؾ٫ٞ 

٧جٝؾحفظ٫ ٩ُٞ ػؿ ل٧جء، ٧ؤ١ سػؿؿ ٠لس٨٧ ٧ًد٬ِر ج٢ٜنحٕ جٝد٢ٛ 
٢ُؿ٥ح سلس٬ًَ جلإؿجفذ ؤ١ سٚفف جٝسؿجد٬ف ج٠ٝيحؿذ . ٠ٝؾحًف جلاػس٬حل

سؾيَ ظ٬٠َ ج٢٠ٝسظحز ٧جٝؾؿ٠حز جٝظؿ٬ؿذ . جٝس٫ سؿ٧ُ جٝػحظر ا٦٬ٝح 
٬ٞ٠ِٝر جٝس٬٬ٟٚ ٥ـ٣ ايحٖرً ا٩ٝ ٠فجظِر ٧س٬٬ٟٚ ج٠ٝؾحًف ٜٝحٖر ؤؿٝر 

جٝل٬حلحز ٧جلإظفجءجز ج٠ٝسِٞٚر دسٞٛ ج٢٠ٝسظحز ٧جٝؾؿ٠حز ٠ِٝفٖر اـج ٠ح 
ّٟ سؾ٬ٕٗ ٠ؾحًف جلاػس٬حل ٧ػؿ٥ح سٞٛ ج٬ٞ٠ِٝر ٙحؿفذ ٩ُٞ سػؿ٬ؿ . ٙؿ س

٧س٬٬ٟٚ ٠ؾحًف جلاػس٬حل ٧سد٬ح١ ٠ح ٫٥ جٝسؿجد٬ف جٝس٫ جسؾـز ٧ 
جلإظفجءجز جٝس٫ ٠ح قجٝز ٢٥حٝٛ ػحظر لاسؾحـ٥ح ٝس٬ٞٚه ٧سؾ٬ٕٗ ٥ـ٣ 

. ج٠ٝؾحًف
:  الإرضبداح 3-4-2

اظفجء ٠فجظِر س٬٬ٟٚ ٠ؾحًف جلاػس٬حل ؿ٧ف٬حً دػ٬ش سن٠ل ظ٬٠َ 
ج٧ٌٝحثٕ ٧٧ػؿجز جٝسن٬ٔل ٫ٖ جٝد٢ٛ ٩ُٞ ؤ١ سِحٝط ٥ـ٣ ج٠ٝفجظِر 
٠ؾحًف جلاػس٬حل جٝؿجؾ٬ٞر ٧جٝؾحفظ٬ر ٩ُٞ جٝل٧جء ٝسػؿ٬ؿ ٠لس٨٧ 

٬٧ل٠غ سػ٬ٞل ٠ؾحًف جلاػس٬حل . ٧ًد٬ِر سِفى جٝد٢ٛ ٦ٝـ٣ ج٠ٝؾحًف
 .دس٬٧ًف ؾًر ٠ٝفجٙدر جلاػس٬حل س٧جق٪ ج٠ٝؾحًف ج٠ٝػؿؿذ

ٙدل جٝدؿء، سؾيَ ظ٬٠َ ج٢٠ٝسظحز ٧جٝؾؿ٠حز ج٠ٝح٬ٝر جٝظؿ٬ؿذ ٬ٞ٠ِٝر 
ّٟ سؾ٬ٕٗ ٥ـ٣  س٬٬ٟٚ ج٠ٝؾحًف ٬٧ن٠ل ـٝٛ ٠ِفٖر ٠ح اـج ٜح١ ٙؿ س

 .ج٠ٝؾحًف ٧ا٠ٜح٬٢ر اؿجفس٦ح

ّٜؿ ١٠ جلاػسٗحٌ دحٝو٧فذ جٝػح٬ٝر ٝسِفى جٝد٢ٛ ٠ٝؾحًف جلاػس٬حل،  ٝٞسإ
١٠ ج٠ٝلاثٟ اظفجء ٠فجظِحز ؿ٧ف٬ر ٝس٬٬ٟٚ ج٠ٝؾحًف ٜل ل٢س١٬ ؤ٧ صلاصر 

 .(ؤ٧ ؤٙل ١٠ ـٝٛ اـج ٧جظ٤ جٝد٢ٛ س٬٬ٔفجز ٥ح٠ر ٫ٖ ٠ػ٤ً٬)

س٧ٖف ٥ـ٣ ج٠ٝفجظِر جٝؿ٧ف٬ر ٖفور لإُحؿذ س٬٬ٟٚ ظ٬٠َ ج٠ٝؾحًف ج٠ٝػؿؿذ 
٫ٖ جٝس٬٬ٟٚ جٝلحد٘، ايحٖر ا٩ٝ س٬ٖ٧ف جٝٗفور ٝؿ٠ط ج٠ٝؾحًف جٝس٫ لد٘ 

سػؿ٬ؿ٥ح ٢٠ـ ج٠ٝفجظِر جٝلحدٚر ؤص٢حء س٬٬ٟٚ ج٠ٝؾحًف ٢٠ٞٝسظحز جٝظؿ٬ؿذ 
 .جٝس٫ ؤؿؾ٦ٞح جٝد٢ٛ ٩ُٞ ٤ٞ٠ُ

س٠ن٬ح ٠َ جلاسظح٥حز جِٝح٬٠ٝر ٝظِل ؤُيحء ٠ظٞك جلإؿجفذ ؤٜصف 
٠لئ٬ٝ٧ر ١ُ ؤ٠ُحل جٝد٢ٛ، سسػ٠ل جلإؿجفذ ج٠ٝلئ٬ٝ٧ر ١ُ اظفجء س٬٬ٟٚ 

Familiarize themselves with the concepts and 

responsibilities of fraud control. The staff should 

sign in acknowledgement of their knowledge. 

Take sound financial, legal and ethical decisions 

during their daily duties and responsibilities.   

Accept the responsibility of fraud control in their 

field of work. 

 

 

  
 

3-4 Third Basic Condition: Assessment of Fraud 

Risk  

3-4-1    Introduction 

Fraud is part of the operational risk. To ensure 

whether the management has the necessary 

information to address fraud, a periodical structural 

review must be conducted to assess fraud risk, 

including all functions and operations of the bank. 

This review must address both internal and external 

fraud risks, and determine the level and nature of the 

bankôs exposure to fraud risks. Thus, the 

management can decide the anti-fraud measures it 

deems necessary. All new products and services 

must undergo this assessment operation to determine 

whether the fraud risk has been minimized. It is only 

this official risk assessment process which can 

determine and assess fraud risks and indicate what 

measures have been taken and the measures that 

need to be taken to minimize such risks. 

 

 

 

3-4-2  Guidelines 

The assessment of fraud risk must be reviewed 

periodically and it should include all functions and 

operational units in the bank, provided that this 

review should address both internal and external 

fraud risks to determine the level and nature of the 

bankôs exposure to such risks. The analysis of fraud 

risk will enable the development of a plan for fraud 

control compatible with the risks indicated. 

At first, all new products and services must undergo 

risk assessment process to ensure whether such risks 

have been minimized and manageable.  

To ensure the preservation of the current state of the 

bankôs exposure to fraud risk, a periodical review of 

risk assessment must be conducted every two or 

three years (or at a shorter period if important 

structural changes have taken place in the bank.) 

This periodical review provides an opportunity to 

reassess all risks specified in the previous 

assessment. It also provides a chance to include the 

risks previously identified in the risk assessment of 

new products introduced by the bank.  

In accordance with international trends, to make the 

board of directors more responsible for the 

operations of the bank under their management, the 
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٧ٙؿ ١٧ٜ٬ ٢٠سٌفجً ١٠ ج٠ٝفجظَ جٝؿجؾ٫ٞ ٧ج٠ٝفجظَ . ٠ٝؾحًف جلاػس٬حل
جٝؾحفظ٫ ؤ١ ٬لح٥ٟ ٠لح٠٥ر ِٖحٝر  ٫ٖ ـٝٛ ؤ٧ ؤ١ ٬سإٜؿ دإ١ ٬ٞ٠ُر 

سِسدف ٬ٞ٠ُر جٝس٬٬ٟٚ ؤؿجذ اؿجف٬ر ٥ح٠ر، لا ٬ٞ٠ُر . جٝس٬٬ٟٚ ٙؿ ظفز ِٖلًا
 .٠ػو٧فذ ٫ٖ ٢ًح٘ ٠ُل سؿ٬ٙ٘ جٝػلحدحز

 
:  عيوٌج خلٌٌى يخبطر الاحخٌبل 3-4-2-1

 : س٧ً٢٪ ٬ٞ٠ُر س٬٬ٟٚ ٠ؾحًف جلاػس٬حل ُحؿذ ٩ُٞ ُؿذ ٠فجػل ٠ٜح ٫ٞ٬

 .  سػؿ٬ؿ ج٠ٝظحلاز ج٬ٗ٬ٌ٧ٝر جٝفث٬ل٬ر ٫ٖ جٝد٢ٛ

 .س٬٬ٟٚ ٧سو٬٢ٕ جًٝد٬ِر جِٝح٠ر ٜٝل ًٙحٍ ٠٧ؿ٨ ٙحد٬ٞس٤ ٝلاؾسفج٘

 .جٝسِفٕ ٩ُٞ جلأنٜحل ج٠ٝػؿؿذ ٠ٝؾحًف جلاػس٬حل ٫ٖ ٜل ًٙحٍ

س٬٬ٟٚ جػس٠حل ػؿ٧ش ج٠ٝؾحًف ج٠ٝػؿؿذ ٫ٖ ي٧ء ج٧ِٝج٠ل ج٠ِٝحؿٝر ٠صل 
 .جٝي٧جدً جٝؿجؾ٬ٞر

 .س٬٬ٟٚ جلأصف ج٠ٝػس٠ل ٩ُٞ جٝد٢ٛ ١٠ ظفجء ػؿ٧ش ج٠ٝؾحًف ج٠ٝػؿؿذ

جٙسفجع ٧س٬٧ًف جلسفجس٬ظ٬حز ٝٞسؾ٬ٕٗ ١٠ ج٠ٝؾحًف ج٠ٝػؿؿذ ؤ٧ 
 .جٝسؾٞه ٦٢٠ح ٬ٜٞحً

٬ظ٧ق ؤ١ سئؿ٪ جلالسفجس٬ظ٬حز ج٠ٝٚسفػر ٫ٖ ج٠ٝفػٞر جلأؾ٬فذ ١٠ 
٬ٞ٠ُر س٬٬ٟٚ ج٠ٝؾحًف ج٧ٝجفؿذ ؤُلا٣ جسؾحـ اظفجءجز ٠ٜٝحٖػر جلاػس٬حل ؤ٧ 
اؿؾحل ايحٖحز ؤ٧ سِؿ٬لاز ٩ُٞ اظفجءجز جٝسن٬ٔل ؤ٧ جٝي٧جدً جٝٚحث٠ر 

 .ؤ٧ اؿؾحل ؤ٠ٌ٢ر ٧ي٧جدً ظؿ٬ؿذ

س٧ظ٤٬ ج٠ٝلئ٬ٝ٧ر ١ُ ٜل السفجس٬ظ٬ر ٝٞس٬ٞٚل ١٠ ج٠ٝؾحًف ا٩ٝ ٖفؿ 
 .١٬ِ٠ ؤ٧ ٝظ٢ر ؤ٧ ٠ظ٧٠ُر ٢٬ِ٠ر ؿجؾل جٝد٢ٛ

٧س٧ٖف . ٧يَ ظؿ٧ل ق٫٢٠ ٠ٗول ٜٝل د٢ؿ ٬ػسحض ا٩ٝ اظفجء ١٬ِ٠
ٝظ٢ر ٠فجٙدر جلاػس٬حل ٫ٖ جٝد٢ٛ ج٭٬ٝر ج٢٠ٝحلدر ٠ٝسحدِر س٬ٗ٢ـ جلإظفجءجز 

 .ج٠ٝػؿؿذ

سلظ٬ل ٬ٞ٠ُر س٬٬ٟٚ ٠ؾحًف جلاػس٬حل ٧س٧ص٦ٚ٬ح دنٜل وػ٬غ ٝلإل٢حؿ 
 .٠لسٚدلًا  ٧لأٓفجى ج٠ٝػحلدر

 
 
 
 

ٌضر اهوعً تضأً الاحخٌبل :   اهضرط الأشبشً اهراتع 3-5
: وإفهبى اهيوظفًٌ أً الاحخٌبل حراى 

 

:   يلديج 3-5-1
٩ُٞ جلإؿجفذ ؤ١ سؿفٛ دإ١ ٠لح٠٥ر ج٧٠ٌٕٝ ٫ٖ ٠ٜحٖػر جلاػس٬حل ٧٥ 
ؤ٠ف ؤلحل٫ ٧ؤ١ ؤٓٞخ ػحلاز جلاػس٬حل ١ٝ ٬سٟ جٜسنح٦ٖح ؤ٧ ٠فجٙدس٦ح 

٫ٖ٧ لد٬ل ق٬حؿذ ٫ُ٧ ج١٬ٌٗ٧٠ٝ ٧سِق٬ق جٝسقجٟ . دؿ١٧ سِح١٧ ج١٬ٌٗ٧٠ٝ
جٝد٢ٛ د٠ٜحٖػر جٝٗلحؿ، سؿ٧ُ جٝػحظر ا٩ٝ لٞلٞر ١٠ ج٠ٝدحؿفجز ج٠ٝلس٠فذ 

٧ٝيَ ٙيح٬ح ٠ٜحٖػر جلاػس٬حل ٧جٜسنح٤ٖ ٧جلإدلاّ ٤٢ُ ؤ٠حٟ ظ٬٠َ 
٧ ١٧ٜ٬ جٝسؿف٬خ ٩ُٞ ٠فجٙدر ٠٧ٜحٖػر جلاػس٬حل ٢ُوفجً . ج١٬ٌٗ٧٠ٝ

bankôs management shall bear the responsibility for 

conducting an assessment of fraud risk. The internal 

and external auditors are expected to participate 

significantly in that assessment, or make sure that 

the assessment process has actually taken place. The 

assessment process must be considered an important 

administrative tool, rather than a process limited to 

account auditorôs scope of work. 

 

3-4-2-1  Assessment Process of Fraud Risk 

The fraud risk assessment process usually goes 

through several stages, as follows: 

Determining the major jobs at the bank. 

Assessment and classification of the general nature 

of each work field and to what extent it is 

susceptible to fraud.  

Identifying the specific forms of fraud risk in each 

field. 

Assessment of the possible occurrence of specific 

risks in light of the counter factors, such as internal 

controls. 

Assessment of the potential impact on the bank as a 

result of the occurrence of specific risks. 

Suggestion and development of strategies to 

minimize or eliminate specific risks entirely. 

The suggested strategies, in the final stage of risk 

assessment process mentioned above, may lead to 

taking specific anti-fraud measures; making 

additions and amendments to operational measures 

or the existing controls; or introducing new 

regulations and controls. 

To minimize risks, a certain person, committee or a 

specific group inside the bank must be held 

responsible for each strategy.  

There must be a detailed timetable for each item 

requiring a certain measure. The fraud control 

committee at the bank is to provide the appropriate 

mechanism to follow up the application of the 

specified measures. 

The process of fraud risk assessment must be 

recorded and documented properly for future 

reference and accountability purposes. 

 

 

3-5  Fourth Basic Condition: Promoting 

Awareness of Fraud and Making Employees 

understand that Fraud is not permissible: 

 

3-5-1  Introduction  

The management must realize that the employeeôs 

participation in fraud combat is essential, and that 

most fraud cases will not be detected or controlled 

without the employeesô cooperation. In order to 

increase the awareness of the employees and 

emphasize the bankôs commitment to combat fraud, 

the need arises for a series of continuous initiatives 

to raise the issues of fraud combat, detection and 

notification thereof before all employees. The 
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٧ٙؿ سؿ٧ُ جٝػحظر ا٩ٝ س٬٧ًف . اٝقج٬٠ح ١٠ ٢ُحوف سؿف٬خ ج٧٠ٌٕٝ
.  ج٢ٝنفجز جلإفنحؿ٬ر ٠صل ٜس٬ّدحز ١ُ ؤٖيل ج٠٠ٝحفلحز

دح٢ٝلدر ا٩ٝ جٝظ٧٦٠ف، ٢٥حٝٛ ػحظر لإًلاٍ ج٠ِٝلاء ٢٧نف ج٫ُ٧ٝ د٦٢٬ٟ 
دإ١ جلاػس٬حل ج٠ٝفسٜخ يؿ جٝد٢ٛ ٧٥ ؤ٠ف ٠ف٧ٖى ٧ؤ١ ج٠ٝفسٜد١٬ 

. ل٬ػح١٧ٝ ا٩ٝ جٝظ٦حز ج٠ٝؾسور

 
:  الإرضبداح 3-5-2

٩ُٞ جلإؿجفذ ؤ١ سؿفٛ دإ١ ٠لح٠٥ر ج٧٠ٌٕٝ ، ٧ ٫ٌٗ٧٠ جٝنفٜحز 
ج٠ٝسِحٙؿ ٦ِ٠ح ٫ٖ ٠ٜحٖػر جلاػس٬حل ٫٥ ؤ٠ف ؤلحل٫ ، ٧ؤ١ ؤٓٞخ ػحلاز 

 .جلاػس٬حل ١ٝ ٬سٟ جٜسنح٦ٖح ؤ٧ ٠فجٙدس٦ح دؿ١٧ سِح١٧ ج١٬ٌٗ٧٠ٝ

 
:  وعً اهيوظف 3-5-2-1

ٝٞٗز ج٢سدح٣ ظ٬٠َ ج١٬ٌٗ٧٠ٝ ا٩ٝ ٙيح٬ح ٠ٜحٖػر جلاػس٬حل ٠٧فجٙدس٤ 
 .٧جٝسد٬ْٞ ٤٢ُ ٬ٚسي٫ ٧يَ دف٢ح٠ط س٬ُ٧ر ٠سٜح٠ل

ٙؿ سػسحض ػٞٚحز جٝسؿف٬خ ٢ٝنف ج٫ُ٧ٝ ػ٧ل جلاػس٬حل ٧جلأ١٠ ا٩ٝ 
٧س١٧ٜ ٢ًٚر ج٢ًلا٘ . ٠ظ٧٠ُر ١٠ ج٢ِٝحوف ٧ج٠ٝيح١٬٠ ٝس١٧ٜ ٖحُٞر

جٝسؿف٬خ فلحٝر سظِل ٜل ٧٠ٌٕ ٠لث٧لا ١ُ ج٠ٝلح٠٥ر ٫ٖ ٠ٜحٖػر 
 .٠٧فجٙدر جلاػس٬حل

٩ُٞ ػٞٚحز ج٢ٝٚحم ٧٠٧جؿ جٝسؿف٬خ ؤ١ سلس٠ِل ٙؿف جلإ٠ٜح١ ؤ٠صٞر 
٧ج٬ِٙر ٧ـجز وٞر ٠لسؾٞور ١٠ ػحلاز ٬ِٖٞر ٫ٖ سحف٬ؽ جٝد٢ٛ ؤ٧ ٫ٖ 

 . د٧٢ٛ ؤؾف٨

١ٜ٠٬ ٝػٞٚحز ٢نف ج٫ُ٧ٝ ٠٧ظ٧٠ُحز ج٢ٝٚحم ؤ١ سلسؾؿٟ ٠ٝلح٢ؿذ 
١ٜ٠٬٧ ؤ١ سن٠ل . ػٞٚحز جٝسؿف٬خ جٝفل٫٠ ٩ُٞ ؤ٠ٌ٢ر ج٠ٝفجٙدر ٧جلأ١٠
 (٠ٝػر ُح٠ر)ج٧٠ٝجي٬َ ؤ٧٠فجً ٠صل ل٬حلر جٝد٢ٛ ٠ٝفجٙدر جلاػس٬حل 

٧جٝنث١٧ جلأؾلا٬ٙر ٧جٝػيحف٬ر ٠٧لئ٬ٝ٧حز جلإؿجفذ ٧ج١٬ٌٗ٧٠ٝ ٧ٙ٧جُؿ 
 .جٝل٧ٞٛ ٧جلإدلاّ ١ُ جلاػس٬حل

١ٜ٠٬ جلس٠ِحل ج٧ٝلحثل ج٠ٝفث٬ر جٝس٬٠٬ِٞر ٫ٖ جٝػٞٚحز ٧ج٠ٝٚففجز 
٧سظؿف جلإنحفذ ا٩ٝ ؤ١ . جٝؿفجل٬ر ؤ٧ جِٝف٧ى ؤ٧ ٠ظ٧٠ُحز ج٢ٝٚحم

٧٠جؿ جِٝفى ج٠ٝفث٫ ج٠ٝلدٚر جلإُؿجؿ ٫٥ ؤٙل ص٢٠حً ١٠ ج٧ٝلحثل ج٢٠ٝسظر 
٬ٓف ؤ١ دِى جٝد٧٢ٛ ٙؿ سظؿ دِى جٝو٧ِدر ٫ٖ جِٝص٧ف . ٫ٖ جٝد٢ٛ

 .٩ُٞ ُف٧ى ٠فث٬ر ٠لدٚر جلإُؿجؿ

سِٞخ ٜس٬دحز جلإفنحؿ ػ٧ل جٝل٧ٞٛ جلأٖيل ؿ٧فجً ٜؾ٧ًً افنحؿ٬ر 
ؤ٠ح ؤنٜحل جلاسوحلاز ج٠ًٝد٧ُر جلأؾف٨ جٝس٫ ١ٜ٠٬ . ٠٧وحؿف ٠فظ٬ِّر

جلس٠ِح٦ٝح ٝسِق٬ق فلحٝر ٠ٜحٖػر جلاػس٬حل ٠فذ س٧ٞ جلأؾف٨ دًف٘ 
٠ؾسٞٗر ٫٦ٖ سن٠ل جٝفلحثل جلإؾدحف٬ر ٧د٬ح٢حز جٝػ٬ٚٚر ٧ج٠ٝٞوٚحز 

 لإلسفجس٬ظ٬ر جٝسػـ٬ف ٧جٝس٬ُ٧ر ٍجلإُلا٬٢ر ٧ج٠ٝـٜفجز ١ٜ٠٬٧ جٝفظ٧
جٝس٫ س٧ٟٚ د٦ح ٠ئللر ج٢ٝٚؿ دحٝسِح١٧ ٠َ جٝد٧٢ٛ ٠ِٝفٖر ًف٘ ٧٧لحثل 

 .جلإُلا١ ٧جٝس٬ُ٧ر ٫ٖ لد٬ل ٠ٜحٖػر جلاػس٬حل

س٬٧ًف ؤ٠ٌ٢ر ٠ٝسحدِر ٧س٬٬ٟٚ ٠وحؿف ج٠٧ِٞ٠ٝحز ػ٧ل جٝل٧ٞٛ جلأٖيل 
٧ٝس٧ق٬َ ج٠٧ِٞ٠ٝحز ـجز جٝوٞر، ٠ٜح ١ٜ٠٬ جلسؾؿجٟ جلا٢سف٢ز ٝٔفى 

training for fraud combat and control must be an 

obligatory element of the employeesô training.  

There may be a need for updating appropriate 

documents, such as booklets on the best practices.  

 

As for the public, there is also a need to inform 

customers and raise their awareness of the fact that 

fraud against the bank is forbidden, and fraudsters 

will be referred to competent authorities. 

 

3-5-2  Guidelines 

The management should realize that employees 

participation in combating fraud is an essential 

matter and that most fraud acts can not be detected 

or prevented without employees' co-operation. 

 

 

3-5-2-1    Employee's Awareness  

To draw the attention of all employees to the issue 

of combating, controlling and notifying of fraud, a 

cohesive awareness program should be established. 

Training seminars on promoting awareness of fraud 

and security may need a combination of elements 

and implications so as to be effective. The starting 

point for training shall become a message requiring 

each employee to bear the responsibility of 

participation in the combat and control of fraud. 

Discussion seminars and training materials should 

use, as far as possible, relevant realistic examples of 

real cases happened in the bank's history or in other 

banks. 

Promoting awareness and discussion seminars can 

be used to support official training seminars on 

control and security systems. Discussion topics may 

include certain issues, such as the bank's policy for 

controlling fraud (Overview), ethical and cultural 

issues, the management and employees' 

responsibilities, and code of conduct and notification 

of fraud.  

Educational visual aids can be used in seminars, 

curricula, shows and discussion groups. It is worth 

mentioning that previously prepared visual aids are 

cheaper than those made by the bank. However, 

some banks may find it difficult to obtain previously 

prepared visual aids. 

Guidance booklets on the best practices could serve 

as guidelines and references. Other printed 

communication materials, which can be used to 

reinforce the message of combating fraudulence 

time after time, using different methods, could 

include news letters, fact statements, posters and 

notes. To be informed of the methods and means of 

advertising and promoting public awareness of how 

to combat fraud, reference can be made to the 

warning and awareness strategy undertaken by 

SAMA in co-operation with commercial banks.  

Systems should be developed to follow up and 

evaluate sources of information about the best 
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 .س٧ق٬َ ج٠٧ِٞ٠ٝحز دو٧فذ لف٬ِر ٩ُٞ ؤ٧لَ ٢ًح٘ ؿجؾل جٝد٢ٛ

جٝػحظر ٝسؿف٬خ ؾحه ٠ِٝحٝظر جػس٬حظحز ج٠ٝنسف١٬ٜ ٫ٖ ج٢ٝؿ٧جز 
١ٜ٠٬٧ جلإٙلال ١٠ جٙس٢حه ٖفه جٝٗلحؿ ٧جلالسٗحؿذ ٬ٓف . ج٠ٝؾسحفذ

ّٟ سؿف٬خ  جٝنف٬ُر، جٝس٫ ٓحٝدحً ٠ح سفسدً ٠َ ٥ـ٣ ج٢ٝؿ٧جز اـج س
. ج٠ٝنسف١٬ٜ ٩ُٞ سػؿ٬ؿ ٧سظ٢خ جٝل٧ٞٛ ٬ٓف جٝل٬ٟٞ ٧سيحفخ ج٠ٝوحٝغ
٧ جٝػو٧ل ١٠ ظ٬٠َ ج٠ٝنحف١٬ٜ ٩ُٞ سوف٬غ دنإ١ ج٢سٗحء ج٠ٝوٞػر 

اظفجءجز جٝفٙحدر جٝؿجؾ٬ٞر "فجظَ جٝنفً جلألحل٫ جٝؾح٠ك د٧٢ِج١ )
 .("ٝلإًلاٍ ٩ُٞ جلإفنحؿجز جٝؾحور دسظ٢خ سيحفخ ج٠ٝوحٝغ

س٠ِل ٧ٙجُؿ جٝل٧ٞٛ ٝؿ٨ جٝد٢ٛ ٜبفنحؿ ػ٧ل جٝس٧ِٙحز جلأؾلا٬ٙر 
ّٜل ٢ًٚر . ٧ج٠ٝلئ٬ٝ٧حز ؿجؾل جٝد٢ٛ ٝـٝٛ ٖح١ ٧ٙجُؿ جٝل٧ٞٛ سن

جلا٢ًلا٘ ٫ٖ جٝػ٠ٞر ٝسِق٬ق ٢٠حؼ ج٠ِٝل جلأؾلا٫ٙ ٧ج٢ِٝوف جلألحل٫ 
" ٠ِح٬٬ف جٝل٧ٞٛ ٧جٝسإؿ٬خ"فجظَ جٝنفً جلألحل٫ جٝسحلَ د٧٢ِج١ )٤٬ٖ 

 .(د٦ـج جٝنإ١

 

 
 : خوعٌج اهعيٌل 3-5-2-2

ص٠ر ػحظر ٝسِق٬ق ٫ُ٧ جٝظ٧٦٠ف دإ١ جلاػس٬حل ج٠ٝفسٜخ يؿ جٝد٧٢ٛ 
٠ُ٧لاث٦ح ٧٥ ؤ٠ف ٠ف٧ٖى ٧ج١ ج٠ٝفسٜد١٬ ل٬ػح١٧ٝ ا٩ٝ جٝظ٦حز 

 .ج٠ٝؾسور

انِحف جٝظ٧٦٠ف ١٠ ٢حػ٬ر، ؤ٤٢ ٠لث٧ل سظح٣ جٝد٢ٛ ٧ؤ١ جٝد٧٢ٛ، ١٠ 
٢حػ٬ر ؤؾف٨، ٠لث٧ٝر ٧سؾيَ ٠ٞٝلحءٝر ١ُ جلأ٧٠جل ج٧٠ٝظ٧ؿذ ٫ٖ 

ٝـٝٛ ٖح١ جٝظ٧٦٠ف، ٩ُٞ لد٬ل ج٠ٝصحل، ٤ٝ جٝػ٘ دإ١ ٬س٧َٙ ١٠ . ػ٧قس٦ح
 .جٝد٧٢ٛ جسؾحـ ٜحٖر جلإظفجءجز ج٧ِٚ٠ٝٝر ٧ج٢٠ٝحلدر ٠ٝفجٙدر جلاػس٬حل

٬ِٞخ ج٬٠ِٝل ؿ٧فجً ٥ح٠حً ٫ٖ ج٠ٝلحُؿذ ٩ُٞ ٠ٜحٖػر جلاػس٬حل جٝؾحفظ٫ 
٧جٜٝنٕ ٤٢ُ ٫ٖ٧ ٠لح٢ؿذ ٥ـج ج٠ٝل٩ِ ٧سق٬٧ؿ ج٠٧ِٞ٠ٝحز دنإ٤٢ ١٠ 

 .ؾلال جٝسِح١٧ ٫ٖ جٝسد٬ْٞ ٧ٖفجً ٫ٖ ػحل جلانسدح٣ ٫ٖ ٬ٞ٠ُر جػس٬ح٬ٝر

سلحُؿ جٝسٚحف٬ف جٝل٬٧٢ر ٧جٝفلحثل جلإؾدحف٬ر، ٩ُٞ ظِل ج٬٠ِٝل ٠ًِٞحً 
٠ٜح ١ٜ٠٬ جلسؾؿجٟ ج٠٧ِٞ٠ٝحز جٝؿ٧ف٬ر ٧جٝػ٠لاز . ؿ٠٧حً ٩ُٞ ج٧ٝيَ

جلإُلا٬٢ر لإًلاٍ جٝظ٧٦٠ف ٩ُٞ ؤنٜحل جلاػس٬حل جٝس٫ س٧جظ٤ جٝد٧٢ٛ 
 .٩ُٞ٧ ؤلح٬ٝخ جٜسنح٦ٖح

 

 :  خوعٌج الأطراف ذاح اهعلاكج 3-5-2-3

٩ُٞ جٝد٧٢ٛ ؤ١ سِقق ج٦ٟٗٝ ٫ٖ ؤ٧لحً جلأًفجٕ ـجز جِٝلاٙر جٝـ١٬ 
٬سِحٙؿ جٝد٢ٛ ٦ِ٠ٟ دإ١ ٧ٙجُؿ جٝل٧ٞٛ ٧ل٬حلر ٠ٜحٖػر ٠٧فجٙدر جلاػس٬حل 

٬ٓ٧ف٥ح ١٠ ل٬حلحز جٝد٢ٛ ٠٧ِح٬٬ف٣ ج٠ٝسوٞر دحلاػس٬حل ٧جٝٗلحؿ ٫٥ 
. ؤؿ٧جز ٝسِق٬ق جِٝؿجٝر ٧ج٢ٝقج٥ر ٧ج٠ٝػحلدر

٧ٜظقء ١٠ جٝس٬٬ٟٚ . سي١٬٠ ج٧ِٚٝؿ جٝسقج٠حً دحٝل٧ٞٛ جلأؾلا٫ٙ ٧ج٢ٝقج٥ر
. جٝلاػ٘ ٝٞسِحٙؿ ٬سٟ س٬٬ٟٚ ج٢ٝسحثط ١٠ ػ٬ش ج٬ُ٧٢ٝر ٧ج٢ٝقج٥ر

 
 

practices, and to distribute relevant information. The 

internet can also be used to pass on information 

inside the bank rapidly and extensively. 

There is a need for special training to address the 

demands of participants in selected seminars. 

Exploitation of corruption opportunities, corruption 

and illegal benefits, which are often connected with 

such seminars, may be reduced if participants are 

trained to define and avoid misconduct and conflict 

of interests. All participants should provide 

statement denying any interest (see the Fifth Basic 

Condition entitled "Internal Control Procedures" for 

information on the guidelines for avoiding conflict 

of interests). 

The code of Conduct at a bank would serve as 

guidelines on moral expectations and responsibilities 

inside the bank. Therefore, the code of conduct 

represents the starting point of the campaign for the 

promotion of ethical conduct at work and its main 

element (In this connection, see the Ninth Basic 

Condition entitled "Conduct and Disciplinary 

Standards"). 

 

3-5-2-2    Promotion of Customer's Awareness  

There is a need to raise public awareness of the fact 

that fraud committed against banks and their 

customers is forbidden, and that fraudsters will 

certainly be referred to competent authorities. 

The public should be informed that it is responsible, 

on its part, towards the banks; and banks, on their 

part, are responsible and accountable for funds held 

in their custody. Thus, the public, for example, has 

the right to presume that banks should take all 

appropriate and reasonable measures to control 

fraud.  

A customer plays an important role in helping detect 

and combat external fraud. To this end, he should 

support and provide information on fraudulence acts 

by promptly notifying of such crimes. 

Annual reports and news letters would help the 

customer to be always informed of the status quo. 

Periodical information and advertising campaigns 

can also be used to inform the public of the types of 

fraud against banks and the ways of detecting them. 

 

3-5-2-3   Promoting Awareness of Concerned 

Parties  

Banks should always enhance the understanding of 

concerned parties with whom  contracts are made 

that code of conduct, the banks' policy of combating 

and controlling fraud and other banks' policies and 

standards regarding fraud and corruption are 

instruments used to promote justice, integrity and 

accountability. 

Contracts must provide for adherence to ethical 

values and integrity. As part of the evaluation 

subsequent to contracting, results in terms of quality 

and integrity should be evaluated. 
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: إجراءاح اهركبتج اهداخوٌج :   اهضرط الأشبشً اهخبيس 3-6 
:   يلديج 3-6-1
 

ٝـٝٛ . جٝي٧جدً جٝؿجؾ٬ٞر ٫٥ ج٢ِٝوف جٝفث٬ل٫ ٫ٖ ٠ٜحٖػر جلاػس٬حل
٬ظخ ٧يَ ؤ٠ٌ٢ر فٙحدر ؿجؾ٬ٞر ٧٠صّٚر، ٫ٖ ل٬حلر ٠ٜس٧در ٧د٬ح٢حز 

٠ٜح ٬ظخ . اظفجءجز ٧جيػر ٧نح٠ٞر ٝس٬ٞٚه ج٢س٦حق ٖفه جلاػس٬حل
سٜح٠ل السفجس٬ظ٬ر ج٠ٜٝحٖػر ٧ج٠ٝفجٙدر دحلإظفجءجز جٝسن٬ٞ٬ٔر ٧ج٠ٝلس٢ؿجز 

جٝس٫ سػٜٟ ؤ٢نًر ظ٬٠َ جلإؿجفجز ٠٧فجٖ٘ سل٬ٟٞ ٧جلسلاٟ ج٢ٝٚؿ 
. ٧ج٧ٌٝحثٕ ٧ج١٬ٌٗ٧٠ٝ

 
 

٧جٝي٧جدً ٫٥ اظفجءجز سلسؾؿٟ ٝؾٗى ج٠ٝؾحًف ا٩ٝ جٝػؿ جلأؿ٩٢ 
ؿجؾل ج٠ِٝل ٫٥٧ ٠و٠٠ر ٢٠َٝ جلأؾًحء ٧جٜسنح٦ٖح ٧سوػ٬ػ٦ح ٫ٖ 

 :ج٧ٝٙز ج٢٠ٝحلخ ١ُ ًف٬٘ سًد٬٘ جٝس٠٬ِٞحز ج٠ٝسِٞٚر د٠ح ٫ٞ٬

 ١ج٫ٌٗ٧٠ٝ- 

 جلإظحقجز- 

 اػلال جٝدؿجثل- 

 جٝسؿ٬٧ف ج٫ٗ٬ٌ٧ٝ- 

 جٝسؿف٬خ- 

 ج٧٠ٝجٖٚحز ٧جٝس٬٠ِؿجز- 

 .جلإصدحسحز - 

 .جٝسل٬٧حز - 

 .٠فجظِر جلأؿجء جٝسن٫ٞ٬ٔ - 

 .ؤ١٠ جلأو٧ل - 

. ٖول ج٧ٝجظدحز - 
 

 

: ١ٜ٠٬ سو٬٢ٕ جٝي٧جدً ٩ُٞ ج٢ٝػ٧ جٝسح٫ٝ
٠صل )٢٠َٝ ٧ٙ٧ٍ جٝػ٧جؿش ٬ٓف ج٠ٝف٧ٓخ ٦٬ٖح : جٝي٧جدً ج٧ٝٙحث٬ر

٠صل ٠ٜٞحز جٝلفّ  (Front-end access)ي٧جدً جٝؿؾ٧ل جلأ٠ح٬٠ر     
٧جلإصدحسحز ٧جٝػؿ٧ؿ ٧جٝػ٧جظق  (Combinations)٧جلأُؿجؿ جٝس٧ج٬ٖٚر 

 .ج٬ِٞٗٝر

ٜٝنٕ ٧سوػ٬غ جٝػ٧جؿش ٬ٓف ج٠ٝف٧ٓخ ٦٬ٖح جٝس٫ : جٝي٧جدً جٜٝن٬ٗر
ٜحلإصدحسحز  ( back-end controls )ؤ٪ جٝي٧جدً جٝؾ٬ٗٞر )٧ِٙز 

٧جٝي٧جدً ٧جلأؿٝر ٧ج٠ٝفجظِحز ٧جٝسل٬٧حز ٧آصحف سؿ٬ٙ٘ جٝػلحدحز 
 .٧جٝسٚحف٬ف

٠صل )ٝػشّ ٧سنظ٬َ ٧ٙ٧ٍ جلأػؿجش ج٠ٝف٧ٓخ ٦٬ٖح : جٝي٧جدً جٝس٧ظ٬٦٬ر
 .(جٝل٬حلحز ٧جلإظفجءجز ٧ٙ٧جُؿ جٝل٧ٞٛ ٧جٜٝس٬دحز

.  سسي١٠ّ جٝي٧جدً جٝؿجؾ٬ٞر جػس٬ح٬ًحز ؤلحل٬ر ٠صل ٖول ج٧ٝجظدحز
ٖح٠ٝلث١٧ٝ٧ ١ُ جٝػفجلر ج٬ِٞٗٝر ٝلأو٧ل ٬ظخ ؤلا ٧٢٧ٜ٬ج ٠لث١٬ٝ٧ 

س١ٜ٠ .  ؤ٬يحً ١ُ ج٠ٝلحءٝر دنإ٦٢ح ١ُ٧ جٝسػٚ٘ ١٠ د٬ح٢حز ج٠ٝػحلدر
: س٬٢ٚحز ج٠ٝفجٙدر جٝٗحُٞر جٝد٢ٛ ١٠ 

 .جٜسنحٕ جلأؾًحء ٢ُؿ ٦ُ٧ٙ٧ح ٧سٗحؿ٪ جٝؾلحثف ج٠ٜٝٞٗر

ػ٠ح٬ر ج١٬ٌٗ٧٠ٝ ج٢ٝق١٬٦٬ ١٠ ٢نحًحز ٬ٓف نف٬ٗر ١٠ ٙدل ٬ٓف٥ٟ ١٠ 

 
 

   3-6 The Fifth Basic Condition: Internal Control 

Procedures 

3-6-1    Introduction 

  

Internal controls are the main instrument for 

combating fraud. Therefore, sound internal control 

regulations should be set within a framework of a 

written documented comprehensive policy and rules 

of procedure to lessen opportunities for committing 

fraud acts. The strategy for combating and 

controlling fraud should also be integrated with the 

inclusion of operational procedures and rules 

governing the activities of all departments, cash 

handling facilities, jobs and employees. 

 

Controls are measures used to minimize risks at 

work to the lowest level. They are designed to 

prevent, detect and redress mistakes in due course 

through applying the instructions related to the 

following: 

- Employees 

- Leaves 

- Substitution of alternatives 

- Job rotation 

- Training 

- Approvals and authorizations. 

Evidences. 

Settlements. 

Review of operational performance. 

Security of assets. 

Separation of duties. 

 

Controls can be classified as follows: 

Preventive controls: to prevent the occurrence of 

unfavorable incidents (such as front-end access 

controls, including passwords, combinations, proofs, 

evidence, limits and actual barriers.  

Detection controls: to detect and remedy 

unfavorable incidents which have already occurred 

(i.e. back-end controls), such as proofs, evidence, 

reviews, settlements and results of audited accounts 

and reports.  

Guidance controls: to urge and encourage doing 

favorable actions (such as policies, procedures, code 

of conduct and guidance booklets). 

 

Internal controls include basic precautionary 

measures, such as separation of duties. Employees in 

charge of actual safeguarding of assets must not also 

be responsible for accountability for these assets and 

verification of audit statements. Technologies of 

effective control enable the bank to: 

 

 

Discover mistakes upon their occurrence, and thus 

avoid heavy losses. 
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 .ج١٬ٌٗ٧٠ٝ ؤ٧ ١٠ ٠ُلاء جٝد٢ٛ

ظ٠َ جلأؿّٝر جٝلاق٠ر ٝسػؿ٬ؿ ج١٬ٌٗ٧٠ٝ ٧ج٠ِٝلاء ٬ٓف ج٢ٝق١٬٦٬ 
 .٠٧لاػٚس٦ٟ ٧جٝٚدى ٦٬ُٟٞ 

 
سًٞخ ٠ئللر ج٢ٝٚؿ ١٠ جٝد٧٢ٛ ؤ١ سيَ ٧٠يَ جٝس٬ٗ٢ـ ؤ٠ٌ٢ر فٙحدر 

افنحؿجز جٝفٙحدر جٝؿجؾ٬ٞر ٝٞد٧٢ٛ "ؿجؾ٬ٞر ٠ٜح ٧فؿ دحٝسٗو٬ل ٫ٖ 
٧سنٜل ٥ـ٣ جلأ٠ٌ٢ر ٠ظ٧٠ُر نح٠ٞر ١٠ جلإفنحؿجز جٝس٫ ". جٝسظحف٬ر

١٠٧ ج٠ٝلاثٟ . سػٜٟ ٠ؾسٕٞ ٠ظحلاز ج٢ٝنحً جٝد٫ٜ٢ جٝسظحف٪ ٫ٖ ج٠٠ٜٝٞر
دحلاٙسفج١ ٠َ " ٠ٜحٖػر جلاػس٬حل ٧افنحؿجز جٝفٙحدر"ٙفجءذ ٥ـج جٝٚلٟ ١٠ 

٬ٓ٧ف٥ح ١٠ جٝسِح٬٠ٟ ـجز جٝوٞر ٧س٠٬ِٞحز " افنحؿجز جٝفٙحدر جٝؿجؾ٬ٞر"
ج٠ِٝل ٝٞػو٧ل ٩ُٞ ٠ٝػر ُح٠ر دنإ١ ٠ًحٝخ ج٠ٝئللر دنإ١ ؤ٠ٌ٢ر 

. جٝفٙحدر جٝؿجؾ٬ٞر ٝٞد٧٢ٛ جٝسظحف٬ر
ا١ سًد٬٘ ٥ـ٣ جلإفنحؿجز ٧جلإظفجءجز ٧س٠٬ِٞحز ج٠ِٝل ٧٥ ؤ٥ٟ ٢ُوف 

١٠ ٢ُحوف جلإلسفجس٬ظ٬ر جٝنح٠ٞر ٜٝل د٢ٛ لإ٬ظحؿ ج٢٠ٝحؼ جٝـ٪ ٬ئؿ٪ 
. ٠ٝفجٙدر ٠٧ٜحٖػر جلاػس٬حل

لا سنٜل جلإفنحؿجز ج٧ٝجفؿذ ٫ٖ ٥ـج جٝٚلٟ ٙحث٠ر نح٠ٞر ٧لا سػح٧ل ؤ١ 
افنحؿجز جٝفٙحدر جٝؿجؾ٬ٞر ٝٞد٧٢ٛ "س٫ًٔ ظ٬٠َ ج٠ٝظحلاز جٝس٫ سػ٦٠ٜح 

: ٦٢ٜٝ٧ح سف٫٠ ا٩ٝ". جٝسظحف٬ر
 .جٝسإ٬ٜؿ ٩ُٞ ؤ٬٠٥ر جٝي٧جدً جٝؿجؾ٬ٞر ٫ٖ ٠ٜحٖػر ٠٧فجٙدر جلاػس٬حل

 .ادفجق دِى ج٠ٝدحؿة جٝفث٬ل٬ر ٝٞفٙحدر جٝؿجؾ٬ٞر ج٢ٝحظِر

افنحؿجز جٝفٙحدر "س٬ٖ٧ف ٠٧ِٞ٠حز ٧افنحؿجز ايح٬ٖر سف٫٠ ا٩ٝ سِق٬ق 
". جٝؿجؾ٬ٞر

 
 

 :  الإرضبداح 3-6-2

٧٬يَ ٧٠يَ جٝس٬ٗ٢ـ ؤ٠ٌ٢ر ٝٞفٙحدر جٝؿجؾ٬ٞر ٧٠صٚر ٫ٖ ل٬حلر ٠ٜس٧در 
٧د٬ح٢حز اظفجث٬ر ٧جيػر ٧نح٠ٞر ١٠ ؤظل س٬ٞٚه ج٢س٦حق ٖفه 

 .جلاػس٬حل

اظفجء جٝسٜح٠ل ج٧ٝص٬٘ د١٬ السفجس٬ظ٬ر جٝفٙحدر جٝؿجؾ٬ٞر جٝنح٠ٞر 
٧ج٠ٝلس٢ؿجز جٝسن٬ٞ٬ٔر جٝس٫ سػٜٟ ظ٬٠َ جلإؿجفجز ٠٧فجٖ٘ سل٬ٟٞ ٧جلسلاٟ 

 .ج٢ٝٚؿ ٧ج٧ٌٝحثٕ ٧ج١٬ٌٗ٧٠ٝ

افنحؿجز جٝفٙحدر جٝؿجؾ٬ٞر ٝٞد٧٢ٛ "٬س١٬ِ ٩ُٞ جٝد٧٢ٛ ؤ١ سفجظَ 
ٝٞدػش ١ُ ؤ٠صٞر ١ُ افنحؿجز جٝفٙحدر جٝؿجؾ٬ٞر ٧جلألح٬ٝخ " جٝسظحف٬ر

٩ُٞ٧ جٝد٧٢ٛ، دحلإيحٖر ا٩ٝ ـٝٛ، ؤ١ سلس٬٢ف دبفنحؿجز . ٧جلإظفجءجز
٧سِح٬٠ٟ ج٠ٝئللر ٧ظ٬٠َ جلأ٠ٌ٢ر ٧جٝس٠٬ِٞحز ج٠ٝوف٬ٖر ج٠ًٝدٚر ٫ٖ 

ج٠٠ٜٝٞر، ٧ـٝٛ ٝٞػو٧ل ٩ُٞ ٦ٖٟ نح٠ل ٠٧ٗول ١ُ جٝنف٧ً جٝفل٬٠ر 
 .جٝؾحور دحٝي٧جدً جٝؿجؾ٬ٞر

جلإفنحؿجز جٝسح٬ٝر سف٫٠ ا٩ٝ سِق٬ق ج٠٧ِٞ٠ٝحز دنإ١ اظفجءجز جٝفٙحدر 
. جٝؿجؾ٬ٞر ج٧ٝجفؿذ ٫ٖ ج٠ٝلس٢ؿجز ج٠ٝنحف ا٦٬ٝح

 

Protect employees with integrity against illegal 

manipulation by other employees or the bank's 

customers. 

Collect all evidence necessary to identify dishonest 

employees and customers, prosecute and arrest 

them.  

 

SAMA requires all banks to put into effect internal 

control systems as stated in details in "the Directory 

of Internal Control Guidelines for Commercial 

Banks". These are comprehensive range of 

guidelines governing all activities of commercial 

banks in the Kingdom. To generally understand 

SAMA's requirements regarding commercial banks' 

internal control systems, "Internal Control 

Guidelines" shall be read together with the section 

on "Control Guidelines for Combating Fraud", as 

well as other relevant circulars and work 

instructions. Adoption of these guidelines, 

procedures and work instructions is the most 

important element of a bank's comprehensive 

strategy to create a well fortified environment 

against fraud. 

The above-mentioned guidelines do not represent a 

comprehensive list that covers all areas governed by 

"Commercial Banks' Internal Control Systems". 

However, they aim at: 

Emphasizing the importance of internal controls in 

combating and controlling fraud. 

Highlighting some main principles of effective 

internal control. 

Providing additional information and guidelines 

with the aim of reinforcing "Internal Control 

Guidelines". 

 

3-6-2     Guidelines  

Sound internal control regulations within a 

framework of a comprehensive written documented 

policy and clear comprehensive rules of procedure 

should be put into effect to lessen the opportunities 

for fraud acts. 

The strategy of comprehensive internal control 

should be closely integrated into the operational 

documents governing all departments, cash handling 

facilities, jobs and employees. 

Banks shall examine the "Manual of Internal 

Control Guidelines for Commercial Banks" to find 

out examples of internal control guidelines, methods 

and procedures. In additions, Banks should be 

guided by SAMA's guidelines and circulars, as well 

as all laws in force that govern banking activities in 

the Kingdom to fully understand in detail the formal 

provisions for internal controls. 

The following guidelines aim at emphasizing the 

information on internal control procedures set forth 

in the documents referred to above. 
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 : اهيتبدئ اهرئٌشٌج هوركبتج اهداخوٌج اهفبعوج3-6-2-1

 :سػٜٟ جٝي٧جدً جٝؿجؾ٬ٞر ج٠ٜٝس٧در جِٝٗحٝر ٠ح ٫ٞ٬

 .ج٧ٝو٧ل ج٬ٚ٠َّٝؿ ٧ج٠ٝفجٙخ ا٩ٝ ٢٠حً٘ جٝؾًف

و٬ح٢ر ٧ؤ١٠ ج٧٠ٝظ٧ؿجز ج٠٬ّٚٝر دنٜل ٫ِٖٞ، د٠ح ٫ٖ ـٝٛ ج٠ٝفجٖ٘ 
 .٧ج٧٠ٝظ٧ؿجز ٧جٝلظلاز ٧ج٬ٜٞ٠ٝر جلأؿد٬ر

 .جٝس٬٠ِؿ جٝوحٝغ ٠٧لس٬٧حز جٝولاػ٬حز ٝظ٬٠َ ج١٬ٌٗ٧٠ٝ

جٝٗول ج٢ٝحظغ د١٬ ج٠ٝلث٬ٝ٧حز ، ؾحور ٫ٖ ج٠ٝظحلاز ج٠ٝح٬ٝر ٧ج٠ٝػحلدر 
 .٧سل٬ٟٞ ٧جلسلاٟ ج٢ٝٚؿ ؤ٧ جلأ٧فج٘ ج٠ٝح٬ٝر

 .سلظ٬ل ظ٬٠َ جٝوٗٚحز ٧جٝػ٧جؿش ٧جلانسدح٥حز ٢٧سحثط جٝسػ٬ٚٚحز

 .٢سحثط جٝسػ٬ٚٚحز ٬ٓف جِٝحؿ٬ر ؤ٧ ٬ٓف ج٠ٝس٧ِٙر

 .ؤلح٬ٝخ جلإدلاّ

 .ج٠ٝلحءٝر ١ُ ج٢ٝسحثط ٩ُٞ ٜحٖر ج٠ٝلس٬٧حز

دِؿ سًد٬٘ ؤ٠ٌ٢ر جٝفٙحدر ٬سٟ ٠سحدِس٦ح دحلس٠فجف ٠٧فجظِس٦ح دح٢سٌحٟ 
٧٥٧ ١٠ ؤٙؿٟ " د٬ف٢ٔق"٩ِٖٞ لد٬ل ج٠ٝصحل ج٬٦٢حف د٢ٛ . لاؾسدحف ِٖح٬ٝس٦ح

، ٬ـٜف٢ح د٢سحثط ٙو٧ف جٝفٙحدر 1995د٧٢ٛ دف٬ًح٬٢ح جٝسظحف٬ر ُحٟ 
ٖحٝسػ٬ٚ٘ جٝفل٫٠ ٫ٖ جٝػحؿش ؤصدز ؤ١ ج٬٦٢حف جٝد٢ٛ ٜح١ . جٝؿجؾ٬ٞر 

٢س٬ظر ٢نحًحز ٬ٓف ل٠٬ٞر ٟٝ س١ٜ ٠ِس٠ؿذ ٬ٓ٧ف وػ٬ػر جٝس٬ٙ٧ز ٙحٟ 
ّٟ جٜسنح٤ٖ ٫ٖ ج٧ٝٙز ج٢٠ٝحلخ ٢س٬ظر ٙو٧ف  د٦ح نؾه ٧جػؿ ٟٝ ٬س

 سِؿ ١٠ جلألحل٬حز ٫ٖ ج٠ِٝل ٪جلإؿجفذ ٧جٝي٧جدً جٝؿجؾ٬ٞر جٝز
 .ج٠ٝوف٫ٖ

 ج٠ٝدففجز جٝنح٠ٞر ِٝؿٟ جٝس٬ٚؿ دحٝي٧جدً ٫٥ ؤ٦٢ح ٟٝ سِؿ ٬ًٚ٢٠ر ؤ٧ ؤ١ 
١٠ ج٦٠ٟٝ ادلاّ ٥ـ٣ . ج٧ٝٙز جٜٝح٫ٖ ٟٝ ١ٜ٬ ٠س٧ٖفجً ؤ٧ ؤ٦٢ح ٬ٓف وحٝػر

 .ج٠ٝلاػٌحز ا٩ٝ جلإؿجفذ ٝس٬٬ٟٚ جٝػحظر ا٩ٝ س٬٬ٟٚ جٝي٧جدً

ؾلال ٖسفجز جٝس٬٬ٔفجز جٝس٬٠٬ٌ٢ر ج٦ٝح٠ر، ٬قؿجؿ ؾًف ج٠ٝلحءٝر لأظقجء 
٬ظؿف دحلإؿجفذ ج٬ِٞٝح ٫ٖ . ١٠ ج٠ِٝل ٧ج٧٠ٔٝى دنإ١ ٠لئ٬ٝ٧حز جلإدلاّ

٥ـ٣ جٌٝف٧ٕ ؤ١ سئٜؿ ٩ُٞ ٧ي٧ع ؾ٧ًً ج٠ٝلئ٬ٝ٧ر ٩ُٞ٧ ج٠ٝسحدِر 
 .ج٠ٝلسٚٞر ٝٞي٧جدً جٝؿجؾ٬ٞر ٢ُؿ ٜل ٠فػٞر ١٠ ٠فجػل جٝسػ٧ّل

                       
:   ييبرشبح اهخوظٌف 3-6-2-2

سد١٬ّ جلإػوحث٬حز ؤ١ ؾًف جلاػس٬حل جلأٜدف جٝـ٪ ٧٬جظ٤ جٝد٢ٛ ٬إس٫ ١٠ 
 .٤٬ٌٗ٧٠ ٧ٝػؿ٥ٟ ؤ٧ دسِح٦٢٧ٟ ٠َ ؤنؾحه ١٠ جٝؾحفض

جٝسـ٬ٜف ؤ١ د٧لَ ج١٬ٌٗ٧٠ٝ ٩ُٞ جؾسلإ ٠لس٬٧حس٦ٟ ج٬ٗ٬ٌ٧ٝر ؤ١ ٬ٞق٧٠ج 
ػح٬ٝحً ٢لدر ٜد٬فذ ١٠ ٧٠ظ٧ؿجز جٝد٢ٛ ٧٠٧ظ٧ؿجز ٠ُلاث٤ ١ُ ًف٬٘ 

٥٧ـج ٠٠ح ٫ًِ٬ ج٢ٝقج٥ر جلألحل٬ر ٝظ٬٠َ ج١٬ٌٗ٧٠ٝ . ٢نحًحس٦ٟ جٝسظحف٬ر
 .ج٠ٝق٬ؿ ١٠ جلأ٬٠٥ر

ٖحؾسدحف .  سِسدف ٢قج٥ر ج٧٠ٌٕٝ نفً ٠لد٘ ٢ٝظحع ؤ٪ ٢ٌحٟ فٙحد٫

 

 

3-6-2-1    Main Principles of Effective Internal 

Control  

Written effective internal controls shall govern the 

following: 

Restricted and monitored access to risky areas. 

Actual maintenance and safeguarding of valuable 

assets, including facilities, assets, registers and 

intellectual property. 

Proper authorization and definition of levels of 

approval for all employees. 

Efficient separation of duties, especially in financial 

and accounting areas, and delivery and taking-over 

of cash or securities. 

Record of all transactions, incidents, suspected 

transactions and findings of investigation. 

Extraordinary or unexpected findings of 

investigation. 

Notification methods. 

Accountability for results at all levels. 

After their application, control regulations shall 

always be followed up and regularly reviewed to test 

their effectiveness. The collapse of the oldest 

commercial bank in the U.K., "Bearings Bank" in 

1995, is an example of ineffective control. The 

official investigation proved that the bank's collapse 

was due to unauthorized catastrophic activities 

practiced at the wrong time by a seemingly one 

person who was undiscovered because management 

and internal controls, which are basic factors of 

banking, were weak and deficient.  

The overall justification for not abiding by the 

controls was that such controls were no longer 

logical, there was no sufficient time or they were 

invalid. It is important to inform the management of 

these comments to see if there is a need for 

assessment of such controls. 

During periods of significant regulatory changes, the 

risk of weak accountability for parts of the work and 

vagueness about notification responsibilities would 

increase. Under such circumstances, the senior 

management must clearly emphasize areas of 

responsibility and separate follow up of the internal 

controls at each stage of transformation. 

 

3-6-2-2   Practices of Personnel  

Statistics show that the greatest risk of fraud faced 

by a bank is usually posed by its employees, either 

in or without cooperation with outsiders. 

It should be remembered that employees at their 

various post levels can currently commit a large 

portion of the assets of the bank and assets of its 

customers through their business activities. This 

entails giving more attention to the integrity of all 

employees. 

An employee's integrity should be considered a 

precondition for the success of any control system. 
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ّٟ ٝي٠ح١ جٝػو٧ل ٩ُٞ  ج٢ٝقج٥ر ٙدل جٝسِحٙؿ ٠َ ج٧٠ٌٕٝ ٬ظخ ؤ١ ٬س
٩ِٖٞ ج٠ٝؿفجء ، ايحٖر ا٩ٝ . ١٬ٌٗ٧٠ ظؿ٬ف١٬ دحٝصٚر ٧جلاُس٠حؿ ٦٬ُٟٞ

جلس٠حفذ ًٞخ جٝس٬ٌ٧ٕ جٝسٗو٬ٞ٬ر ٧جلالس٢حؿ ا٩ٝ ُؿذ ٠فجظَ، ؤ١ 
٬سؿفد٧ج ٩ُٞ ٦٠حفجز ج٠ٝٚحدٞر ٝٞسإٜؿ ١٠ سػؿ٬ؿ ل٧ٞٛ ٬ٓف نف٬ٕ ٫ٖ 

. سحف٬ؽ ج٧٠ٌٕٝ ٧س٬٬ٟٚ جػس٠حل ػؿ٧ش ٠صل ٥ـج جٝل٧ٞٛ ٫ٖ ج٠ٝلسٚدل
٬٧س١٬ِ ٩ُٞ جٝد٢ٛ ؤ١ ٬ؿ١٧ ج٠ٝفجظَ جٝس٫ ٬ل٦٬٠ح ج٧٠ٌٕٝ ج٠ٝفنغ 

 .٧ جٝسػٚ٘ ١٠ ج٠ٝئ٥لاز ج٬٠ِٞٝر ٧ج٬٢٦٠ٝر. ٬٧ٚحف٦٢ح ٠َ ٠فجظَ ٠لسٚٞر

١٠ جلأ٬٠٥ر ٙدل جٝسِحٙؿ ٠َ ٧٠ٌٕ ظؿ٬ؿ جٝسإٜؿ ١٠ ؤ١ ٥ـج ج٧٠ٌٕٝ ٟٝ 
٬لد٘ ٤ٝ ؤ١ جنسفٛ ٫ٖ ػحلاز جػس٬حل ؤ٧ جؾسلاك ٫ٖ ٢٠نإذ ٠ح٬ٝر ؿجؾل 

ؤ٧ ؾحفض ج٠٠ٜٝٞر ١٠ ؾلال ٠فجظِر ج٠٧ِٞ٠ٝحز ج٠ٝٚؿ٠ر ١٠ ج٧٠ٌٕٝ 
جٝظؿ٬ؿ ٧جٝسإٜؿ ١٠ وػس٦ح ٠٧ؾحًدر ج٠ِٝف١٬ٖ ٧جسؾحـ ٜح٤ٖ جلإظفجءجز 

 . ٝٞػؿ ١٠ س١٬٬ِ ١٬ٌٗ٧٠ ٦ٟٝ ل٧ٞٛ جػس٬ح٫ٝ لحد٘ذجٝلاقٟ

جٝسإٜؿ ٙدل جٝسِحٙؿ ٠َ ج١٬ٌٗ٧٠ٝ جٝظؿؿ اـج ٠ح ٜح١ ٠ِ٬ل ٫ٖ ٬ٌ٧ٗر 
ؤؾف٨ ٧٢٬٧٪ جلالس٠فجف ٦٬ٖح، ؤ٧ اـج ٠ح ٜح١ ٠٬حفك ٢نحً سظحف٪ 

٧ـٝٛ سػ٬ٚٚح ٠ٝدؿؤ جٝػ٠ح٬ر ١٠ سيحفخ ج٠ٝوحٝغ ، ٢٬٧ًد٘ ٥ـج جلإظفجء 
 . ٩ُٞ ٫ٌٗ٧٠ جٝنفٜحز ج٠ٝسِحٙؿ ٦ِ٠ح

٢٥حٝٛ ج٭١ ٧ٙجثٟ . ١٠ جٝيف٧ف٪ ٠فجظِر جٝل٧ٞٛ ج٢ٝق٤٬ ؿ١٧ س٧ٕٙ
ج٠ٝس٧ٖفذ ٠ٝلحُؿذ ج٠ٝؿفجء ٩ُٞ ٖفق " جلأُلاٟ جٝػ٠فجء"٧جلِر ١٠ 

٧سن٠ل ٥ـ٣ جلأُلاٟ جٝػ٠فجء . جلأٖفجؿ ج٠ٝػس٠ل جفسٜحد٦ٟ لأ٠ُحل جػس٬ح٬ٝر
 :ٓحٝدحً ٠قج٬ح ل٬ٜ٧ٞر ٧جظس٠ح٬ُر ٠صل

 .جلإصفجء ٬ٓف ج٠ٝدفّف ٧جٝسدؿّل ج٠ٝٗحظت ٫ٖ ؤل٧ٞخ ج٬ِٝم

 .ج٧٠ٌٕٝ جٝـ٪ ٠ِ٬ل ؿ٠٧حً دِؿ لحُحز ج٠ِٝل جٝفل٬٠ر

 .ٖٚؿج١ ج٠ٝلس٢ؿجز جلأو٬ٞر ٧جلسدؿج٦ٝح دو٧ف ٦٢ُح

 .جلالس٠ِحل ج٠ٝٗفً ٝل٧جثل جٝسوػ٬غ

 .جٝسفؿؿ ٫ٖ ؤؾـ جلإظحقذ

 .فٖى جٝسف٬ٙر

 .جلسٚحٝر ج٧٠ٌٕٝ جٝظؿ٬ؿ دلفُر

اوفجف دِى ج٧٠ٝفؿ١٬ ؤ٧ ج٠ٝٚح١٬ٝ٧ ؤ٧ ج٠ِٝلاء ٩ُٞ جٝسِح٠ل ٠َ 
٧٠ٌٕ ١٬ِ٠. 

جِٝلاٙحز جٝػ٠٬٠ر ٠َ ج٧٠ٝفؿ١٬ ؤ٧ ج٠ٝٚح١٬ٝ٧ ؤ٧ ج٠ِٝلاء جٝس٫ س٢ًَٚ 
 .ٖظإذ

٠فجٙدر ج١٬ٌٗ٧٠ٝ جٝٚؿج٩٠ جٝـ١٬ ؤػفق٧ج ٠ِفٖر ٧جلِر دبظفجءجز جلأ١٠ 
٫ٖ جٝد٢ٛ، ؾحور ػ٬ش سَٚ ٢قجُحز ٠سوٞر دح٠ِٝل ؤ٧ ػ٬ش ٬ق٬ؿ ُؿؿ 

 .ج١٬ٌٗ٧٠ٝ ١ُ جٝػحظر

سق٬٧ؿ ج١٬ٌٗ٧٠ٝ د٠لس٢ؿجز ٠ٜس٧در ٧جيػر ٠صل ٧وٕ ج٬ٌ٧ٝٗر 
٧جٝل٬حلحز ٧جلإظفجءجز ٧س٠٬ِٞحز ج٠ِٝل جٝس٫ سػؿؿ ٜل ظح٢خ ١٠ 

 .ظ٧ج٢خ ٠٦٠حس٦ٟ ٧٧جظدحس٦ٟ

ا٠ٝحٟ ج٧٠ٌٕٝ دٜح٠ل ػ٤ٙ٧ٚ ٧٧جظدحس٤ ٫ٖ ظ٬٠َ جلأ٧٠ف ج٠ٝسِّٞٚر 

Test of integrity before contracting with an 

employee should be strictly made so as to have 

reliable and trustworthy employees. Managers, apart 

from depending on the information on the detailed 

employment application form and other references, 

should be trained in the skills of interrogation to 

ensure that they can determine the occurrence of 

dishonorable act in the employee's history and 

expect that such act could likely happen in the 

future. The bank should record the references named 

by the nominated employee and compare them with 

other separate references. Educational and 

professional qualifications should also be verified.  

 Before contracting with a new employee, it is 

important to ensure that he has not already been 

involved in fraud or embezzlement acts in a 

financial firm inside or outside the Kingdom, by 

reviewing information presented by the applicant, 

and making sure of its validity and contacting his 

references; and undertaking necessary procedures to 

prevent appointment of employees of past fraudulent 

conduct. 

 Prior to concluding contracts with new employees, 

it should be ensured that an employee is not working 

in another job and intends to continue therein. It 

should also ensured that he is not engaged in a 

commercial activity in order to achieve the principle 

of protection against conflict of interests. This shall 

also apply to the staff of companies having contracts 

therewith.   

It is necessary to continually follow up an honest 

behavior. An extensive number of indicators "red 

lines" are now available to help managers in 

identifying individuals who are likely to commit 

fraudulent acts. These red lines usually include 

behavioral and social characteristics as follows: 

Unjustified enrichment and sudden change in the 

style of living. 

An employee who always works after the official 

work hours.  

Loss of original documents and substituting them 

with their copies. 

Overuse of correction fluids. 

Hesitation about leave-taking. 

Refusal of promotion 

Rapid resignation of a new employee. 

Insistence of some suppliers, contractors or 

customers on dealing with a certain employee. 

Intimate relationship with suppliers, contractors or 

customers which breaks suddenly. 

  Control must also be performed over old 

employees who have acquired a broad knowledge 

about security procedures at the bank, particularly if 

disputes arise regarding work, or if the bank is 

overstaffed. 

  Employees should be provided with clear written 

documents for informing them about important 

matters, such as job description, policies, procedures 
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 .دحلاػس٬حل

 :سن٠ل ؤلح٬ٝخ ج٠ٝسحدِر ٧جٝفٙحدر ٠ح ٫ٞ٬

 .جسٗح٬ٙحز جٝلف٬ر

 .جلإظحقجز جلإٝقج٬٠ر

 .سدؿ٬ل دفج٠ط ج٧٠ٌٕٝ ٦٠٧حٟ ٤ٞ٠ُ ٩ُٞ ٖسفجز ٬ٓف ٠س٧ِٙر

 .سؿ٬ٙ٘ ػلحدحز ج٧٠ٌٕٝ جٝـ٪ ٬ـ٥خ ٫ٖ اظحقذ

لا ٬ظ٧ق ؤ١ ٬ل٠غ ١٬ٌٗ٧٠ٞٝ ١٠ ـ٧٪ جٝٚفجدر ؤ١ ٧ٞ٠ِ٬ج ٠ِحً، لا ل٠٬ح 
٫ٖ ج٠ٝظحلاز ج٠ٝح٬ٝر ٧ج٠ٝػحلدر ٧سل٬ٟٞ ٧جلسلاٟ ج٢ٝٚؿ ؤ٧ جلأ٧فج٘ 

 .ج٠ٝح٬ٝر

٧ ج٠ِٝل ٩ُٞ ؤؾـ ٠ظ٧٠ُر ١٠ جٝو٧ف ج٧ٗٝس٧ٓفج٬ٖر ٧٠ٌٕٞٝ 
 .٠ٞٝلحُؿذ ٫ٖ ػحل جؾسٗحث٤ ؤ٧ ٫ٖ ػحل ٜح١ يػ٬ر ٠ٝػح٧ٝر جدسقجق

٬ظخ ؤ١ ٫ٝ٧٬ جٝد٢ٛ ٜل جُسدحف ٠ٝيح١٬٠ ج٠س٢حٍ ج١٬ٌٗ٧٠ٝ جٝلحد١٬ٚ 
٬٧ظخ وفٕ ج٠ٝفسٜد١٬ جٝصحدس١٬ ١٠ . ١ُ اًُحء ٠فجظَ وف٬ػر

 .جٝؾؿ٠ر ؿ١٧ ٠فظَ ٠٧لاػٚس٦ٟ

 
 : فصل اهواجتبح 3-6-2-3

سًد٬٘ ٠دؿؤ ٖول ج٧ٌٝحثٕ ٧ج٧ٝجظدحز دٜل وفج٠ر ٫ٖ ظ٬٠َ ج٠ٝظحلاز 
٬سًّٞخ ٥ـج ج٠ٝدؿؤ ؤلحلحً ٖول . ٧جلأ٢نًر جٝسن٬ٞ٬ٔر ػ٬ش ٢٬ًد٘ ـٝٛ

جٝـ١٬ ٬ئؿ١٧ ٧جظدحز سن٬ٞ٬ٔر ١ُ ؤ٧ٝثٛ جٝـ١٬ ٢٬ٗـ١٧ جٝي٧جدً 
ٜـٝٛ جلأ٠ف ٖول جٝفٙحدر ٩ُٞ ج٧٠ٝظ٧ؿجز ١ُ . ٬٧س١٧ٝ٧ ٠٦٠ر جٝفٙحدر

 .فٙحدر ج٠ٝلس٢ؿجز ج٠ٝسِٞٚر د٦ـ٣ ج٧٠ٝظ٧ؿجز

سٟ سظ٬٠َ جلأ٠صٞر جٝسح٬ٝر ١٠ ٠ؾسٕٞ ٠ظحلاز ج٠ِٝل لإ٬يحع ٠دؿؤ ٖول 
. ج٧ٝجظدحز

 

ٖول ٧ٌحثٕ جلسلاٟ جٝي٠ح٢حز ٧جلإٖفجض ٦٢ُح ا٩ٝ ج٠ٝٚسفي١٬ ١ُ  . 1
 .سؿ١٬٧ ج٧٬ٚٝؿ ٫ٖ لظل جٝي٠ح٢حز

 .ٖول سػو٬ل جٝؿ١٬ ١ُ ٬ٌ٧ٗر سػؿ٬ؿ٣. 2

 .ٖول ٠٦٠ر ظؿ٧ل جٝف٧جسخ ١ُ ٦٠حٟ اؿجفذ ج١٬ٌٗ٧٠ٝ. 3 

٠َٖ . ٖول ٬ٞ٠ُحز ج٠ٝسحظفذ ٫ٖ ج٠ٜٝسخ جلأ٠ح٫٠ ٧ج٠ٜٝسخ جٝؾ٫ٗٞ. 4 
ؤ١ ج٧ًٞ٠ٝخ ١٠ ج٠ٝسِح١٬ٞ٠، ٠صلًا، ؤ١ ٬فجٙد٧ج س٬ٚؿ٥ٟ دحٝػؿ٧ؿ، لا دؿ 
 .٧ؤ١ ٬ؾي٧ِج ٝٞفٙحدر ج٠ٝلسٚٞر جٝنؿ٬ؿذ ١٠ ج٠ٜٝسخ جٝؾ٫ٗٞ ؤ٧ ج٧ٝل٫ً

ٖول ٧ٌحثٕ ًٞخ نفجء ج٧٠ٝجؿ جٝٚحدٞر ٝلالس٦لاٛ ٧ج٠ِٝؿجز ٧د٧٢ؿ . 5
. جٝسؾق١٬ ١ُ ٬ٌ٧ٗر جلسلاٟ جٝلظلاز ٧جلاػسٗحٌ د٦ح ٧س٬٠ِؿ جٝؿَٖ

انحفجز ُؿذ " افنحؿجز جٝفٙحدر جٝؿجؾ٬ٞر ٝٞد٧٢ٛ جٝسظحف٬ر"ٖسي١٠ 
ِّحل  .ٝػحلاز سسًٞخ ٖول ج٧ٝجظدحز دنٜل ٖ

 
 

and instructions of work that explain all aspects of 

their duties and responsibilities.  

 An employee shall be aware of all his rights and 

responsibilities regarding all issues related to fraud. 

 Follow-up and control methods should include the 

following: 

Confidentiality agreements. 

Obligatory leaves. 

Change of an employee's duties schedules and tasks 

at unexpected                                     intervals. 

Checking the accounts of an employee who is on 

leave. 

 Employees who are relatives should not be allowed 

to work together, particularly in financial, 

accounting, cash handling or securities areas. 

 Photos of an employee must be taken to be 

available to the bank in case he disappeared or was 

blackmailed.  

 A bank should fully consider the implications of 

earlier employees' actions of not giving explicit 

references, and those who are proven to have 

committed such acts must be dismissed from their 

jobs. 

 

3-6-2-3    Separation of Duties 

The principle of separating tasks and duties should 

be strictly applied to all operational areas and 

activities where applicable. This principle basically 

requires that jobs entailing performance of 

operational tasks must be separated from those 

entailing the enforcement of controls and 

supervision. Similarly, control of assets must be 

separated from control of documents related to these 

assets. 

The following examples are collected from different 

areas of work to clarify the principle of duty 

separation: 

1. The tasks of receiving and release of guarantees 

in favor of borrowers must be separated from the 

task of registering the guarantees. 

2. The task of debt collection must be separated 

from the task of fixing the amount of debt.  

3. The task of payroll must be separated from the 

other tasks of personnel affairs. 

4 . Trading transactions at the front offices must be 

separated from those at the back offices. Although 

traders are required, for instance, to observe limits, 

they must be strictly controlled by the back or the 

middle office. 

5. The tasks of ordering purchase of consumable 

materials and equipment, and storage control must 

be separated from the task of keeping records and 

authorization to pay. The Manual of "Internal 

Control Guidelines for Commercial Banks" includes 

several cases in which effective separation of duties 

is required 

 

. 
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:  اهركبتج اهيزدوجج 3-6-2-4
٠صل ج٠ٝٗحس٬غ ٠٧دحؿة ٧ؤلح٬ٝخ جلإ٢ـجف )ػ٬ش سؾيَ ؤلح٬ٝخ جلأ١٠ 

٧سظؿف ٫ٖ ٥ـ٣ . ٝس٬٢ٚحز جٝفٙحدر ج٠ٝقؿ٧ظر دٜل نؿذ (٧ؤ١٠ ؤ٠ح١ٜ ج٢ٝٚؿ
: جٝنإ١ ٠لاػٌر ٠ح ٫ٞ٬ ٩ُٞ لد٬ل ج٠ٝصحل

 

ٝلإٙلال ١٠ ٖفه جلالسػوحل ؿ١٧ س٬٧ٗى ٩ُٞ ٢لؽ ج٠ٝٗحس٬غ، لا 
٬ظ٧ق ١٬ٌٗ٧٠ٞٝ دإ٪ ػحل ١٠ جلأػ٧جل ج٠ٝنحفٜر ٫ٖ ٠ٗحس٬غ س٧ِؿ 

٢٬٧ًد٘ ـٝٛ ٩ُٞ جلإُؿجؿ جٝس٧ج٬ٖٚـر . ٠ٝظ٧٠ُر جٝػفجلر ج٠ٝقؿ٧ظر
(Combinations) ٝٞؾق٢ر ج٧٠ٝي٧ُر سػز جٝػفجلر ج٠ٝقؿ٧ظر. 

دنٜل " ج٧ًٝجفة"ؤلا سػس٧٪ و٢حؿ٬٘ ج٠ٝٗحس٬غ ٩ُٞ ٠ظ٧٠ُر ١٠ ٠ٗحس٬غ 
 .٢لؽ ٬ٓف ٠ِس٠ؿذ ١٠ ج٠ٝٗحس٬غ ج٧٠ٝي٧ُر سػز جٝػفجلر ج٠ٝقؿ٧ظر

٢٬٧ًد٘ ٥ـج ػس٩ ٫ٖ . جلإدلاّ ٧ٖفجً ١ُ ج٠ٝٗسحع ج٧ٚٗ٠ٝؿ ٧ؿ١٧ جلسص٢حء
 .جٝػحلاز جٝس٫ سس٧ٖف ٦٬ٖح ٢لؽ ٠ٞٝٗحس٬غ

اـج ٜح١ ٧٠ٌٕٞٝ لدخ ٝٞنٛ دإ١ لف٬ّر ؤػؿ جلأُؿجؿ جٝس٧ج٬ٖٚر 
ج٧٠ٝي٧ُر سػز جٝػفجلر ج٠ٝقؿ٧ظر ٙؿ ؾفٙز ٤٬ُٞ جلإدلاّ ١ُ ـٝٛ 

 .٧ٖفجً

٧يَ اظفجءجز لالسفؿجؿ ج٠ٝٗحس٬غ ٧ؤلح٬ٝخ جٝؿؾ٧ل جلأؾف٨ دنٜل 
ؿ٧ف٪ ٠ٜح ٬سٟ ٧يَ اظفجءجز ٝٞسإٜؿ ١٠ سدؿ٬ل ج٠ٝٗحس٬غ ٠ٜٞ٧حز جٝلف 

 .٧ؤؿ٧جز جٝػفجلر ج٠ٝقؿ٧ظر جلأؾف٨ دنٜل ؿ٧ف٪ 

 ػي٧ف ٧٠ٌٕ جٝفٙحدر ؿ٠٧حً ٫ٖ  ٢٠حً٘ ج٢ٝٚؿ ج٢٬ِ٠ٝر ، ٠٧ٜحث١ 
 .جٝوفٕ ج٭٫ٝ 

ػ٬ش ؤ١ ج٠ٝػسح١٬ٝ ٓحٝدحً ٠ح ٬لس١٧ٞ٠ِ جٝٗسفذ جٝسح٬ٝر ٠دحنفذ ٬ٞ٠ِٝر 
جٝسوػ٬غ لافسٜحخ جلاؾسلاك، ٬ظخ اظفجء ٬ٞ٠ُس٫ سوػ٬غ ٜح٠ل 
. ٠ٝفٖ٘ ٢٠ح٧ٝر ج٢ٝٚؿ ٢ُؿ جٜسنحٕ ؾٞل ٜد٬ف ٫ٖ ٬٠قج١ جػسلحخ ج٢ٝٚؿ

سظف٪ ٬ٞ٠ُر جٝسوػ٬غ جلأ٩ٝ٧ ٢ُؿ جٜسنحٕ جٝؾٞل ٧سظف٨ جٝصح٬٢ر دِؿ 
. سػؿ٬ؿ لدخ جٝؾٞل

 

:  شٌبشج كتول اههداٌب 3-6-2-5
ػ٬ش ؤ١ ج٧٠ٌٕٝ ٠ِفّى ٝٞفن٧ذ ١ُ ًف٬٘ ج٦ٝؿج٬ح ؤ٧ ٝوفٕ 

ج٢سدح٤٥ ١ُ جٝوٗٚحز ، ٬ظخ ٧يَ ل٬حلر ٠ٜس٧در س٢٠َ ـٝٛ ٬ٗ٬ٜ٧ر 
سي١٬٠ ـٝٛ ٫ٖ ل٬حلر جٝد٢ٛ ٠ٜٝحٖػر جلاػس٬حل ، ٫ٖ٧ ٜس٬خ ج٧٠ٌٕٝ 

جٝـ٪ ٬ِؿ٣ جٝد٢ٛ ٬ظخ ؤ١ س٢٠َ ٥ـ٣ جٝل٬حلر دنٜل ُحٟ ج٧٠ٌٕٝ ١٠ 
 :جلأ٧٠ف جٝسح٬ٝر

ٙد٧ل ؤ٬ر ٥ؿج٬ح ؤ٧ آفجءجز ؤ٧ ي٬حٖر  ٠ٚحدل سٚؿ٬ٟ ؾؿ٠ر ٢ٌح٬٠ر ؤ٧ 
 .٬ٓف ٢ٌح٬٠ر

 .اًُحء ٠٧ِٞ٠حز فل٬٠ر ػوف٬ر ؤ٧ لف٬ر ٠ٚحدل ؤ٪ آفجء

ل٧ء جلسؾؿجٟ ٬ٌ٧ٗس٤ جٝلحدٚر ٧جٝػح٬ٝر ٝٞػو٧ل ٩ُٞ ؤلِحف سٗحي٬ٞر 
. ٝٞوٗٚحز جٝؾحور

 
 
 

3-6-2-4   Dual Control 

As security measures (such as the use of keys, 

warning systems and security of cash locations) 

must be subject to strict dual control technologies, 

the following instructions shall be taken into 

consideration: 

 

To lessen the opportunities for getting duplicate 

keys without authorization, employees may not, by 

all means, share keys belonging to dual guard. This 

shall also be applied to combinations of the vault 

under dual watch. 

Key boxes should not contain a bunch of 

"emergency keys" in the form of unauthorized 

duplicate keys under dual control. 

Lost key must be notified of at once, even if 

duplicate keys are available.  

If an employee suspects that the confidentiality of 

one of the combination numbers placed under dual 

watch has been cracked, he must report the incident 

immediately. 

There must be a procedure to recover keys and other 

methods of entry on a periodical basis. Measures 

must be made on a  periodical basis to ensure the 

replacement of keys, passwords and other 

instruments of dual watch. 

The control officer must always attend while 

checking designated cash locations and ATMs. 

Since fraudsters often use the period that 

immediately follows the checking process to 

perpetrate embezzlement, two full-checking 

processes must be made to the cash handling 

facilities when detecting a considerable error in the 

calculation of balance on hand. The first checking 

process shall be made upon detecting the error and 

the second shall be made after identifying the cause 

of the error. 

 

3.6.2.5  The Policy of Gifts 

Since an employee is prone to bribery by the gifts 

given to him to distract his attention from suspected 

transactions, a written policy must be set for 

preventing this and how to include this provision in 

the bankôs policy for combating fraud, and in the 

employeeôs booklet prepared by the bank. 

 

This policy shall generally prohibit the employee 

from the following: 

Accepting any gifts, enticement or inappropriate 

entertainment for providing lawful or unlawful 

service. 

Revealing confidential or restricted official 

information for any enticement. 

Abusing his previous and current jobs to get 

differential prices for private transactions. 
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 : اهحشبتبح اهراندث 3-6-2-6

افنحؿجز "فجظَ . ؤ١ س١٧ٜ ٠فجٙدر جٝػلحدحز جٝفجٜؿذ ل٬حلر ٠لس٠فذ 
٧سِح٬٠ٟ ج٠ٝئللر ـجز جٝوٞر ٝلإًلاٍ ٩ُٞ " جٝفٙحدر جٝؿجؾ٬ٞر

. جلإفنحؿجز جٝؾحور دحٝػلحدحز جٝفجٜؿذ
 

  :(خشوٌى واشخلاى) يٌبوهج اهٌلد 3-6-2-7

٢٥حٝٛ ُؿؿ ١٠ ػحلاز جٝسِفّى ٠ٞٝؾحًف ٫ٖ ٠ظحل سل٬ٟٞ ٧جلسلاٟ ج٢ٝٚؿ 
" افنحؿجز جٝفٙحدر جٝؿجؾ٬ٞر"فجظَ )سػ٦٠ٜح ٠ظ٧٠ُر ١٠ جلإظفجءجز 

، ٬ؾيَ سًد٦ٚ٬ح جٝوػ٬غ ٝػ٠لاز ٠ٗحظثر ٝسؿ٬ٙ٘ ػلحدحز  (د٦ـج جٝنإ١
٬٧ن٠ل . ج٢ٝٚؿ دو٧فذ ٢٠س٠ٌر ٫ٖ جلأ٠ح١ٜ ج٠ٝؾوور ٧ؤ٠ح٢ر جٝو٢حؿ٬٘

 :جلا٢ٜنحٕ ٠ٝؾحًف ج٢ٝٚؿ ج٢ٝنحًحز ج٠ٝسوٞر د٠ح ٫ٞ٬

 .٠فجٙدر ٧اؿجفذ ج٢ٝٚؿ ٫ٖ ؤ٠ح٢ر جٝو٢حؿ٬٘

 . ٢ٚل ج٢ٝٚؿ ١٠ جلأ٠ح١ٜ ج٠ٝؾوور ا٩ٝ جٝو٢ؿ٧٘

 ج٧ٝو٧ل ا٩ٝ ؾقج٢ر ؤ١٬٠ جٝو٢ؿ٧٘ ٧ا٩ٝ ج٢ٝٚؿ ٢ُؿ٠ح لا ١٧ٜ٬ ؤ١٬٠ 
جٝو٢ؿ٧٘ ٩ُٞ فؤك ٤ٞ٠ُ ؤ٧ د٬ِؿجً ١ُ جٝو٢ؿ٧٘ ػس٩ ٧ٝ٧ ٝٗسفذ 

 .ٙو٬فذ

 . جٝػحٝر ج٬ِٞٗٝر ٧ؤ١٠ جلأٙٗحل ٧جٝؾقجث١

ّٜؿ ١٠ ػل١ ج٠ٝلحءٝر ١ُ ج٢ٝٚؿ، ؤ١ س١٧ٜ ٧ٙجُؿ ٢٠ح٧ٝر ج٢ٝٚؿ لأ٢٠حء   ٝٞسإ
جٝو٢حؿ٬٘ ٫ٖ ٖف٧ٍ جٝد٢ٛ ٧ج١٬ٌٗ٧٠ٝ ج٭ؾف١٬ جِٝح١٬ٞ٠ ٫ٖ ٠ظحل 

 .٢٠ح٧ٝر ج٢ٝٚؿ ٧جيػر ٠٧س٠حلٜر

 سًد٘ جلإفنحؿجز ج٠ٝسِٞٚر دإؾسحٟ ؤ١٬٠ جٝو٢ؿ٧٘ ٧ؤؿ٧جز جٝس٬ِٟٞ 
جلأؾف٨ ٧جلس٠حفجز جٝس٬٠ِؿ ٧ج٠ٝٗحس٬غ ٧ٙ٧جُؿ جٝؿؾ٧ل ٠٧ظ٧٠ُر 
جلأُؿجؿ جٝس٧ج٬ٖٚر، ٠٧سحدِس٦ح ٧س٦٠٬٬ٚح دو٧فذ ٢٠س٠ٌر لالس٠فجف 

 .ِٖح٬ٝس٦ح

 آلا٘ جلأ٠ح١ٜ ج٠ٝؾوور لأ٢٠حء جٝو٢ؿ٧٘ ٧سػؿ٬ؿ جلأنؾحه 
. ج٠ٝوفع ٦ٟٝ دحٝؿؾ٧ل ا٩ٝ سٞٛ ج٢٠ٝحً٘

 
 

 :  حدود اهشحة 3-6-2-8

سػؿ٬ؿ ػؿ٧ؿ جٝلػخ ج٠ٜٝن٧ٕ ٧ج٬٠ٜٝر ٧جٝوٗٚر، ػلخ جلا٢ًدح٘ 
لأ٢٠حء جٝو٢حؿ٬٘ ٧ج٠ٝسحظف١٬ ٧ج٠ٝلث١٬ٝ٧ ٬ٓ٧ف٥ٟ ١٠ ج١٬ٌٗ٧٠ٝ جٝـ١٬ 

٬سِح١٧ٞ٠ دح٢ٝٚؿ ٧دحلإؿجفجز ج٠ٝح٬ٝر ٬ٓف ج٢ٝٚؿ٬ر ؤ٧ ج٠ٝلس٢ؿجز جٝٚحدٞر 
 .ٝٞسؿج٧ل

ؤ١ سِٜك ٥ـ٣ جٝػؿ٧ؿ ج٠ٝؾحًف ج٠ٝػس٠ٞر ٠٧لس٨٧ جٝؾًف جٝـ٪ د٠ٚؿ٧ف 
 .جلإؿجفذ سػ٤ٞ٠

 .٠سحدِر ٥ـ٣ جٝػؿ٧ؿ دؿٙر ٧س٬ٗ٢ـ٥ح دنؿّذ

 

:   الإضراف عوى غرفج اهيخبجرث 3-6-2-9
جٝٗول ج٧ٝجيغ ٧ٞٝجظدحز ٫ٖ ٓفٖر ؤ٧ ٓفٕ ج٠ٝسحظفذ ٝؿ٨ جٝد٢ٛ ١٠ 

 . جلأ٧٠ف جلألحل٬ر لأ٪ ٢ٌحٟ فٙحدر ِٖحل

ُحؿذً ٧٬ٙؿ ػفٜر جلاسظحف ٧جٝسل٬٧حز " ج٠ٜٝسخ جٝؾ٫ٗٞ"سن٠ل ُدحفذ 
٫ٖ٧ ٓحٝخ جلأ٠ف ٧دػٜٟ جٝيف٧فذ ٠ِ٬ل ٧ٌٗ٧٠ . ٧جٝسوػ٬ػحز

ج٠ٜٝسخ جٝؾ٫ٗٞ دو٧فذ ٧ص٬ٚر ٠َ جٝـ١٬ ٬س١٧ٝ٧ ؤ٠ُحل جٝد٬َ ٧جٝنفجء 

 3.6.2.6  Dormant Accounts 

The control of dormant accounts shall be a 

continuous policy. See ñthe Guidelines of Internal 

Controlò and SAMAôs relevant circulars to learn 

about the instructions for dormant accounts. 

 

 

3.6.2.7  Cash Handling (Delivery and taking-

over) 

There is a number of risk exposure cases in the area 

of cash handling which are governed by a set of 

procedures (see ñthe Guidelines of Internal Controlò 

in this regard). These procedures must be 

implemented properly by making surprise visits for 

regular checking of balance on hand in vaults and 

tellerôs departments. Exposure to cash risks includes 

activities that are related to the following: 

Control and management of cash in the bankôs till. 

Transfer of cash from vault to the bankôs till. 

Access to the tellersô till and cash when the teller is 

off work or away from the till, even for a short time. 

The actual status and the security of locks and 

vaults. 

To ensure proper accountability for cash, the cash 

handling procedure to tellers at the bankôs branches, 

and to other employees working in the field of cash 

handling must be clear and consistent. 

The guidelines related to the seals of the teller and 

other instruments of marking, authorization forms, 

keys, passwords and the set of combination numbers 

must be implemented, followed up and evaluated 

regularly to ensure their ongoing effectiveness. 

 

Places designated for tellers shall be closed, and 

persons authorized to enter those areas shall be 

specified. 

 

3.6.2.8  Limits of withdrawals  

The limits of overdraft, its amount and transactions 

shall be determined where applicable to tellers, 

traders, officials and other employees dealing in 

cash and in non-cash financial instruments or 

negotiable documents. 

These limits shall reflect the potential risks and the 

level of risk that can be borne by the management. 

These limits shall be followed up accurately and 

implemented strictly. 

 

 

3.6.2.9  Supervision of the Trading Room 

Clear separation of duties in the trading room or 

rooms at a bank is an essential requirement for any 

effective control system. 

The term ñback officeò usually includes the records 

of the activity of trading, settlements and 

adjustments. Often, and on necessity, the ñback 

officeò employees work closely with those engaged 

in selling and purchasing operations on a daily basis. 
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١ٜٝ٧ لا ٬ظ٧ق جٝل٠حع دس٬٧ًف ٥ـ٣ جِٝلاٙر ج٧ٝص٬ٚر . ٩ُٞ ؤلحك ٫٠٧٬
 . ٫ٖ ج٠ِٝل دػ٬ش ٬ودغ ج٠ٜٝسخ جٝؾ٫ٗٞ ؾحيِحً ٠ٞٝسحظف١٬

٬س٩ٝ٧ جلإنفجٕ ٩ُٞ ٢نحًحز جلاسظحف ٖف٬٘ ٠لسٚل ١٠ ٦٠ح٤٠ اؿجفذ 
ج٠ٝؾحًف ٜظقء ١٠ انفجٕ ٥ـ٣ جلإؿجفذ ج٠ٝلس٠ف ٩ُٞ ظ٬٠َ ؤ٧٢جٍ 

ّٜؿ ١٠ ؤ١ . ج٠ٝؾحًف ٧س١٧ٜ ٠٦٠ر ٥ـج جٝٗف٬٘ جٝسٗس٬م ج٠ٝلسٚل ٝٞسإ
ج٠ٝسحظف١٬ ١٧ٞ٠ِ٬ ي١٠ ػؿ٧ؿ٥ٟ ٧ؤ١ ؤ٪ سظح٧ق ٦ٝـ٣ جٝػؿ٧ؿ ٬سٟ 

جلإدلاّ ٤٢ُ ٧جٝػو٧ل ٩ُٞ س٬٠ِؿ د٤ ٩ُٞ ٧ظ٤ جٝلفُر ٧ؤ١ جٝػلحل٬ر 
ٝسٚٞدحز جٝل٧٘ ٧ؤصف٥ح ٩ُٞ ٠٬ٙر ج٠ٝفٜق ج٠ٝح٫ٝ سٟ س٦٠٬٬ٚح ٧جلإدلاّ 

٠ٜح ٬سإٜؿ ٖف٬٘ جٝسٗس٬م ١٠ اُحؿذ جػسلحخ جلأفدحع ٧جٝؾلحثف . ٦٢ُح
دنٜل ٢٠سٌٟ ٧ؤ١ سسٟ سل٬٧ر ـٝٛ ٫ٖ جٝلظلاز ج٠ٝػحلد٬ر ٧اـج جٙسي٩ 

 .جلأ٠ف جٝلظلاز جٝس٫ ٬ػسٌٗ د٦ح ج٠ٝسحظف١٧

ؤ١ ١٧ٜ٬ ٝؿ٨ جٝد٧٢ٛ اظفجءجز ٧٠صّٚر ٧ي٧جدً س٫ًٔ ظ٬٠َ ؤ٧ظ٤ سٚؿ٬ٟ 
٩ُٞ٧ ج١٬ٌٗ٧٠ٝ جٝـ١٬ ٬ًٞخ ٦٢٠ٟ . جٝوٗٚر ٧ػلحدحس٦ح ٧جلإدلاّ ٦٢ُح

جلا٢ػفجٕ ١ُ ٥ـ٣ جلإظفجءجز ٧جٝي٧جدً ؤ١ ٬لإ٧ٝج ١ُ جٝلدخ ٧اـج ٟٝ 
٬ٚس٧ِ٢ج دحٝظ٧جخ ٢٬د٫ٔ سنظ٦ِ٬ٟ ٩ُٞ فَٖ جلأ٠ف ٧ٖفجً ا٩ٝ جلإؿجفذ 

. ج٬ِٞٝح
٩ُٞ ج٠ٝفجظَ جٝؿجؾ٫ٞ ؤ١ ٬ؾيَ ٢نحًحز ٓفٖر ج٠ٝسحظفذ ا٩ٝ جٝسؿ٬ٙ٘ 

 .جٝنؿ٬ؿ ٧ج٢٠ٝسٌٟ

٩ُٞ جلإؿجفذ ؤ١ س٢ٌف دػـف ا٩ٝ جٝػحلاز جٝس٫ ٬دؿ٧ ٦٬ٖح ؤ١ ٖفؿجً ٧جػؿجً 
دب٠ٜح٤٢ جلإظحدر ٩ُٞ ٜل جلألثٞر جٝفث٬ل٬ر ػ٧ل ٢نحً ١٬ِ٠ ؤ٧ ٢٠سط 

١٬ِ٠. 

ِّحٝر  ١٠ جلأ٧٠ف جٝيف٧ف٬ر ا٬ظحؿ ؾ٧ًً ادلاّ ٧جيػر ٧جسوحلاز ٖ
د١٬ ٜدحف ج٠ٝلث١٬ٝ٧ ؾحور ٫ٖ ػحل س٫ٝ٧ جٝٗف٧ٍ ٬ٞ٠ُحز ج٠ٝسحظفذ ٫ٖ 

 .٢٠حً٘ ظٔفج٬ٖر ٠سدحُؿذ ؤ٧ ٠٬ٖح ٧فجء جٝدػحف 

ػ٬ش ١٧ٜ٬ ٝٞد٧٢ٛ ٬ٞ٠ُحز ؿ٬ٝ٧ر ، ١٠ جلأ٬٠٥ر  ُؿٟ جلإؾلال د٢قج٥ر 
٩ُٞ٧ ج٠ٝؿفجء . جٝي٧جدً جٝؾحور د٢نحًحز ج٠ٜٝحسخ جٝؾحفظ٬ر

ج٠ٝلث١٬ٝ٧ ج٬ٚٝحٟ دق٬حفجز ٠سٜففذ دحٝػؿ ج٧ِٚ٠ٝل ا٩ٝ ج٠ٜٝحسخ جٝؾحفظ٬ر 
جٝس٫ سس٩ٝ٧ ؤ٠ُحل ج٠ٝسحظفذ ٝٞد٢ٛ، ؾحور ٢ُؿ٠ح ١٧ٜ٬ ج٠ٜٝسخ ٩ُٞ دِؿ 

ظٔفج٫ٖ ١٠ ج٠ٜٝسخ جٝفث٬ل٫ ، ٧ؤ١ سن٠ل ٥ـ٣ جٝق٬حفجز جٝسدحػش ٠َ 
ج٠ٝسحظف١٬ ٠٧ؿفجء جلأؾًحف ٠٧ؿفجء ج٠ٜٝسخ ٫ٌٗ٧٠٧ ج٠ٝلح٢ؿذ ػ٧ل 

. ج٢ٝنحًحز ٧جٝسػؿش ٠َ ج٢٠ٝحٖل١٬ ٢ٝنحًحز ج٠ٜٝسخ ٧ج٠ٝسحظف١٬ ٤٬ٖ
ّٜؿ ١٠ جلسلا٦٠ح ج٠٧ِٞ٠ٝحز جٝوػ٬ػر  ٧لا سلس٬ًَ جلإؿجفذ ؤ١ سسإ

٧ًفػ٦ح جلألثٞر جٝوػ٬ػر ٧ٙؿفس٦ح ٩ُٞ سفظ٠ر انحفجز جٝسػـ٬ف 
 .دنٜل وػ٬غ الا اـج ٜح١ ٝؿ٦٬ح ج٦ٟٗٝ جٜٝح٫ٖ ٠ِٞٝل ٧جلإػلحك د٤

ٙؿ لا سسِح٩ً جلإؿجفذ ج٠ٝػ٬ٞر ٝٞٗف٧ٍ جٝؾحفظ٬ر دحٝٚفجفجز ج٬٠٧٬ٝر ٦ٝـ٣ 
جٝٗف٧ٍ ١ٜٝ٧ ٬ظخ ؤ١ ١٧ٜ٬ ٦ٝح لًٞر جٝسوفٕ ٝٞسإٜؿ ١٠ س٬ٚؿ ٥ـ٣ 

دحٝق٬حفجز ج٠ٝٗحظثر ٠صلًا )جٝٗف٧ٍ د٠ِح٬٬ف جٝفٙحدر جٝس٫ ٬ي٦ِح جٝد٢ٛ 

However, development of this close relation at work 

must not be permitted to prevent traders from 

controlling the ñback officeò. 

The activities of trading shall be supervised by a 

separate team entrusted with the task of risk 

management as a part of continuous management of 

all sorts of risks. The task of this team is to conduct 

independent inspection to ensure that traders are 

trading within their designated limits and that any 

trading beyond these limits must be reported and 

authorization is obtained immediately, and that 

sensitivity towards market fluctuations and their 

impact on the financial position have been evaluated 

and reported. This inspection team shall ensure that 

profits and losses are recalculated regularly, and 

registered in the accounting records, and if 

necessary, in the records kept by the traders. 

Banks shall have documented measures and controls 

covering all aspects of transactions progress, its 

calculations and notification thereof. Employees 

who are asked to deviate from these measures and 

controls must ask about the reason, and if they are 

not convinced of the answer, they should be 

encouraged to report the case to the senior 

management. 

 The internal auditor shall audit the activities of the 

trading room strictly and regularly. 

 The management shall cautiously look into the 

cases in which a single individual seems to be able 

to answer all the main questions about a certain 

activity or product. 

It is necessary to establish clear reporting lines and 

effective communications among senior officials, 

especially when overseas or geographically remote 

branches are involved in trading operations. 

Where banks have international transactions, the 

integrity of controls related to the business of 

overseas offices should not be infringed. The 

managers in charge must conduct frequent visits at 

reasonable intervals to overseas branches carrying 

out trading business, especially when the branch is 

distant from the head office. These visits shall 

include discussion of trading activities with traders, 

risk mangers, branch managers and supporting 

employees, in addition to talks with the competitors 

of the branchôs activities and its traders. The 

management can not be sure of receiving the correct 

information, asking the right questions and its power 

to interpret warning signs correctly unless it has a 

proper understanding of the work and how it is 

conducted. 

 

 

The domestic management of the overseas branches 

may not be involved in taking daily decisions of 

such branches; however, it must have the power to 

ensure adherence of these branches to the control 

standards set by the bank (e.g. by making surprise 
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 .(ٝسٞٛ جٝٗف٧ٍ

٢٥حٝٛ ؾًف ٜد٬ف ١٠ ُؿٟ ا٬ظحؿ ٠ٜح١ ًد٫ِ٬ ٝلأ٢نًر جٝؾحفظر ١ُ 
٫ٖ ٬ٜٞ٬٥ر  (٠صل دِى ج٠ٝنسٚحز ج٠ٝح٬ٝر ٧ج٢٠ٝسظحز ج٠ِٝٚؿذ)ج٠ٝإ٧ٕٝ 

ٝـٝٛ ٬ظخ اؾيحٍ ٥ـ٣ . جٝد٧٢ٛ ٠٠ح ٬يِٕ ٠لس٨٧ جلإؿجفذ ٧جلإنفجٕ
 .ج٢ٝنحًحز ا٩ٝ ٠لس٨٧ ُح٫ٝ ١٠ جٝفٙحدر جلإؿجف٬ر

ج٠ٝدؿؤ جٝفث٬ل٫ ٝلإؿجفذ جٝػ٠٬ٜر ٧٥ جٝػٗحٌ ٩ُٞ ؤ٠ٌ٢ر ٠سنؿّؿذ دنإ١ 
جٝسصدّز ٧جٝسوػ٬غ ٫ٖ ٠٦٠حز جٝسل٬٧ر دوفٕ ج٢ٌٝف ٠ُح اـج ٜح٢ز 

. جٝؿِٖحز لسـ٥خ ٝنفٜحز ج٠ٝظ٧٠ُر ؤ٧ لأًفجٕ صحٝصر
 
 
 
 
 
 

 : إدارث خضبرة اهيصبهح 3-6-2-10

 ٩ُٞ جٝد٧٢ٛ ؤ١ سيَ ٧س٢ّٗـ ل٬حلحز ٧اظفجءجز ٢٠َٝ ػؿ٧ش سيحفخ 
٬٧ظخ س٧ص٬٘ ٥ـ٣ جلإظفجءجز ٫ٖ . ج٠ٝوحٝغ ٧ػل جٝسيحفدحز جٝس٫ سَٚ

٬٧ظخ ؤ١ سن٠ل . ٜس٬خ ج٧٠ٌٕٝ ٫ٖ٧ جلإفنحؿجز جلأؾف٨ ـجز جٝوٞر
 .٧ٙجُؿ جٝل٧ٞٛ جٝل٬حلر جٝؾحور دسيحفخ ج٠ٝوحٝغ ؤ٧ ؤ١ سن٬ف ا٦٬ٝح

 ٬ػ٘ ٠ِٞٝلاء ٧ج٠ٝئللحز جٝؾحفظ٬ر ٧ج٠ٝٚح١٬ٝ٧ ٠٧ٚؿ٫٠ ًٞدحز 
جٝس٬ٌ٧ٕ ٫ٌٗ٧٠٧ جٝد٢ٛ ؤ٢ٗل٦ٟ ؤ١ ٢٬سٌف٧ج ١٠ جٝد٢ٛ ج٬ٚٝحٟ د٧جظدحس٤ 

دًف٬ٚر ٢٠وٗر ٬ٓ٧ف ٢٠ػحقذ ٧ؤلا سسإصّف ل٬حلر جٝد٢ٛ دح٠ٝوٞػر جٝـجس٬ر 
 . ؤ٧ جٝفدغ جٝنؾو٫

٢٬نإ سيحفخ ج٠ٝوحٝغ ٢ُؿ٠ح ٬َٚ ٧ٌٗ٧٠ جٝد٢ٛ، ؤ٧ ٬دؿ٧ ؤ٦٢ٟ ٧ِٙ٧ج 
٧ٙؿ ١٧ٜ٬ جلإؿفجٛ جٝػل٫ . سػز سإص٬ف ج٠ٝوحٝغ جٝنؾو٬ر ؤص٢حء ٦ٞ٠ُٟ

دسيحفخ ج٠ٝوحٝغ ٠يفجً دٚؿف ٠ح ٧٥ ٤٬ُٞ جٝسيحفخ ج٫ِٞٗٝ لأ٤٢ ٦٬قّ 
 .جٝصٚر ٫ٖ ٢قج٥ر جٝد٢ٛ ج٫٢ِ٠ٝ ٤٬ٌٗ٧٠٧

ٙؿ ٧ً٢٬٪ سيحفخ ج٠ٝوحٝغ ٩ُٞ ٜلخ ٠ح٫ٝ ٙؿ ٢٬سط، ٩ُٞ لد٬ل 
ج٠ٝصحل، ١ُ ٧٠ٌٕ، ؤ٧ ٖفؿ ١٠ ؤٖفجؿ ُحثٞس٤ ٠٬ٞٛ ُٚحفجً ؤ٧ ػووحً 

ؤ٧ ٠فٜقجً ٫ٖ نفٜر سسٚؿٟ دًِحء ٝٞػو٧ل ٩ُٞ ُٚؿ ٠َ جٝد٢ٛ، ٬٧س٩ٚٞ 
٬ٝ٧ك ١٠ . ٫ٖ ج٧ٝٙز ٢ٗل٤ ٥ؿج٬ح ؤ٧ ي٬حٖر ؤ٧ ؿؾلًا ١٠ ٬ٌ٧ٗر صح٬٢ر

جٝيف٧ف٪ ؤ١ ١٧ٜ٬ ٢٥حٝٛ ص١٠ ٢ٚؿ٪ لأ١ سيحفخ ج٠ٝوحٝغ ٙؿ ٬س٠صل 
دحؾس٬حف ٠ٚؿٟ ًُحء ١٬ِ٠ ٝٞػو٧ل ٩ُٞ ُٚؿ ؤ٧ س١٬٬ِ ؤػؿ جلأٙفدحء ؤ٧ 

 .جلأوؿٙحء ٫ٖ ٠فٜق ١٬ِ٠

سػؿ٬ؿ ٠ظحلاز سيحفخ ج٠ٝوحٝغ ج٠ٝػس٠ل ٜظقء ١٠ س٬٬ٟٚ ؾًف 
٧سن٠ل ؤ٠ُحل جٝد٢ٛ ػ٬ش ١ٜ٠٬ ػؿ٧ش سيحفخ ٠وٞػر ٦٬ٖح . جلاػس٬حل
 :٠ح ٫ٞ٬

 .٠ظحل جًِٝحءجز ٧ج٠ٝنسف٬حز 

 .س١٬٬ِ ج١٬ٌٗ٧٠ٝ 

  .(٠سؿفد١٬)ج٠ِٝل دؿ١٧ ؤظف ٧جٝس٬ٌ٧ٕ جٝصح٧٢٪ 

 .ج٦ٝؿج٬ح ٧ج٢٠ٝحَٖ ٧جٝي٬حٖر 

 .ج٧٠ٝجٖٚر ٩ُٞ جٝٚف٧ى ٬ٓ٧ف٥ح ١٠ ؤنٜحل جلاُس٠حؿجز 

 .جٝسِح٠ل دحلأ٧فج٘ ج٠ٝح٬ٝر

٩ُٞ ٜدحف ج٠ٝلث١٬ٝ٧ ٫ٖ جٝد٢ٛ، ؤ٧ ٩ُٞ ؤ٪ ٠ؿ٬ف، ؤ٧ ؤ٪ ٧٠ٌٕ آؾف 

visits to these branches). 

 There is a great risk of not including extraordinary 

activities (like some complex derivative 

transactions) in the work structure of banks; and 

thus they may be poorly managed and controlled. 

Therefore, these activities must be governed by a 

high level of administrative control. 

The main principle of prudent management is to 

maintain strict rules regarding verification and 

correction in the tasks of settlements irrespective of 

whether the payments will go to the groupôs 

companies or to a third party. 

 

 

 

 3.6.2.10 Conflict of Interests Management 

Banks shall set and implement policies and 

measures to prevent and solve conflict of interests. 

These measures shall be documented in the 

employeeôs booklet and other relevant instruction 

directories. The code of conduct must include or 

refer to the policy concerning conflict of interests. 

Customers, external institutions, contractors, job 

applicants and bank employees themselves have the 

right to expect the bank to perform its obligations in 

a fair and unbiased manner; and the bankôs policy 

must not be influenced by self interest or personal 

gain. 

Conflict of interests arises when the bankôs 

employees fall or seem to have fallen under the 

influence of personal interests during their work. 

Perceptual recognition of conflict of interests might 

be harmful as much as actual conflict because it 

undermines confidence in the integrity of the bank 

concerned and its employees. 

Conflict of interests may involve a financial gain 

that might occur when, for example, a bankôs 

employee or a member of his family owns a real 

estate or shares or occupies a position in a company 

which bids for a contract with the bank, and at the 

same time he receives gifts, entertainment or income 

from another job. It is not necessary that there is a 

pecuniary price because conflict of interests may 

emerge by choosing a certain bidder to win a 

contract, or appointing one of the relatives or friends 

in a certain position. 

Areas of potential conflict of interests shall be 

determined as part of assessing the risk of fraud. 

Areas of work at the bank where conflict of interest 

can occur include the following: 

Bids and purchases. 

Appointment of employees. 

Work without payment and part-time jobs (trainees). 

Gifts, benefits and entertainment. 

Approving loans and other forms of credit. 

Dealing in securities. 

The bankôs senior officials, any director, or any 

other employee working as a member of a 
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١٠ جِٝح١٬ٞ٠ ٫ٖ ٬٥ثحز جلالسٚؿجٟ ؤ٧ ٝظ٢ر جؾس٬حف جِٝف٧ى، ؤ٧ ِٜي٧ 
٫ٖ ؤ٬ر ٠ظ٧٠ُر ؿجؾ٬ٞر ؤؾف٨ سسِح٩ً دحلاؾس٬حف، ؤ٧ ج٧٠ٝجٖٚر ؤ٧ ٧يَ 

جٝل٬حلر ؤ٧ جسؾحـ جٝٚفجفجز ؤ١ ٧٢ِٞ٬ج ؾ٬ًحً ٝٞد٢ٛ ١ُ ؤ٬ر ٠وحٝغ ٦ٟٝ 
سسول د٦ٞ٠ِٟ ٧ٙؿ سئصف ٫ٖ ٙؿفس٦ٟ ٩ُٞ جلانسفجٛ ٫ٖ س٬٬ٟٚ جٝٚيح٬ح 

٧ جلسؾؿجٟ لظل ٠وحٝغ ٧٠٢ـظ٫ ٦ٝـج . ج٠ًٝف٧ػر دو٧فذ ػ٬حؿ٬ر
 .جٝٔفى

 :٫٥" ـجز وٞر ٥٧ح٠ر"ج٠ٝوحٝغ جٝس٫ ٬س٧ظخ جُسدحف٥ح 

ُي٬٧ر ٠ظحٝك جلإؿجفذ، د٠ح ٦٬ٖح جلأُيحء ٬ٓف جٝس٬ٗ٢ـ١٬٬ جٝـ١٬ 
 .(دحلسص٢حء جٝنفٜحز جٝفجٜؿذ  )٬ػس١٧ٞ ٢٠حوخ ٫ٖ نفٜحز ؾحور 

ج٬ٜٞ٠ٝر جٜٝح٠ٞر ؤ٧ جٝظقث٬ر ٝػوه ٫ٖ نفٜحز ؾحور ٧ؤ٠ُحل 
 .٠٧ئللحز جلسنحف٬ر ١٠ ج٠ٝػس٠ل ؤ١ سل٩ِ ٝٞسِح٠ل ٠َ جٝد٢ٛ

ج٠سلاٛ ػوه ٫ٖ ٠ئللحز ١٠ ج٠ٝػس٠ل ؤ١ سل٩ِ ٝٞسِح٠ل ٠َ جٝد٢ٛ 
دحلسص٢حء ج٠سلاٛ جٝػوه ٫ٖ ٧ػؿجز و٢حؿ٬٘ جلاثس٠ح١ ؤ٧ جٝسفس٬دحز )

 .(ج٠ٝنحد٦ر ػ٬ش لا ١٧ٜ٬ ِٝٞي٧ ؤ٪ سإص٬ف ٩ُٞ جلإؿجفذ ج٠ٝح٬ٝر

ؤ٬ر ُلاٙر ٠َ ؤ٬ر ٠ئللر سسِحٙؿ ٝسٚؿ٬ٟ ؾؿ٠حز ٝٞد٢ٛ ؤ٧ ٝلا٢سٗحٍ 
. دؾؿ٠حز جٝد٢ٛ

٩ُٞ ؤُيحء ٠ظٞك جلإؿجفذ ؤ١ ٬وفػ٧ج ١ُ ٠وحٝػ٦ٟ ـجز جٝوٞر ٫ٖ 
جظس٠حُحز ج٠ٝظٞك، ؤ٧ ٫ٖ جلاظس٠حُحز ج٠ٝفسدًر دح٠ٝظٞك، ؤ٧ ٫ٖ 

جلاظس٠حُحز جٝؾحور دح٧٠ٝجٖٚر ٩ُٞ ًُحء ٧جؾس٬حف ج١٬ٌٗ٧٠ٝ ؤ٧ ؤ٪ 
ًُحء س٢حٖل٫ آؾف ٧ؤ١ ٬سٟ جٝسوف٬غ ن٬٦ٗح ٫ٖ دؿج٬ر جلاظس٠حٍ ٬٧ظخ 

٧اـج ٧َٙ جٝسيحفخ ٫ٖ . سلظ٬ل ٥ـج جٝسوف٬غ ٫ٖ ٠ػيف جلاظس٠حٍ
ج٠ٝوٞػر ؾلال جلاظس٠حٍ ٩ُٞ جِٝي٧ ج٫٢ِ٠ٝ ؤ١ ٢٬لػخ ١٠ جلاظس٠حٍ 

 .٧ؤلا ٬ِٞخ ؤ٪ ؿ٧ف ٫ٖ ج٢٠ٝحٙنر ؤ٧ جٝسو٬٧ز ٩ُٞ جٝٚفجف ج٫٢ِ٠ٝ

سئؿ٪ دِى ظ٧ج٢خ اظفجءجز جلاؾس٬حف ٧ج٧٠ٝجٖٚر ا٩ٝ ٢ن٧ء سيحفخ 
٫ٖ ج٠ٝوحٝغ ١ٜ٠٬ ؤ١ ٫ًِ٬ ؤػؿ ج٢٠ٝحٖل١٬ جلأٖي٬ٞر ٩ُٞ ٢٠حٖك آؾف 

٧ٝٞسؾ٬ٕٗ ١٠ ٥ـج جلاػس٠حل ٬سٟ جسؾحـ جٝؾ٧ًجز . ٫ٖ افلحء ج٧ِٚٝؿ
: جٝسح٬ٝر 

 

ّٟ اُؿجؿ ٧٠جوٗحز جٝؾؿ٠حز ج٧ًٞ٠ٝدر دًف٬ٚر ١٠ نإ٦٢ح ؤ١ - 1 ؤلا ٬س
ٝـٝٛ ٬س٧ظخ ٫ٖ ػحل جٝػحظر . س٫ًِ جلأٖي٬ٞر ٧٠ٝفؿ ١٬ِ٠

لالسنحف١٬٬ لإُؿجؿ ج٧٠ٝجوٗحز، ؤ١ ١٧ٜ٬ ص٠ر اظفجء س٬٬ٟٚ ِٝلاٙحس٦ٟ 
 .جٝسظحف٬ر ٠َ ج٧٠ٝفؿ١٬ ج٠ٝنسف١٬ٜ ٫ٖ جًِٝحء

لا ٬ظ٧ق اُؿجؿ اظفجءجز س٬٬ٟٚ ًُحءجز ج٧٠ٝفؿ١٬ ج٠ٝس٢حٖل١٬ - 2
٥٧ـج جلأ٠ف ٬ن٬ف ي٢٠حً ا٩ٝ . دًف٬ٚر س٫ًِ جلأٖي٬ٞر ٧٠ٝفؿ ١٬ِ٠

جٝسوف٬غ ١٠ ظح٢خ ج٠ٝنسف١٬ٜ ٫ٖ جؾس٬حف ٠ٚؿ٫٠ جًِٝحء ١ُ ؤ٬ر 
 .٠وٞػر ٠ح٬ٝر ؤ٧ وٞر جظس٠ح٬ُر ؤ٧ ٙفد٩ ٠َ ج٧٠ٝفؿ١٬ ج٠ٝػس١٬ٞ٠

٬ظخ ؤ١ ٧٬يَ ٧٠يَ جٝس٬ٗ٢ـ اظفجءجز ٝٞسؾ٬ٕٗ ١٠ ج٢ٝنحً ٬ٓف -  3
. ج٢ٝق٤٬ د١٬ ج١٬ٌٗ٧٠ٝ ج٠ٝنسف١٬ٜ ٫ٖ ٬ٞ٠ُر جسؾحـ جٝٚفجف ٧ج٧٠ٝفؿ١٬

٥٧ـج ٬ن٠ل سفس٬دحز سٗفى ٩ُٞ ج٧٠ٝفؿ١٬ ج٠ٝػس١٬ٞ٠ جٝسوف٬غ ١ُ ؤ٬ر 
ُلاٙر سظحف٬ر ؤ٧ جظس٠ح٬ُر ػ٠٬٠ر ؤ٧ ُلاٙر ٙفد٩ ٦ٟٝ ٠َ ؤ٪ ٧٠ٌٕ 

recruitment committee or a bids selection 

committee, or a member of any other internal team 

that engages in selecting, approving, setting a policy 

or making a decision shall disclose to the bank in 

writing if they have any interests concerning their 

work which might affect their ability to participate 

in the evaluation tasks neutrally. A typical interestsô 

register shall be used for this purpose. 

Interests that must be considered as ñrelevant and 

importantò, are the following: 

Membership of the boards of directors, including 

non-executive members who hold positions in 

private companies (excluding inactive companies). 

Full or partial ownership of shares in private 

companies and consultative businesses and firms 

that might seek to deal with the bank. 

Ownership of shares in firms which may seek to 

deal with the bank. (with the exception of owing 

shares in the units of investment funds, or similar 

arrangements in which the member has no influence 

on the financial administration). 

Any relation with any firm that enters into a contract 

to offer services for the bank or to benefit from the 

bankôs services. 

Members of the board shall disclose their relevant 

interests at the boardôs meetings, at the meetings for 

approving a bid, or the meetings for approving 

appointment of employees or any other competitive 

bids. The disclosure must be stated verbally at the 

beginning of the meeting, and this disclosure shall 

be recorded in the minutes of the session. If conflict 

of interests emerges during the meeting, the member 

concerned shall withdraw from the meeting and not 

participate in the discussion or relevant decision. 

The procedure of selection and approval may 

possibly lead to the emergence of a conflict of 

interests which results in giving preference to a 

certain competitor over another one in awarding the 

contracts. To reduce this probability, the following 

steps shall be taken: 

1. The specifications of the required services must 

not be prepared in a way that gives preference to a 

certain supplier. When consultants are needed to 

prepare the specifications, their commercial 

relations with the suppliers participating in the bid 

must be assessed. 

2. The procedures of assessing the bids of competing 

providers may not be prepared in a way that gives 

preference to a certain provider. This shall implicitly 

indicate that the participants in selecting bidders 

must disclose any financial interest or social relation 

or kinship with the potential suppliers. 

3. Measures should be put into effect to reduce 

dishonest activity between employees participating 

in the decision making process and suppliers by 

setting certain rules of procedure requiring potential 

suppliers to disclose any commercial, intimate, 

social or kinship relation with any bankôs employee 
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 .٫ٖ جٝد٢ٛ ٬نحفٛ ٫ٖ جؾس٬حف ؤػؿ ج٢٠ٝحٖل١٬

ػ٬ش ٠ِ٬ل ج٠ٝسحظف١٧ ٠ٜؿفجء ُلاٙحز ٠َ ج٠ِٝلاء ٫ٖ ج٧ٝٙز جٝـ٪ - 4
٬س١٧ٝ٧ ٤٬ٖ ٠لئ٬ٝ٧ر جلاسظحف ٝػلحخ جٝد٢ٛ جٝؾحه، لا دؿ ؤ١ س٢نإ 

٠ؾحًف ٠ػس٠ٞر ٠صل ل٧ء س٧ق٬َ جٝوٗٚحز ٧اؾٗحء ٠ِح٠لاز جٝػلحدحز 
٧ٝٞسؾ٬ٕٗ ١٠ ٥ـ٣ ج٠ٝؾحًف ٩ُٞ جلإؿجفذ ؤ١ س٠حفك ٖولاًًُ . جٝنؾو٬ر

. ؿ٬ٙٚحً ٠٧سنؿؿجً ٝٞي٧جدً
 
 

 : حيبٌج اهيونٌج اهفنرٌج3-6-2-11

ػ٠ح٬ر جٝد٢ٛ ٧د٬ح٢حز " ٝلأ١٠ ج٠ٝحؿ٪"٬ظخ ؤ١ ٬ن٠ل سِف٬ٕ جٝد٢ٛ 
٠ُلاث٤ ا٩ٝ ظح٢خ ج٬ٜٞ٠ٝحز جٜٝٗف٬ر جلأؾف٨ ٠صل دفج٠ط ج٠٧ٜٝد٧٬سف 

 . جٝس٫ ٧ً٬ف٥ح جٝد٢ٛ ؿجؾ٬ٞحً

٬ظخ ػ٠ح٬ر جلأ٠ح١ٜ جٝس٫ سؾق١َّ ٦٬ٖح ٥ـ٣ جٝد٬ح٢حز ١٠ ؤ٪ ٠ؾحًف 
ؿجؾ٬ٞر ؤ٧ ؾحفظ٬ر ٬٧ظخ ؤ١ ٬ٚسوف ػ٘ ج٧ٝو٧ل ا٩ٝ ٥ـ٣ جٝد٬ح٢حز 

٩ُٞ ١٠ ٬ػسحض ا٦٬ٝح ٧ؤ١ ٬يدً ج٧ٝو٧ل ا٦٬ٝح ١ُ ًف٬٘ ؤ٠ٌ٢ر 
 .ؿؾ٧ل دح٠ٝٗحس٬غ ٧جٝدًحٙحز ٧جلأفٙحٟ جٝلف٬ر

٬س١٬ِ ٩ُٞ ٜل ٧٠ٌٕ ؤ٧ ٠ئللر س٠ِل ٝوحٝغ جٝد٢ٛ ؤ٧ ٬٢حدر ٤٢ُ ؤ١ 
٬ِدت ٧٬٧َٙ ٩ُٞ س٦ِؿ ٢ٌح٫٠ ٠ٞٝػحٌٖر ٩ُٞ جٝلف٬ر ٧ؤ١ ٬ػؿؿ ٥ـج 

جٝس٦ِؿ دحٝسٗو٬ل ج٠ٝلئ٬ٝ٧حز ج٠ٝسِٞٚر دِؿٟ جٜٝنٕ ١ُ ٥ـ٣ ج٠٧ِٞ٠ٝحز 
دًف٬ٚر ٬ٓف وحٝػر ؤ٧ ٬ٓف ٢٠حلدر، ٧سِفَّٕ ج٠٧ِٞ٠ٝحز جٝلف٬ر دإ٦٢ح 

ج٠٧ِٞ٠ٝحز ٬ٓف ج٠ٝس٧ٖفذ ٝٞظ٧٦٠ف جِٝحٟ جٝس٫ ٦ٜٞ٠٬ح جٝد٢ٛ ١ٜ٠٬٧ ٝٞٗفؿ 
 .ـ٧ جِٝلاٙر ؤ٧ ٝٞد٢ٛ ج٧ٝو٧ل ا٦٬ٝح

٬ٚسي٫ سؾق١٬ جٝد٬ح٢حز ٧جٝل٬حلحز جلاػس٬ح٬ًر جٝسإٜؿ ١٠ سًد٬٘ 
سفس٬دحز ؤ١٠ جٝد٬ح٢حز ٩ُٞ ٢لؽ جلأٙفجه جلاػس٬ح٬ًر ٬ٓ٧ف٥ح ١٠ 

 .ج٧ٝلحثً ج٠ٝحؿ٬ر ج٠ٝؾق٢ر ٫ٖ ٧٠جَٙ ٢حث٬ر

٬ظخ س٠ق٬٘ ؤ٧فج٘ ج٠ٚٝح٠ر ؤ٧ جٝسؾٞه ٦٢٠ح دًف٬ٚر ٠٠حصٞر ٧اسلإ 
 .ج٧ٝلحثً جلأؾف٨ ٠صل ؿ٬لٜحز جٝد٬ح٢حز دًف٬ٚر آ٢٠ر

٬٧ظخ سو٬٠ٟ . ٬ظخ اسدحٍ ل٬حلر ٠ٜسد٬ر ٧جيػر ٝٞػٗحٌ ٩ُٞ جٝلف٬ر
٥ـ٣ جٝل٬حلر دػ٬ش سي١٠ ٬ٙحٟ ج١٬ٌٗ٧٠ٝ د٢ٚل ظ٬٠َ ج٠٧ِٞ٠ٝحز جٝلف٬ر 

٧ج٠ٝػو٧فذ جٝس٧ق٬َ ؤ٧ جٝػلحلر ٢ُؿ ٬ٓحد٦ٟ ١ُ ج٠ٜٝسخ لأ٪ ٖسفذ 
٬٧ًٞر ١٠ ج٧ٝٙز، لا ل٠٬ح ٫ٖ ٦٢ح٬ر ٜل ٧٬ٟ ٠ُل، ٬٧ظخ ٢ٚل ٥ـ٣ 
ج٧٠ٝجؿ ١ُ ٠ٜسخ ج٧٠ٌٕٝ ٧سؾق٦٢٬ح ٫ٖ ٢٠ًٚر آ٢٠ر ٠ؾوور ٜٝل 

 .ٖفؿ ٧ٜٝل ٠ٜسخ

٩ُٞ جٝد٢ٛ ؤ١ ٬فجظَ دح٢سٌحٟ اظفجءجز ٧ل٬حلحز جٝفٙحدر جٝؿجؾ٬ٞر 
٧سػؿ٬ص٦ح ٬ٝس١ٜ٠ ١٠ جٝسِح٠ل ٠َ ج٠ٝؾحًف جٝظؿ٬ؿذ ج٠ٝسوٞر دحلاؾسلاك 

 .ؤ٧ دح٠٧ِٞ٠ٝحز ج٧ٞ٠٠ٜٝر
 

:  أيً أٌظيج اهيعوويبح 3-6-2-12
٬نٜل  ("Cyber Terrorists")جٜسنحٕ ٢نحً جلإف٥حخ جلاٜٝسف٫٢٧ 

١ٜٝ٧ ٠ٌِٟ . ٢ُوفجً ٥ح٠حً ٫ٖ ػ٠ح٬ر ندٜر ج٠٧ِٞ٠ٝحز ٧ؤ٠ٌ٢س٦ح
جلاُسؿجءجز ٩ُٞ ندٜحز جٝد٧٢ٛ سإس٫ ١٠ ؿجؾل جٝد٢ٛ ٬٧فسٜد٦ح ؤنؾحه 

١٠ جٝؿجؾل ٠صل ج١٬ٌٗ٧٠ٝ جٝػح١٬٬ٝ ٧ج١٬ٌٗ٧٠ٝ ٬ٓف ج٠ِٝس٠ؿ١٬ 

participating in choosing one of the competitors. 

4. While traders work as managers of relations with 

customers when undertaking the responsibility of 

trading for the bankôs own account, potential risks 

such as inadequate allocation of transactions and 

concealing deals of personal accounts are inevitable. 

To reduce these risks, the management must impose 

accurate and strict controls. 

 
3.6.2.11 Protection of Intellectual Property 

The bank's definition of ñmaterial securityò shall 

include the protection of the bank and its customersô 

data in addition to other intellectual properties such 

as systems and computer programs (applications and 

software) that are internally developed by the bank. 

The places in which these data are stored shall be 

protected against any internal or external risks, and 

only those who need such data shall be permitted to 

have access to them. In addition, access to those data 

shall be controlled by entry systems via keys, cards 

and secret numbers. 

Every employee or firms working for the bank or on 

its behalf shall fill in and sign a regular undertaking 

to maintain confidentiality. The undertaking shall 

specify in detail the responsibilities for improper 

disclosure of this information. Confidential 

information is defined as the information owned by 

the bank and not available to the public, and only a 

related individual or the bank itself can have access 

to it. 

For security reasons, data and contingency policies 

stored on back-up discs and other hardware media 

must be stored in remote locations. 

 Waste papers shall be shredded or disposed of; 

other media such as data discs shall be destroyed 

safely. 

A clear office policy shall be followed to maintain 

confidentiality. This policy shall be designed in a 

way ensuring that employees transfer all 

confidential and restrictively distributed or sensitive 

information when they are off work for a long 

period of time, especially at the end of each working 

day. These items shall be removed from the 

employeeôs office and locked up in a safe storage 

area designated for each employee and each office. 

The bank shall regularly review and update the 

measures and policies of internal control in order to 

deal with new risks related to embezzlement or 

illegal access to privately-owned information. 

 

3.6.2.12 Information Systems Security 

Detecting the activity of ñCyber Terroristsò is a 

crucial element in protecting the information 

network and its systems. However, most hackersô 

acts into bank networks are committed inside the 

bank itself by insiders, such as current employees, 

unauthorized employees and other related parties 
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٧جلأًفجٕ جلأؾف٨ ـجز جِٝلاٙر جٝـ٪ ٬ِف١٧ٖ ٬ٜٕ ٬ٞػ١٧ٚ جلأـ٨ 
 .دحٝد٢ٛ دو٧فذ ٠ػؿؿذ ٧ٙحل٬ر ٧لف٬ِر

٩ُٞ جٝد٢ٛ ؤ١ ٬ي١٠ ل٬حلر ٠ٜحٖػر ٠٧فجٙدر جلاػس٬حل ٧ؤ١ سسي١٠ 
٬٧ظخ ؤ١ . انحفذ ا٩ٝ ل٬حلر ؤ٧ ٙحُؿذ ل٧ٞٛ لالس٠ِحل جٝػحلخ ج٭٫ٝ

سػؿؿ ٠صل ٥ـ٣ جٝل٬حلر جلأ٬٢٠ر ٠ِح٬٬ف جلس٠ِحل ٠ِؿجز جٝػحلخ ج٭٫ٝ 
ٝؿ٨ جٝد٢ٛ ٬٧ظخ ؤ١ سسي١٠ افنحؿجز ٧ي٧جدً ػ٧ل جلس٠ِحل ندٜر 
جلا٢سف٢ز جٝؾحور دحٝد٢ٛ ٧جٝدف٬ؿ جلاٜٝسف٫٢٧ ٧ػ٘ جٝؿؾ٧ل ا٩ٝ ندٜر 

 .جلا٢سف٢ز

٩ُٞ ٠ؿفجء جٝندٜر ؤ١ ٧٢٧ٜ٬ج لدح١٬ٙ ٫ٖ س٬٬ٟٚ ٢ٚحً جٝيِٕ ٫ٖ جٝندٜر 
٧سػؿ٬ؿ ؤٖيل ج٧٠ٝجَٙ ٝسًد٬٘ سؿجد٬ف جلأ١٠ ٧سل٬ًٞ جلأي٧جء ٩ُٞ 

 .ج٢ٝنحً ج٠ٝػ٧ٌف

٬ظخ جلسؾؿجٟ ؤؿ٧جز وحٝػر لإؿجفذ جلأ١٠ ٝي٠ح١ ٢قج٥ر ٧لف٬ر 
٫ٖ ٥ـج جٝل٬ح٘ ؤ١ س١٧ٜ ج٠٧ِٞ٠ٝحز " ٢قج٥ر"٧س٫٢ِ ٠ٜٞر . ٧س٬لف جٝندٜر

" جٝلف٬ر"٧س٫٢ِ ٠ٜٞر . ؿ٬ٙٚر ٠٧ػ٬٠ر يؿ جٝسِؿ٬ل جِٝفي٫ ؤ٧ ج٠ٝس٠ِؿ
٧سس٬غ . ؤ١ ج٠٧ِٞ٠ٝحز لا سول الا ا٩ٝ ج٧ٗ٠ٝي١٬ دحلإًلاٍ ٦٬ُٞح

جلأؿ٧جز جلإؿجف٬ر جٝس٬٢ٚر ٠ٞٝؿفجء جٝٚؿفذ ٩ُٞ جلإؿجفذ ج٠ٝفٜق٬ر ٝس٬ٙ٧َ 
ج٠ٝلس٠ِل ٩ُٞ جٝل٬حلحز جلأ٬٢٠ر ٧سًد٦ٚ٬ح ٧جٜسنحٕ ؾف٧ٙحز جلأ١٠ 

جٝلحف٬ر ج٧ِٗ٠ٝل ٠٧سحدِس٦ح ٧ٖػه ج٢ٌٝحٟ ٝسػؿ٬ؿ ٠ؿ٨ ٙحد٬ٞس٤ ٝلاؾسفج٘ 
٧ا٢سحض جٝسٚحف٬ف جٝنح٠ٞر ػ٧ل جلالسؾؿجٟ جِٝحؿ٪ ٝٞندٜر، ا٩ٝ ظح٢خ 

 .٠ػح٧لاز الحءذ جلس٠ِحل ج١٬ٌٗ٧٠ٝ ٠ٝح ٦ٟٝ ١٠ ج٠س٬حقجز

سػسحض ظ٬٠َ جٝسِؿ٬لاز جٝس٫ سًفؤ ٩ُٞ ؤ٠ٌ٢ر ج٠ِٝحٝظر ا٩ٝ جلاُس٠حؿ 
. ٧جٝس٧ص٬٘ ٧ج٠ٝسحدِر

  
 : اهدعواح الاحخٌبهٌج 3-6-2-13

ٙؿ ٬ظؿ جٝد٢ٛ ٢ٗل٤ ؤ٠حٟ ؿ٧ُذ لأ١ ٬ِٞخ ؿ٧فجً ٠ح ٫ٖ وٗٚر جػس٬ح٬ٝر ٫ٖ 
ػ٬ٚٚس٦ح، ٬٧سٟ ُحؿذ ًفع ٠صل ٥ـ٣ جٝؿ٧ُذ ٜوٗٚر ٠ِٚؿذ ـجز ٠٬ٙر ٠ح٬ٝر 
ُح٬ٝر س٧ّٖف ٖفوحً ظـجدر ٝس٬٧٠ل ٢٠ؾٗى جٜٝٞٗر ؤ٧ جلسص٠حف ـ٪ ٠فؿ٧ؿ 

٠صل ن٦حؿجز )٧س٧ً٢٪ ٥ـ٣ جٝؿ٧ُجز ُحؿذً ٩ُٞ ؤؿ٧جز ٠ح٬ٝر . ٜد٬ف
سػ٠ل جلٟ ٠ئللر  (جلإ٬ؿجٍ ؤ٧ ل٢ؿجز ؤ٧ ي٠ح٢حز ٠وف٬ٖر ٠٠سحقذ

٧ج٠ٝصحل ج٠ِٝف٧ٕ ٧٥ ٠ح ٬فسٜد٤ . ٠ح٬ٝر ٬ٓف ٠ِف٧ٖر ؤ٧ ٢حث٬ر ظٔفج٬ٖح
 Advance Free"ُؿؿ ١٠ ج٢ٝٚحدحز جلاػس٬ح٬ٝر جٝؿ٬ٝ٧ر ج٠ِٝف٧ٖر دحلٟ 

Fraud / Telefax scam  " 

ّٜل ٥ـ٣ جٝؿ٧ُجز ٠ؾحًف ٠ح٬ٝر ٠دحنفذ ٠٧ؾحًف سن٤٬٧ ل٠ِر جٝد٢ٛ . سن
٠صل )٧ٙؿ ١٧ٜ٬ جٝٔفى ج٦٢ٝحث٫ ٠ٞٝػسح١٬ٝ ٧٥ جٝػو٧ل ٩ُٞ ؿِٖر ٠ح 

١ٜٝ٧ ٥ؿ٦ٖٟ ١٠ ٠ٚحفدر جٝد٢ٛ ٙؿ ١٧ٜ٬ جٝػو٧ل ٩ُٞ . (جٝفلٟ ج٠ٝلد٘
٧ػس٩ جٝؾًحخ جٝـ٪ . ٠لس٢ؿجز سي٬ٕ ج٠ٝوؿج٬ٙر ٧جلاػسفجٟ لألح٬ٝد٦ٟ

لا ٬سي١٠ ُفى ٠ُل ٙؿ ٧٬ٖف ج٧ٝو٧ل ا٩ٝ وٞخ ؤ٧فج٘ جٝد٢ٛ ؤ٧ 
 .س٬ٙ٧َ ؤػؿ ؤُيحء ٠ظٞك اؿجفس٤

اـج ُفى ٩ُٞ جٝد٢ٛ ؤ٪ ٠ُل ٥حٟ ؿ١٧ ؤ١ ١٧ٜ٬ ١ُ ًف٬٘ ٬٠ُل 
ٙؿ٬ٟ ٧٠٧ص٧٘ د٤ ؤ٧ ١ُ ًف٬٘ نف٬ٛ ٠ح٫ٝ، ٩ُٞ جٝد٢ٛ ؤ١ ٠٬حفك 

who know how to do harm to the bank specifically, 

severely and swiftly. 

The policy of combating and controlling fraud shall 

include a methodology or code of conduct for using 

computers. This security policy shall determine the 

standards of using computer hardware and software 

at the bank, and it shall include instructions about 

using the bankôs internet, e-mail and permission to 

have access to the internet. 

Network administrators shall be in the lead in 

assessing weaknesses of the network, determining 

the best sites for implementing security measures 

and highlighting forbidden activities. 

Proper instruments shall be used for security 

management to ensure the integrity, confidentiality 

and accessibility to the network. ñIntegrityò means, 

in this context, that the information is accurate and 

protected against accidental or deliberate 

modification. ñConfidentialityò means that the 

information is only accessible to those who are 

authorized to know it. Technological administrative 

instruments enable mangers to centrally manage the 

userôs adherence to security policies, implementing 

such policies, detection of valid security breaches 

and tracking them, check the system to determine its 

vulnerability to be hacked into, issue comprehensive 

reports on normal usage of the network, and thwart 

the attempts of certain privileged employees to 

misuse the network. 

All changes in processing systems need approval, 

documentation and follow up. 

 
 

3.6.2.13 Fraudulent Invitations 

A bank might find itself invited to play a role in a 

deal fraudulent in its essence. Such invitation is 

usually introduced as a complicated deal of a high 

financial value, offering attractive opportunities for 

low-cost finance or high-return investment. These 

invitations usually involve financial instruments 

(e.g. certificates of deposit, bonds or preferred 

banking collateral) that carry the name of an 

unknown or geographically isolated financial 

institution. A good example in this regard is what is 

done by a number of international fraudulent unions, 

known as ñAdvance Free Fraud/Tele fax Scamò. 

These invitations represent direct financial risks that 

defame the bankôs reputation. The ultimate purpose 

of fraudsters may be to get a payment (e.g. pre-paid 

fee). However, their goal of getting close to the bank 

might be to have documents that add credibility and 

respect to their fraudulent methods. Even a letter 

that does not include a business offer might provide 

access to the core of the bankôs documents or to get 

a signature of one of the members of its board of 

directors. 

If the bank is offered any important deal by a person 

who is, not an old and trustworthy customer or a 
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ؤٙو٩ ؿفظحز جٝػـف ٝٞسصدّز ١٠ ًد٬ِر ٠٧وحؿف جٝوٗٚر ٧ج٧٠ٝو٫ 
 .د٦ح

 :٠٬ٖح ٫ٞ٬ جلأ٧وحٕ جٝس٫ ٙؿ سػـف جٝد٢ٛ ١٠ ًد٬ِر جٝوٗٚر جلاػس٬ح٬ٝر

 .٩ُٞ جٝد٢ٛ جؾـ جٝػ٬ًر ٧جٝػـف جُس٠حؿجً ٩ُٞ دٞؿ ج٢٠ٝنإ : دٞؿ ج٢٠ٝنإ

ٓحٝدحً ٠ح ٬ًٞخ ج٠ٝػف١٧ٜ ٬ٞ٠ِٞٝر ٫ٖ : سصد٬ز جِٝقٟ ٩ُٞ ج٠ٝنحفٜر
. ٠فػٞر ٠دٜفذ س٧ص٬ٚحً ٜسحد٬حً ٝٞفٓدر ٧جٝٚؿفذ ٩ُٞ جٝؿؾ٧ل ٫ٖ جٝوٗٚر

 .٧لسلس٠ِل ؤ٬ر ٠لس٢ؿجز ٠فلٞر ١٠ ٥ـج ج٧٢ٍٝ لافسٜحخ جلاػس٬حل

١٠ ؤظل ػش ج٠ٝلسص٠ف١٬ ؤ٧ ج٠ٝٚسفي١٬ : ٢لخ ٧ُجثؿ ٬ٓف ٧ج٬ِٙر
٬ٓ٧ف٥ٟ ١٠ ج٠ٝلح١٬٠٥ ٫ٖ جٝوٗٚر، ٬ِفى ؤوػحخ ج٠ٝنف٧ٍ ٧ُجثؿ 

١ٜ٠٬٧ ؤ١ . ٠فسِٗر ٬ٓف ٧ج٬ِٙر ٧ٜٞٗر جٙسفجى ٠سؿ٬٢ر ٜػحٖق ٝلانسفجٛ
. س١٧ٜ ٠٬ٙر جٝوٗٚر يؾ٠ر

 
 

  :اهشرٌج وضروط اهغرايج ¶

ؤ٧ ؤًفج٦ٖح ٫ً جٜٝس٠ح١ /سنسفً جٝؿ٧ُذ دإ١ سد٩ٚ ًد٬ِر جٝوٗٚر ٧
لألدحخ س٢حٖل٬ر ٧لا ٬ظ٧ق جٜٝنٕ ٦٢ُح الا دِؿ س٬ٙ٧َ ظ٬٠َ جلأًفجٕ 

٧ٙؿ سػ٠ل نف٧ً جٝلف٬ر . ٩ُٞ جلاسٗح٬ٙر ؤ٧ دِؿ ؿَٖ جٝفل٧ٟ ج٠ٝػؿؿذ
. ٓفج٠حز ٫ٖ ػحل ُؿٟ جلاٝسقجٟ

 

  :اهخعلٌد ¶

 ٓحٝدحً ٠ح س١٧ٜ جٝوٗٚر دحٝٔر جٝس٬ِٚؿ ؿ١٧ ؤ٪ لدخ ٌح٥ف ٫ٖ دِى 
١٠٧ ج٠ٝػس٠ل ؤ١ ٬دحْٝ ؤوػحخ ج٠ٝنف٧ٍ دحلسؾؿجٟ . جٝػحلاز

 .٠وًٞػحز ٬ٓف ٠٧٦ٗ٠ر ٝس١٬٧ٜ ج٢ًدحٍ دحٝؾدفذ ج٬٠ِٝٚر

سفلل ٠ٌِٟ ج٠ٝلس٢ؿجز، ا١ ٟٝ ١ٜ٬ - جلسؾؿجٟ جٝٗحٜك ٧جلا٢سف٢ز - 
٦ّٜٞح، ج٠ٝسدحؿٝر د١٬ جلأًفجٕ ١ُ ًف٬٘ جٝٗحٜك ؤ٧ جلا٢سف٢ز ٠٠ح ٬ل٦ّل 

 .سق٬٧ف جلأػفٕ ٧اؾٗحء ٠ٜح١ اٙح٠ر ج٧ٝلًحء ٧ج٠ٝػسح١٬ٝ

ػ٬ش ٧ً٢٬٪ ج٠ٝنف٧ٍ ٩ُٞ جلأ٧٠جل : ؤسِحخ جلأًفجٕ جلأؾف٨- 
 .٬ًٞخ ٓحٝدح اظفجء ؿِٖحز ًٝفٕ صحٝش لا ُلاٙر ٤ٝ دح٠ٝنف٧ٍ

 
: عيوٌج اهيخبتعج :  اهضرط الأشبشً اهشبدس 3-7
:   يلديج 3-7-1

ّٜؿ ١٠ ٧ظ٧ؿ ٬ٞ٠ُر ٠سحدِر ٠لسٚٞر ٧٠٧ص٧ٙر ٧ؤ١ . ٩ُٞ جلإؿجفذ ؤ١ سسإ
سػ٩ٌ ج٠ٝسحدِر جٝؿجؾ٬ٞر ٢٧نحًحز جٝفٙحدر ٩ُٞ ٠لح٢ؿذ ٢٠س٠ٌر ١٠ 

. ١٬٠ِّ٬ٚ٠ ؾحفظ١٬٬ ٠لس١٬ٞٚ ٠صل ٠ؿ٫ٚٙ جٝػلحدحز جٝؾحفظ٬ر
 

:  الإرضبداح 3-7-2
ّٜؿ ١٠ ٧ظ٧ؿ ٬ٞ٠ُر ٠سحدِر ٠لسٚٞر ٧٠٧ص٧٘ د٦ح  .٩ُٞ جلإؿجفذ ؤ١ سسإ

ج٠ٝسحدِر جٝؿجؾ٬ٞر ج٠ٝلس٠فذ ٧جلأ٢نًر جٝفٙحد٬ر ٫٥ ُحؿذ ١٠ ٠٦٠حز 
٠ؿٙ٘ جٝػلحدحز جٝؿجؾ٫ٞ ٧اؿجفذ ج٠ٝؾحًف ؤ٧ اؿجفذ للا٠ر ج٬ُ٧٢ٝر ؤ٧ 

financial partner, it must take a very cautious 

approach by verifying the dealôs nature, sources and 

the person recommending it. 

The following is a list of descriptions that may serve 

as indicators to warn the bank against the nature of a 

fraudulent deal: 

Country of origin ï A bank should be careful and 

cautious depending on the country of origin. 

Confirming the intent of partnership ï the 

perpetrators of the deal often request a written 

confirmation of intent from the bank at an early 

stage of its desire and capacity to engage in the deal.  

Any documents sent in response to their request of 

this sort will be used for committing fraud. 

Ratio of unrealistic returns ï To attract investors, 

borrowers and other shareholders to the deal, the 

perpetrators of the fraudulent act offer high, 

unrealistic returns and low cost of borrowing as an 

incentive for participation. In addition, it is probable 

that the dealôs value is high. 

·  Confidentiality  and penalty conditions:  

 The invitation requires that the nature of 

the deal and/or its parties remain confidential for 

competitive reasons. It may not be disclosed except 

after all parties sign the agreement or after the 

payment of specified fees. The confidentiality 

conditions may include fines in the case of non-

commitment.  

·  Complexity:   

The deal is often very complex, without any 

apparent reason in some cases. It is likely that the 

fraudsters overuse an incomprehensible language to 

give the impression of having profound knowledge. 

·  Use of fax and the internet: 

 Most of the documents, if not all, 

exchanged between the parties, are sent via fax or 

the internet, facilitating counterfeiting of letters and 

concealing the place of residence of intermediaries 

and fraudsters.   

·  Fees of third parties:  

 Because the project involves funds, 

payments are often required for third parties who 

clearly have nothing to do with the project. 

 

3-7    Sixth Basic Condition: Follow-up Process    

3-7-1   Introduction  

The management should ensure that an independent 

and reliable follow-up process is in place. Internal 

follow-up and control activities should be enhanced 

by regular support from independent external 

evaluators, such as external auditors. 

 

3-7-2   Guidelines    

The management should ensure that an independent 

and reliable follow-up process is in place.    

The ongoing internal follow-up and control 

activities are usually the function of the internal 

auditors, the risk management, quality safety 
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 .جٝفٙحدر جٝؿجؾ٬ٞر

٠لح٢ؿذ ج٠ٝسحدِر جٝؿجؾ٬ٞر دس٬٬ٟٚ ٠لسٚل ٢٠سٌٟ ٬ظف٤٬ ١٧٠ِّ٬ٚ٠ ؾحفظ١٧٬ 
٩ُٞ٧ جلإؿجفذ ؤ١ سسوفٕ دلفُر . ٠صل ٠فجظ٧ِ جٝػلحدحز جٝؾحفظ١٧٬

دنإ١ سٚحف٬ف ٠فجظ٧ِ جٝػلحدحز جٝؾحفظ١٬٬ لإولاع ٢ٚحً جٝيِٕ ٫ٖ 
 .جٝفٙحدر ٠٧سحدِس٦ح ٧جٝسإٜؿ ١٠ سًد٦ٚ٬ح

٠سحدِر ٖح٬ُٞر ل٬حلر ٠ٜحٖػر ٠٧فجٙدر جلاػس٬حل ١٠ ٙدل ٝظ٢ر ٠فجٙدر 
. جلاػس٬حل

 
 : اهيخبتعج اهداخوٌج3-7-2-1

جٝس٬ٗ٢ـ٬ر ٧ج٠ٝؿفجء  سدؿؤ ٠سحدِر جٝي٧جدً جٝؿجؾ٬ٞر د٬ٚحٟ جلإؿجفذ
٧ج٠ٝنف١٧ٖ د٢نحًحس٦ٟ ج٬٠٧٬ٝر ٫ٖ ٠ظحلاز جلإنفجٕ ٧جٝٗػه ٧جٝفٙحدر 

ؤ٧ دحلسؾؿجٟ ٠نف٧ٍ جٝس٬٬ٟٚ جٝـجس٫ ٠ٞٝؾحًف ٧اظفجءجز  )٧جٝس٧ظ٤٬ 
     ، ( CRSA )جٝفٙحدر 

ٙؿ ٬ِس٠ؿ ٠ظٞك جلإؿجفذ ٩ُٞ جٝؾدفجء ٫ٖ جلإؿجفذ ٝسل٬٬ف ؤ٠ُحل جٝد٢ٛ 
. ج٬٠٧٬ٝر، ٤٢ٜٝ٧ ٬د٩ٚ ج٠ٝلث٧ل جلأ٧ل ٧جلأؾ٬ف ١ُ ٠سحدِر ؤ٠ُحل جٝد٢ٛ

١ٜ٠٬٧ ٠ٝظٞك جلإؿجفذ ؤ١ ٬سحدَ ؤ٠ُحل جٝد٢ٛ ١٠ ؾلال جٝسٚحف٬ف جلإؿجف٬ر 
٤٬ُٞ ؤ١ . ١ٜٝ٧ ٤٬ُٞ ؤ١ ٬ِٗل ؤٜصف ١٠ جلسلاٟ ٥ـ٣ جٝسٚحف٬ف ٠٧فجظِس٦ح

ٝـٝٛ ٬ظخ ؤ١ س١٧ٜ جٝسٚحف٬ف . ١٧ٜ٬ ٠سإٜؿجً ١٠ ؿٙس٦ح ٧٠٧ص٬ٙ٧س٦ح
جلإؿجف٬ر جٝؿجؾ٬ٞر جٝس٫ ٬ِؿ٥ح جٝد٢ٛ وحٝػر لاسؾحـ جٝٚفجفجز جلإؿجف٬ر 

جٝس٫ سلس٢ؿ ٦٬ُٞح جلإؿجفذ ٧جٝل٠حع ٦ٝح دِؿ ـٝٛ د٠سحدِر ٢سحثط ٥ـ٣ 
 .جٝٚفجفجز

ؤ١ ١٧ٜ٬ ؤُيحء ٠ظٞك جلإؿجفذ ٧ٜدحف جلإؿجف١٬٬ ٩ُٞ ٢ٙحُر سح٠ر دإ١ 
٧سَٚ . ؤ٠ٌ٢ر اؿجفذ ج٠ٝؾحًف ٧جٝفٙحدر جٝؿجؾ٬ٞر ٝؿ٦٬ٟ س٠ِل دنٜل وػ٬غ
٧ٙؿ . ٩ُٞ جلإؿجفذ جٝس٬ٗ٢ـ٬ر ج٠ٝلئ٬ٝ٧ر جلألحل٬ر ٫ٖ س٬ٖ٧ف ٥ـ٣ ج٢ٚٝحُر

٬ٚفف ٠ظٞك جلإؿجفذ جلالسِح٢ر دفؤ٪ ػ٬حؿ٪ ٠لسٚل ١ُ فؤ٪ جلإؿجفذ 
جٝس٬ٗ٢ـ٬ر ، ٧س٧ٖف ٠٦٠ر سؿ٬ٙ٘ جٝػلحدحز جٝؿجؾ٬ٞر ٠وؿفجً ٥ح٠حً ٫ٖ ٥ـج 

جٝنإ١ ١٠ ؿجؾل جٝد٢ٛ، اـ ؤ٦٢ح سس٩ٝ٧ ٠٦٠ر سًد٬٘ دف٢ح٠ط فٙحدر 
٠لس٠فذ سفجظَ ٧سؾسدف ٠٬ٖح اـج ٜح٢ز اظفجءجز جٝسن٬ٔل جٝوحؿفذ ١ُ 
ج٠ٝظٞك سؾيَ ٝي٧جدً ٜح٬ٖر س٠ِل دنٜل وػ٬غ ٧سس٬ٚؿ ٠َ ل٬حلحز 

. ج٠ٝظٞك ٧جلأ٠ٌ٢ر
 ٧٬ٖف سؿ٬ٙ٘ جٝػلحدحز جٝؿجؾ٫ٞ ٢ًٚر جٝسف٬ٜق ج٠ٝلس٠ف ٩ُٞ جٝي٧جدً 

٩ُٞ٧ ٠ؿٙ٘ . جٝؿجؾ٬ٞر ٧ج٠ٝفجٙدر جٝؿ٧ف٬ر ٝظ٬٠َ ظ٧ج٢خ ؤ٠ُحل جٝد٢ٛ
جٝػلحدحز جٝؿجؾ٫ٞ ؤ١ ٬فجظَ س٬ٚؿ جٝد٢ٛ دحٝل٬حلحز ج٠ِٝس٠ؿذ ٧جلأ٠ٌ٢ر 

٠٧َ ؤ١ جٝد٢ٛ ٧٥ جٝـ٪ ٤٬ُٞ ؤ١ ٬ٚفف ُؿؿ ج٠ٝفجز جٝس٫ . ج٠ٝف٬ُر 
٬ػسحظ٦ح ٠ؿٙ٘ جٝػلحدحز جٝؿجؾ٫ٞ ٠ٝفجظِر ٬ٞ٠ُحز ٠ػؿؿذ ٖب١ 

ج٠ٝظحلاز جٝس٫ سوٞغ ٠ٝق٬ؿ ١٠ جٝسؿ٬ٙ٘ سن٠ل ج٠ٝظحلاز جٝس٫ سنٜل 
 (٠صل ٠ؾحًف جلاػس٬حل ٫ٖ ٥ـ٣ جٝػحل)ؤٜدف ػظٟ ١٠ ج٠ٝؾحًف جٜٝح٢٠ر 

 .ؤ٧ سٞٛ جٝس٫ ؤ٦ٌفز يِٗحً ٫ٖ ج٠ٝفجظِحز جٝلحدٚر

٠ٜٞح قجؿ ػظٟ ج٠ِٝل جٝسظحف٪ ؤ٧ ٠ؾحًف٣ ؤ٧ س٬ِٚؿجس٤ ؤ٧ ج٢سنحف٣ 
جٝظٔفج٫ٖ ٠ٜٞح قجؿز جٝػحظر ٠ٝؿ٫ٚٙ ػلحدحز ؿجؾ١٬٬ٞ ١٠ ـ٧٪ جٝؾدفذ 

management or internal control.   

It is necessary to support the internal follow-up by 

an independent, regular assessment conducted by 

external evaluators, such as external auditors. The 

management must act quickly after receiving the 

reports of external auditors to fix deficiencies of the 

control, follow-up and ensure its implementation.    

The fraud control committee shall follow-up the 

effectiveness of the policy to control and prevent 

fraud.  

 

 

3-7-2-1    Internal Follow-up  

Following up the internal controls shall begin as the 

board of directors, managers and supervisors begin 

performing their daily activities in the areas of 

supervision, inspection, control and guidance or by 

employing control procedure and Control of Risk 

Self Assessment (CRSA).    

The board of directors may rely on experts in the 

management to conduct the daily works of the bank, 

but it remains solely responsible for the follow-up of 

the bank's activities. It can follow-up the bank's 

activities through administrative reports, but it shall 

do more than receiving and reviewing these reports. 

It shall ensure that such reports are accurate and 

reliable. Therefore, the internal administrative 

reports prepared by the bank must be sound enough 

insofar as to allow the management to rely upon 

them for making decisions and follow up their 

impact afterwards.    
Members of the board and senior managers must be 

fully satisfied that the bank's risk management and 

internal control systems are operating properly. The 

executive management bears the basic responsibility 

for achieving such satisfaction. The board of 

directors may decide to seek a neutral opinion 

independent from that of the executive management. 

Internal account auditing is an important source in 

this regard within the bank, because it undertakes 

the task of the application of an ongoing control 

program. Internal account auditing reviews the 

operating procedures issued by the board and 

ensures that they are subject to adequate controls, 

working properly and adhering to the board's 

policies, and laws and regulations in force.    

Internal auditing represents a point of continuous 

focus on internal controls and periodical control of 

all the aspects of the bank's work. The internal 

auditor should review the adherence of the bank to 

approved policies and regulations and laws in force. 

Although the bank is responsible for  deciding on 

the number of times required by the internal auditor 

to review specific transactions, the areas in need of 

more auditing include those vulnerable to the 

greatest potential risk (such as the risk of fraud in 

this case), or those which have shown a weakness in 

the previous reviews.  
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 .٬س٠س١٧ِ دٚؿفجز ٬٢ٖر ٦٠٧حفجز ٫ٖ ًٙحُحز جٝل٧٘ ـجز جٝوٞر

٩ُٞ ٠ؿٙ٘ جٝػلحدحز جٝؿجؾ٫ٞ ؤ١ ٢٬ل٘ ٢نحًحس٤ ٠َ ج٠ٝفجظ١٬ِ 
جٝؾحفظ١٬٬ ٬٧ق٧ؿ٥ٟ دح٠٧ِٞ٠ٝحز جلألحل٬ر، ٧ ؤ١ ٬س٠سَ فث٬ك جٝسؿ٬ٙ٘ 

جٝؿجؾ٫ٞ دػ٘ جلاسوحل ج٠ٝدحنف دحٝفث٬ك جٝس٬ٗ٢ـ٪ ، ٧فث٬ك ٠ظٞك 
جلإؿجفذ، ٧فث٬ك ٝظ٢ر سؿ٬ٙ٘ جٝػلحدحز دوفٕ ج٢ٌٝف ١ُ جٝنؾه 

 .جٝـ٪ سٚؿٟ ٤ٝ جٝسٚحف٬ف

اػؿ٨ ٠لئ٬ٝ٧حز ٝظ٢ر سؿ٬ٙ٘ ػلحدحز جٝد٢ٛ ٧٥ جلإ٢ٙحٍ جٝسحٟ دٗح٬ُٞر 
 .٦٠حٟ جٝسؿ٬ٙ٘ جٝؿجؾ٫ٞ

٢ُؿ اُؿجؿ سٚحف٬ف جٝسؿ٬ٙ٘ جٝؿجؾ٫ٞ ٬ظخ ادفجق ٢ٚحً جٝيِٕ جٝفث٬ل٬ر 
٫ٖ جٝفٙحدر ٬٧ظخ ٢ُؿ٥ح جلاسٗح٘ ٩ُٞ ؾًر ٠ُل اؿجف٬ر ٠ِٝحٝظر 

٧سَٚ ٩ُٞ جلإؿجفذ ٠لث٬ٝ٧ر سًد٬٘ . جٝيِٕ ٧٧يَ ظؿ٧ل ق٫٢٠ ٝـٝٛ
س٧و٬حز جٝسؿ٬ٙ٘ جٝؿجؾ٫ٞ ٧ؤ١ سسإٜؿ ٢ُؿ ٧٦ٌف ٙيح٬ح ٜص٬فذ ١٠ اظفجء 
ج٠ِٝحٝظر دًف٬ٚر ل٠٬ٞر ٫ٖ٧ ػحل ٧٦ٌف ٢ٚحً يِٕ ٬ظخ ؤ١ ٬ؾًً 

ج٠ٝؿٙ٘ جٝؿجؾ٫ٞ ٝق٬حفجز لاػٚر ي١٠ ٖسفذ ٧ظ٬قذ ١٠ ا٦٢حء جٝسؿ٬ٙ٘ 
ٖبـج سؾٞٗز جلإؿجفذ . ٝٞسإٜؿ ١٠ ؤ١ جٝسؿجد٬ف جٝسوػ٬ػ٬ر ٙؿ سٟ جسؾحـ٥ح 

١ُ س٬ٗ٢ـ س٧و٬حز ج٠ٝؿٙ٘ جٝؿجؾ٫ٞ ٬ظخ ادلاّ ٝظ٢ر سؿ٬ٙ٘ جٝػلحدحز 
 .دـٝٛ

 سظؿف جلإنحفذ دإ١ ٠ؿ٫ٚٙ جٝػلحدحز جٝؿجؾ١٬٬ٞ لا ١٧ِ٢٠٬ جلاػس٬حل 
دو٧فذ آ٬ٝر ، ٦ٖٟ ١٧ٞ٠ِ٬ ؤ٧لًا ٠ٜفجٙد١٬ ٠٦٠س٦ٟ جٝسإٜؿ ١٠ ؤ١ ٠ِح٬٬ف 
ج٠ٝػحلدر سًد٘ ٧ؤ١ جلإظفجءجز جلإؿجف٬ر س٢ٗـ دنٜل وػ٬غ ٧ؤ١ جٝد٢ٛ 

٦ٝـج جٝلدخ ٬ظخ س١٬٬ِ ؿ٧ف س٬٧ًف ؾًً . ٬س٬ٚؿ دحلأ٠ٌ٢ر ج٠ٝػ٬ٞر 
ج٠ِٝل ٧جلإظفجءجز جٝسن٬ٞ٬ٔر ٠ِٝحٝظر جلاػس٬حل ج٠ٝػس٠ل ا٩ٝ اؿجفذ 

٬٧ِسدف . ج٠ٝؾحًف ؤ٧ ٧ػؿجز جٝسؿ٬ٙ٘ جٝسن٫ٞ٬ٔ ؤ٧ ا٩ٝ ٧ػؿجز ٠٠حصٞر
ُؿؿ ١٠ ج٠ٝئللحز ٥ـج جٝؿ٧ف ٜظقء ١٠ ٠٦٠ر اؿجفذ ج٠ٝؾحًف جٝنح٠ٞر 

٬لح٢ؿ٥ح ٬٧لحُؿ٥ح جٝسؿ٬ٙ٘ جٝؿجؾ٫ٞ ٬ٓ٧ف٣ ١٠ جلأؿ٧جز ج٬٢ِ٠ٝر ٫ٖ 
 .س٬٧ًف جلالسفجس٬ظ٬حز ٠ِٝحٝظر ج٠ٝنحٜل ج٠ٝسِٞٚر سػؿ٬ؿجً دحلاػس٬حل

٢ٚسفع ؤ١ ٢٬نإ جٝد٢ٛ ٬ٌ٧ٗر ٠لسّٚٞر لإؿجفذ ج٠ٝؾحًف سنفٕ ٩ُٞ ظ٬٠َ 
٧س١٧ٜ . ٢نحًحز ج٠ِٝل جٝسظحف٪ ٧س٫ًٔ ظ٬٠َ ظ٧ج٢خ جٝؾًف

جلأٓفجى جٝفث٬ل٬ر ٦ٝـ٣ ج٬ٌ٧ٝٗر ٫٥ سػؿ٬ؿ ٧سػ٬ٞل ٧س٬٬ٟٚ ٠٧سحدِر 
ج٠ٝؾحًف ج٠ٝسّوٞر دإ٬ر ٠٦٠ر ؤ٧ اظفجء ؿجؾل جٝد٢ٛ ٝٞسإٜؿ ١٠ ؤ١ 

٢نحًحز جٝد٢ٛ سل٬ف ٧ٖٚح ٝل٬حلحز ٠ظٞك جلإؿجفذ دح٢ٝلدر ٠ٝؾحًف 
٫ٖ٧ ٥ـج جٝنإ١ سلح٥ٟ اؿجفذ . جٝل٧٘ ٧ج٠ٝؾحًف جٝسن٬ٞ٬ٔر ٧جلاثس٠ح٬٢ر

ج٠ٝؾحًف ٠لح٠٥ر فث٬ل٬ر ٫ٖ س٬٧ًف جٝي٧جدً جٝؿجؾ٬ٞر ٧جلاػسٗحٌ د٦ح 
 .٠٧سحدِس٦ح

٠٬ٖح ٬سِّٞ٘ دسؿجد٬ف ٠فجٙدر ٠٧ٜحٖػر جلاػس٬حل ، ؤ٬٠٥ر س١٬٬ِ ٦٠حٟ ٠ػؿؿذ 
ٝٞسؿ٬ٙ٘ جٝؿجؾ٫ٞ ٧اؿجفذ ج٠ٝؾحًف ٧ي٠ح١ ج٬ُ٧٢ٝر ٧جٝفٙحدر جٝؿجؾ٬ٞر 

٧س١٧ٜ ٥ـ٣ ج٦٠ٝحٟ ايحٖر ا٩ٝ ؤ٧ ظقء . ٬ٓ٧ف٥ح ١٠ جلإؿجفجز ج٬٢ِ٠ٝر
١٠ ٢نحًحز ج٠ٝسحدِر جٝس٫ س٠حفل٦ح ٥ـ٣ جلإؿجفجز ١٠ ؾلال ٦ٞ٠ُح 

 .ج٫٠٧٬ٝ

٬فؤل٦ح ٝظ٢ر ؤ٧  (compliance)س٢ُنإ جٝد٧٢ٛ ٧ػؿذ ؾحور ٝلاٝسقجٟ 

The more the size of business, its risk, its 

complexity, or its geographical expansion, the more 

is the need for experienced, professional and skillful 

internal auditors.    

The internal auditor must coordinate his activities 

with external auditors and provide them with basic 

information. The head of internal auditing must 

enjoy absolute power to have access to the senior 

executive, and the chairman of the board of directors 

and the head of the auditing committee regardless of 

the person to whom the reports are submitted.    

One of the responsibilities of the bank's auditing 

committee shall be to ensure the effectiveness of 

internal audit tasks. 

When preparing internal audit reports, main points 

of weakness in the control must be highlighted. 

Afterwards, an administrative plan of action and a 

timetable shall be agreed upon to address the 

weaknesses. The management shall be responsible 

for implementing the recommendations of internal 

audit and making sure to properly address 

deficiencies on their appearance.  If deficiencies 

emerge again, the internal auditor must plan to make 

subsequent visits within a short period after auditing 

to ensure that corrective measures have been taken. 

If the management failed to implement the 

recommendations of the internal auditor, the account 

auditing committee should be informed.    
It should be noted that the internal auditors cannot 

automatically prevent fraud. They principally 

workas supervisors responsible for ensuring that 

accounting standards are being applied, the 

administrative procedures are implemented properly, 

and the bank complies with local regulations and 

laws. Therefore, the task of developing the work 

plans and operational procedures to deal with 

potential fraud must be entrusted to the risk 

management, operational audit units or similar units. 

A number of institutions consider this task as part of 

the overall risk management mission, supported and 

assisted by the internal audit and other departments 

concerned with the development of strategies for 

addressing problems related particularly to fraud.    

It is proposed that a bank create an independent 

function for risk management to manage risks of all 

business activities and cover all aspects of risk. The 

main purposes of this function are to identify, 

analyze, assess and follow up the risks associated 

with any task or transaction within the bank to 

ensure that the activities of the bank are conducted 

pursuant to the policies of the board of directors 

regarding market risk, operational and credit risk. In 

this regard, risk management contributes 

significantly to the development of maintenance and 

following up internal controls.    

Regarding the measures for controlling and 

combating fraud, specific tasks should be designated 

for internal auditing, risk management and quality 
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٬٧فجظَ دف٢ح٠ط جلاٝسقجٟ ُحؿذً لٞلٞر ٧جلِر ١٠ . ٠لئ٧ل جٝسقجٟ
جٝي٧جدً ٠صل ػؿ٧ؿ جلإٙفجى ج٢ٌٝح٬٠ر ٧جٝيفجثخ ٧ٙيح٬ح جلأ٧فج٘ 

٧ٙؿ ٢٬سٌف ١٠ ٠لث٧ل . ج٠ٝح٬ٝر ٧نف٧ً سٚؿ٬ٟ جٝسٚحف٬ف ٧جٜٝنٕ
، ٠٬ٖح ٧ِ٬ؿ ٠ٜٝحٖػر ٠٧فجٙدر (Compliance Officer)جلاٝسقجٟ

جلاػس٬حل، ؤ١ ٬وؿف جٝس٧ظ٦٬حز دنإ١ ؤصف ج٧ٚٝج١٬٢ ٧جلأ٠ٌ٢ر جٝظؿ٬ؿذ 
دح٢ٝلدر ٝلاػس٬حل ٩ُٞ ؤ٠ُحل ٧اظفجءجز جٝد٢ٛ ٧ؤ١ ٬ّٚ٬ٟ جٝس٬ٚؿ د٦ـ٣ 

 . جلأ٠ٌ٢ر ٧جٝس٠٬ِٞحز ٧س٧ظ٦٬حز ٠ئللر ج٢ٝٚؿ 

. لا سسِح٩ً ٝظ٢ر ٠فجٙدر جلاػس٬حل ُحؿذ ٠٧دحنفذ ٠سحدِر جٝفٙحدر جٝؿجؾ٬ٞر
٬٧ٚسوف ٦ٞ٠ُح ٫ٖ ٥ـج جٝنإ١ ٩ُٞ ظ٠َ ج٠٧ِٞ٠ٝحز ـجز جٝوٞر ػ٧ل 
ظ٧٦ؿ ج٠ٝسحدِر جٝس٫ ٬دـ٦ٝح جٝد٢ٛ لأٓفجى جلإدلاّ ج٠ٝلس٠ف ١ُ ل٬حلر 

 .٠ٜحٖػر ٠٧فجٙدر جلاػس٬حل

 
 
 
 
 

 :  اهيخبتعج اهخبرجٌج 3-7-2-2

سَٚ ٩ُٞ ُحس٘ جٝد٢ٛ ٠لئ٬ٝ٧ر س٬٬ٟٚ ِٖح٬ٝر ي٧جدً جٝد٢ٛ جٝؿجؾ٬ٞر 
٧سس٩ٝ٧ ٠ٜحسخ سؿ٬ٙ٘ جٝػلحدحز جٝؿجؾ٬ٞر ٧جٝؾحفظ٬ر ٫ٖ جٝد٢ٛ س٬ٗ٢ـ ٥ـ٣ 

٠ٜح س٧ٟٚ ٠ئللر ج٢ٝٚؿ دس٬٬ٟٚ ٖح٬ُٞر ؤ٠ٌ٢ر جٝي٧جدً . ج٠ٝلئ٬ٝ٧ر
 .جٝؿجؾ٬ٞر ٝؿ٨ جٝد٢ٛ ٜظقء ١٠ دف٢ح٠ط ٖػه جٝد٢ٛ ١٠ ٙدل ج٠ٝئللر

جٝس٬٬ٟٚ ٩ُٞ ٬ؿ ١٬٠٬ّٚ٠ ؾحفظ١٬٬ ٧٥ ؤ٠ف ؤلحل٫ ٝس٬ٖ٧ف سإ٬ٜؿ ٠لسٚل 
٠٧ظفّؿ ٝٗح٬ُٞر جٝي٧جدً جٝسن٬ٞ٬ٔر جٝؿجؾ٬ٞر ٧ولاع جلأ٠ٌ٢ر جلإؿجف٬ر 

٠ٜح ٬ق٧ؿ ج٠ٝؿٙ٘ . ٧ي٧جدً ج٠ٝػحلدر ٧وػر ج٠٧ِٞ٠ٝحز ج٠ٝح٬ٝر
جٝؾحفظ٫ ٠٬ٖح ٬سِّٞ٘ د٬ُ٧٢ر ٧السفجس٬ظ٬ر ٠٦٠ر جٝسؿ٬ٙ٘ جٝؿجؾ٫ٞ ٝؿ٨ 

جٝد٢ٛ ٠٧ظٞك جلإؿجفذ ٬ظخ ؤ١ ١٧ٜ٬ ٩ُٞ ُٟٞ ػ٧ل ؤؿجء ٠ؿ٫ٚٙ 
. جٝػلحدحز جٝؿجؾ١٬٬ٞ

. ُؿٟ ج٠ٝدحٝٔر دِٗح٬ٝر جٝسؿ٬ٙ٘ جٝؾحفظ٫ ٫ٖ جٜسنحٕ جلاػس٬حل ٠٧ٜحٖػس٤
٠ٖفجظ٧ِ جٝػلحدحز جٝؾحفظ١٬٬ ٬فٜق١٧ ٩ُٞ سٚؿ٬ٟ جٝسٚحف٬ف ج٠ٝح٬ٝر 
٧جلأ٠ٌ٢ر جلإؿجف٬ر ٝسٚف٬ف ٠ؿ٨ جٝس٬ٚؿ دح٠ِٝح٬٬ف ج٠ٝػحلد٬ر ٧جلأ٠ٌ٢ر 

٧دٚؿف ٠ح ٢٬سط ؾًف جلاػس٬حل ظفجء جٝسٚو٬ف ٫ٖ ٠صل ٥ـج . ج٠ٝسدِر
جٝس٬ٚؿ ٖب١ ٠ُل ج٠ٝؿ١٬ٚٙ جٝؾحفظ١٬٬ ٧٬ٖف ٠لس٨٧ ١٬ِ٠ ١٠ يدً 

١ٜٝ٧ جلإظفجءجز جٝس٫ جُسحؿ ج٠ٝؿ١٧ٚٙ جٝؾحفظ١٧٬ جلسؾؿج٦٠ح . جلاػس٬حل
 ذ٫ٖ جٝس٬٬ٟٚ لا سنٜل ٠وحؿف ايح٬ٖر ٫ٖ ٠ؾحًف جلاػس٬حل ج٠ٝسِٞ٘

ٝـٝٛ ٬ظخ ٠ظحد٦ر جلاػس٬حل دو٧فذ فث٬ل٬ر ١ُ . دحلأ٠ُحل ج٠ٝوف٬ٖر
ًف٬٘ ؤ٠ٌ٢ر جٝسن٬ٔل ٧جٝفٙحدر ٬ي٬ٕ ا٦٬ٝح جٝسؿ٬ٙ٘ جٝؿجؾ٫ٞ ٧جٝؾحفظ٫ 

. ٢ُوفجً آؾف ١٠ ٢ُحوف جٝسؿ٬ٙ٘
 ١ٜ٠٬ ؤ١ ٬ئؿ٪ جلسؾؿجٟ ج٠ٝؿ١٬ٚٙ جٝؾحفظ١٬٬ ٜحلسنحف١٬٬ ٝلإؿجفذ ا٩ٝ 

control and internal control and other concerned 

departments. These tasks shall be in addition to, or 

part of the follow-up activities carried out by these 

departments during their daily work.    
Banks should establish a special unit for compliance 

headed by a committee or a compliance officer. The 

compliance program usually reviews a wide range of 

controls, such as the regular lending limits, tax and 

securities issues, reporting requirements and 

disclosure. With regard to combat and control of 

fraud, the compliance officer is expected to issue 

guidance on the impact of new regulations and laws 

on fraud regarding the bank business and 

procedures; and to assess compliance with these 

laws, regulations and directives of SAMA.    
The fraud control committee shall not usually be 

involved directly in the follow-up of internal 

control. Its work in this connection shall be limited 

to the collection of relevant information on the 

follow-up efforts made by the bank for ongoing 

reporting on the policy for combating and 

controlling fraud.    

 

3-7-2-2 External Follow-up  
The bank shall undertake the responsibility of 

evaluating the effectiveness of the bank's internal 

controls, and the bank's internal and external 

auditing bodies shall be entrusted with the 

implementation of the bank's responsibility. SAMA 

will also assess the effectiveness of the systems of 

internal controls at the bank as part of its 

examination program.    
Evaluation by external evaluators is essential to 

provide an independent and neutral confirmation of 

the effectiveness of the internal operational controls, 

validity of management systems, accounting 

controls and correctness of financial information. 

The external auditor also provides an assessment 

with regard to the quality, reliability and strategy of 

internal auditing function at the bank. The board of 

directors should be aware of the performance of 

internal auditors. 
The effectiveness of the external auditing in the 

detection and combat of fraud must not be 

overestimated. External auditors focus on 

submission of financial reports to determine the 

extent of compliance with accounting standards and 

regulations and laws in force. As far as the risk of 

fraud results from the failure of such compliance, 

the work of external auditors provides a certain level 

of control of fraud. However, non-compliance of 

this type, which the external auditors are used to 

reveal in the assessment, does not constitute an 

adequate instrument for revealing risk of fraud in 

banking. Consequently, fraud must be confronted 

primarily through operating and control systems, as 

well as through the internal and external auditing, 
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سيحفخ ٫ٖ ج٠ٝوٞػر ٢ُؿ٠ح ٬س٩ٝ٧ ج٠ٝؿٙ٘ جٝؾحفظ٫ ٝٞػلحدحز 
٠لئ٬ٝ٧ر ٧يَ ج٢ٌٝحٟ ج٠ٝػحلد٫ ٬٧ًٞخ ٤٢٠ ٫ٖ ٖسفذ لاػٚر س٬٬ٟٚ ٥ـج 

ٝـٝٛ ٬س١٬ِ ٩ُٞ جٝد٧٢ٛ ؤ١ . ج٢ٌٝحٟ ٢ُؿ اظفجء ٬ٞ٠ُر جٝسؿ٬ٙ٘ جٝؾحفظ٫
٧٬جق٧٢ج د١٬ ٧٠ي٧ٍ سيحفخ ج٠ٝوٞػر ج٠ٝػس٠ٞر ٧ٜٞٗر جلسؾؿجٟ 

. ٠فجظَ ؾحفظ٫ ٬ٚٞٝحٟ د٬ٞ٠ِحز ٠سفجدًر ٠٧ح ٧٬ٖف ـٝٛ ١٠ ٧ٙز
٧ج٠ِٝح٬٬ف ج٬٢٦٠ٝر جٝلحثؿذ سل٠غ ٠ٞٝؿٙ٘ دسؿ٬ٙ٘ ػلحدحز ؾحفظ٬ر ١٠ 
ؾلال ج٬ٚٝحٟ د٬ٞ٠ِر ؾحفظر ١ُ جٝسؿ٬ٙ٘ ٬٠ِٝل ٧جػؿ نف٬ًر ؤلا سسإصّف 
دـٝٛ ٧٠ي٬ُ٧ر ج٠ٝؿٙ٘ ٧جلسٚلا٬ٝس٤، ٩ُٞ٧ جٝد٧٢ٛ جٝس٫ سفٓخ ٫ٖ 
جلسؾؿجٟ ج٠ٝفجظ١٬ِ جٝؾحفظ١٬٬ ٝؾؿ٠حز جلسنحف٬ر ؤؾف٨ ؤ١ سػح٧ل 

جٝٗول د١٬ جلالسنحفذ جٝس٫ ١ٜ٠٬ ٠ٞٝؿٙ٘ ؤ١ ٬ٚؿ٦٠ح ٧ج٠ٝلئ٬ٝ٧ر جلإؿجف٬ر 
. ؤ٧ جٝس٬ٗ٢ـ جٝسن٫ٞ٬ٔ جٝس٫ لا ٬ظ٧ق ؤ١ ٬س٧لا٥ح ٠فجظَ جٝػلحدحز

 
 

 :  شٌبشج يخبتعج يراكتج الاحخٌبل وينبفحخه 3-7-2-3

سس٩ٝ٧ ٝظ٢ر ٠فجٙدر جلاػس٬حل ٠سحدِر س٬ٗ٢ـ ل٬حلر ٠فجٙدر ٠٧ٜحٖػر 
. جلاػس٬حل، ٧ ادلاّ ٢سحثط ٥ـ٣ ج٠ٝسحدِر ا٩ٝ جلإؿجفذ ج٬ِٞٝح ٠٧ظٞك جلإؿجفذ

سنٜل جلإظفجءجز جٝسح٬ٝر ؤ٠صٞر ٩ُٞ ج٠ٝئنفجز جلإػوحث٬ر جٝفث٬ل٬ر 
جٝس٫ ١ٜ٠٬  (ايحٖر ا٩ٝ ؤ٬ر اظفجءجز ؤؾف٨ ٬ػؿؿ٥ح ؤ٪ د٢ٛ ١٬ِ٠)

 .جلسؾؿج٦٠ح ٠ٝسحدِر ٖح٬ُٞر ل٬حلر جٝد٢ٛ ٠ٝفجٙدر جلاػس٬حل

٠ؿ٨ جلاؾسلإ د١٬ ج٠ٝؾحًف جٝس٫ ٦٠٬ّٚ٬ح جٝد٢ٛ ٧جٝس٫ س٦٠٬ّٚح ٬٥ثحز 
 .جٝي٠ح١

٠ؿ٨ جلاؾسلإ د١٬ ٠٬ٙر ِٖح٬ٝر جٝي٧جدً جٝس٫ ٦٠٬ّٚ٬ح جٝد٢ٛ ٧سٞٛ جٝس٫ 
 .س٦٠٬ّٚح ٬٥ثحز جٝي٠ح١

ُؿؿ ػحلاز جلاػس٬حل جِٝحؿ٬ر ج٠ٝنسد٤ د٦ح ٧ُؿؿ ٠صل ٥ـ٣ جٝػحلاز جٝس٫ 
 .ٟٝ سدفق ؤص٢حء س٬٬ٟٚ جلاػس٬حل

ُؿؿ ػحلاز جلاػس٬حل جٜٝد٬ف ج٠ٝنسد٤ د٦ح ٧ُؿؿ ٠صل ٥ـ٣ جٝػحلاز جٝس٫ ٟٝ 
 .سدفق ؤص٢حء س٬٬ٟٚ جلاػس٬حل

 .ُؿؿ ؤ٬حٟ ج٠ِٝل د١٬ جٝدؿء د٠ِحٝظر جلاػس٬حل ٧جلا٢س٦حء ٤٢٠

ج٢ٝلدر ج٠ٝث٬٧ر د١٬ ُؿؿ ٠٬ٙ٧ر ػ٧جؿش جلاػس٬حل جٝصحدز ٧ُؿؿ ٠٬ٙ٧ر 
 .ػحلاز جلاػس٬حل ج٠ٝق٧ُٟ ج٠ٝػحٝر ٝٞسػ٬ٚ٘

ُؿؿ ٠٬ٙر جلالسفؿجؿجز دح٢ٝلدر ا٩ٝ ُؿؿ ٠٬ٙ٧ر ػحلاز جلاػس٬حل 
 .ج٠ٝق٧ُٟ ج٠ٝػحٝر ٝٞسػ٬ٚ٘

 ٩ُٞ ٝظ٢ر ٠فجٙدر جلاػس٬حل ؤ١ سق٧ؿ جلإؿجفذ جٝس٬ٗ٢ـ٬ر دسٚحف٬ف ٢٠س٠ٌر 
ػ٧ل ج٬ٞ٠ِٝحز جلإػوحث٬ر ج٧ٝجفؿذ ؤُلا٣ ٧ سػؿ٬ش ٥ـ٣ ج٠٧ِٞ٠ٝحز ٜل 

 . فدَ ل٢ر ٩ُٞ جلأٙل

 ٩ُٞ جٝسؿ٬ٙ٘ جٝؿجؾ٫ٞ ؤ١ ٬س٩ٝ٧ ٠فجظِر ػل١ س٬ٗ٢ـ ل٬حلر ٠فجٙدر 
٠٧ٜحٖػر جلاػس٬حل ٜل ل٢س١٬ ٩ُٞ جلأٙل، ؤ٧ دِؿ ؤ٬ر س٬٬ٔفجز ٥ح٠ر ٫ٖ 

which is another element of auditing.   

The use of external auditors as advisors to the 

management may lead to a conflict of interests 

when, for example, they undertake the responsibility 

of setting an accounting system and are, requested 

later on to evaluate the system when performing 

external auditing. Therefore, banks and auditors 

shall strike a balance between potential conflict of 

interests and the cost of using one external auditor 

for interrelated work and the time to be saved. The 

prevailing professional standards allow an external 

auditor to perform a job not included in external 

auditing for one client, provided that the auditor's 

objectivity and independence must not be affected. 

The banks that wish to engage external auditors for 

other advisory services shall try to separate the 

advice the auditor can give from the administrative 

responsibility or operational execution, which may 

not be undertaken by an auditor.   

 

3-7-2-3  The Policy of Following up Control and 

Combat of Fraud  

The fraud control committee must follow up the 

implementation of the policy of combating and 

controlling fraud. The results of this follow-up must 

be reported to the senior management and the board 

of directors.    

The following performance measures represent 

examples of major statistical indicators (in addition 

to any other measures prescribed by any particular 

bank), which can be used to follow up the 

effectiveness of a bank's measures to control fraud:      

Extent of the difference between the risks assessed 

by the bank and risks assessed by insurance bodies.    

The difference between the effectiveness of controls 

evaluated by the bank and those evaluated by 

insurance bodies.    

Number of cases of normal suspected fraud and the 

number of such cases that have not arisen during the 

assessment of fraud.    

Number of big suspected fraud cases and the 

number of such cases that have not arisen during the 

assessment of fraud.    

Number of working days from the beginning of 

addressing fraud cases to the time when the 

addressing has ended.    

The difference between Percentage of the number of 

proven incidents of fraud and the amount of 

consequential lost funds and the number of alleged 

fraud cases referred to investigation and their value.    

Number of times of recovery of funds and the 

amount of recovered funds in comparison to the 

number and value of alleged fraud cases referred to 

investigation.    

The fraud control committee shall provide the 

executive management with regular reports on 

statistical operations listed above and update this 

information at least on a quarterly basis.    
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٬٧ظخ جلس٠ِحل ٢سحثط ٥ـ٣ ج٠ٝفجظِر لإُحؿذ س٬٧ًف . ٠ظحلاز ٠ُل جٝد٢ٛ
ل٬حلر ٠فجٙدر ٠٧ٜحٖػر جلاػس٬حل د٠ح ٬ػل١ جلأؿجء ٬٧ِقق جٝل٬حلحز 

ؤ١ ٬سدَ ٥ـ٣ ج٠ٝفجظِر اُحؿذ س٬٬ٟٚ ٧ٝجَٙ ؾًف جلاػس٬حل ٫ٖ .٧جلإظفجءجز
٧لا ١٧ٜ٬ ـٝٛ ٢ٜ٠٠ح الا اـج جنسفٜز ظ٬٠َ ٧ػؿجز ٧اؿجفجز . جٝد٢ٛ

جٝد٢ٛ ٫ٖ ٬ٞ٠ُر س٬٬ٟٚ ج٠ٝؾحًف ٠٧فجٙدر ٧جَٙ ج٠ٝؾحًف ٩ُٞ ؤلحك 
٠لس٠ف، لا ل٠٬ح ٢ُؿ ػؿ٧ش س٬٬ٔفجز ٥ح٠ر ٫ٖ ٠ظحلاز ج٠ِٝل ؤ٧ ٫ٖ 

. ٠ؾحًف ج٠ِٝل ؤ٧ ٫ٖ جٝي٧جدً
 
 
: أٌظيج الإتلاغ عً الاحخٌبل :  اهضرط الأشبشً اهشبتع 3-8 
:   يلديج 3-8-1

 ٧يَ ٢ٌحٟ فل٫٠ ٝلإدلاّ جٝؿجؾ٫ٞ ١ُ جلاػس٬حل ج٫ِٞٗٝ ٧ج٠ٝنسد٤ د٤ 
٧ادلاّ ظ٬٠َ ج١٬ٌٗ٧٠ٝ د٧ي٧ع د٬ٜٞ٬٦ر ٥ـج ج٢ٌٝحٟ . ٧٠يَ جٝس٬ٗ٢ـ

٧ٜظقء ١٠ ٥ـج . ٧اظفجءجز جٝسِح٠ل ٠َ جلإدلاّ ١ُ ج٢ٝنحً جلاػس٬ح٫ٝ
٧ٝ ٟٝ )ج٢ٌٝحٟ ، ٧يَ جٝل٬حلحز ٧ج٭٬ٝحز ج٢٠ٝحلدر ٝػ٠ح٬ر ج٠ٝنسد٤ د٦ٟ 

٢س٬ظر جلإدلاّ ١ُ ج٢ٝنحًحز  (سصدز يؿ٥ٟ ؤ٪ ؤ٢نًر جػس٬ح٬ٝر
٧ س٬٧ًف آ٬ٝحز ٝسل٬٦ل ٧سنظ٬َ ج٠ِٝلاء ؤ٧ جٝظ٧٦٠ف ٩ُٞ . جلاػس٬ح٬ٝر

٧ سًد٬٘ . جلإدلاّ ١ُ ػحلاز جلاػس٬حل ج٠ٝنسد٤ د٤ ؿجؾ٬ٞحً ٧ؾحفظ٬حً
ل٬حلر فل٬٠ر دنإ١ جلإدلاّ جٝؾحفظ٫ ا٩ٝ ظ٦حز ٠صل ٠ئللر ج٢ٝٚؿ 

 .٧جٝظ٦حز جلأ٬٢٠ر ج٠ٝؾسور
 
 
:  الإرضبداح 3-8-2

٧يَ ٢ٌحٟ فل٫٠ ٝلإدلاّ جٝؿجؾ٫ٞ ١ُ جلاػس٬حل ج٫ِٞٗٝ ؤ٧ ج٠ٝنسد٤ د٤ 
٧٠يَ جٝس٬ٗ٢ـ، ٧ ادلاّ ظ٬٠َ ج١٬ٌٗ٧٠ٝ د٧ي٧ع د٬ٜٞ٬٦ر ٥ـج ج٢ٌٝحٟ 

 .٧اظفجءجز جٝسِح٠ل ٠َ جلإدلاّ ١ُ ج٢ٝنحً جلاػس٬ح٫ٝ

٠صل ُؿؿ جٝٗف٧ٍ )سسإصف جٝسفس٬دحز ج٧ًٞ٠ٝدر دػظٟ جٝد٢ٛ ٬ٜٞ٬٥٧س٤ 
 .(٧٠٧ج٦ِٙح ٧ُؿؿ ج٧ٝػؿجز جٝسن٬ٞ٬ٔر

٫ًٔ٬ جٝسؿف٬خ جلأ٫ٝ٧ ٬ٜٞ٬٥حز ٧اظفجءجز جلإدلاّ ج٧٠ٝو٧ٖر ؤ٬يحً ٫ٖ 
 .ٜس٬خ ج٧٠ٌٕٝ ٫ٖ٧ ل٬حلر ٠ٜحٖػر ٠٧فجٙدر جلاػس٬حل

٬ظخ اُؿجؿ ؾلاور ؿ٬ٙٚر ٠فٜقذ ١ُ سفس٬دحز جلإدلاّ ١ُ جلاػس٬حل 
س٧قٍ ٩ُٞ ظ٬٠َ ج١٬ٌٗ٧٠ٝ ٧س٢نف دح٢سٌحٟ ٩ُٞ ٧ٝػحز جلإُلا١ ٫ٖ٧ 

 .جٝفلحثل جلإؾدحف٬ر جٝؿجؾ٬ٞر

١٠ ؤظل ي٠ح١ جٝل٧ٞٛ جٝل٬ٟٞ جٝوحٝغ ٠ٞٝنس١٬ٜ ٫ٖ ٠سحدِر ن٧ٜج٥ٟ ٧ 
 :سؿف٬خ ج١٬ٌٗ٧٠ٝ ٩ُٞ ٠ح ٫ٞ٬

٬ٜٕ ٬ظخ ؤ١ ٬سوف٧ٖج ٫ٖ ػحل ٠نح٥ؿذ ل٧ٜٞحً ٬ٓف ل٬ٟٞ ٫ٖ ٧٠َٙ 
 .ج٠ِٝل

 .٠ح ٫٥ آ٬ٝحز جلإدلاّ جٝؿجؾ٫ٞ ج٠ٝسحػر ٬ٜ٧ٕ س٠ِل ٥ـ٣ ج٭٬ٝحز

 .٠ح ٫٥ جلإظفجءجز ج٧ٝٙحث٬ر ٝػ٠ح٬ر جٝـ١٬ ٬لسؾؿ١٧٠ آ٬ٝحز جلإدلاّ

The internal auditing shall review the sound 

implementation of control and combating fraud 

policy at least biannually or after any significant 

changes in the areas of the bank business. The 

results of this review must be used to redevelop 

control and combating fraud policy to improve 

performance and enhance policies and procedures.    

This review must be followed by reassessment of 

the risk of fraud in the bank. This would not be 

possible unless all the units of the bank participate in 

the process of risk assessment and control of the risk 

on an ongoing basis, especially when significant 

changes occur in the business areas, job risks or 

controls.        

 

3-8  Seventh Basic Condition: System of  

Notification of Fraud    

3-8-1 Introduction    

An official system shall be put into effect for 

internal notification of actual or suspected fraud. All 

staff must be clearly informed of the structure of the 

system and procedures for dealing with the 

notification of fraudulent acts. As part of this 

system, proper policies and mechanisms for the 

protection of suspects (if no proof was established of 

involvement in fraudulent acts) as a result of 

notification of fraudulent acts must be in place. 

Mechanisms should be developed to facilitate and 

encourage customers or the public in general to 

notify of cases of suspected fraud internally and 

externally. An official policy must be applied to 

external notification of certain authorities to SAMA 

and competent security authorities.     

 

3-8-2 Guidelines 

A system of internal notification of actual or 

suspected fraud must be put into effect. All staff 

must be clearly informed of the structure of this 

system and procedures for dealing with the 

notification of fraudulent act.    

Arrangements required will be affected by the size 

and structure of the bank (such as the number of 

branches, their locations and the number of 

operational units).    

Initial training should cover structures and 

procedures of notification described in the 

employee's booklet and in the policy on combat and 

control of fraud.    

An accurate concentrated summary on the 

arrangements of notification of fraud should be 

prepared for distribution to all staff and should be 

published regularly on bulletin boards and in 

internal newsletters.    

To ensure proper conduct of reporters in following 

up their complaint, staff must be trained on the 

following:   

How should they act if misconduct is seen at the 

work site.  
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. ٠ح ٫٥ ٧٢ٙجز جلإدلاّ جٝؾحفظ٫ ج٠ٝسحػر
٦ٝ٧ـ٣ . سنظ٬َ ج١٬ٌٗ٧٠ٝ ٩ُٞ سٚؿ٬ٟ جٝنٜح٨٧ ٠َ ُؿٟ آٗحل جلالٟ

جٝٔح٬ر ١٠ ج٦٠ٟٝ ؤ١ ١٧ٜ٬ ٝؿ٨ ج٧٠ٌٕٝ ٢ٙحُر وػ٬ػر دإ١ جلأ٠ف 
 .ل٬ِح٠ل دلف٬ر ٧ج١ ٢٥حٛ آ٬ٝحز ٧ظؿز ٝػ٠ح٬س٤ يؿ ؤ٪ ٬ٞ٠ُر ج٢سٚحٟ

. ؤ٬٠٥ر ؤ١ ٬ؿفٛ ج٧٠ٌٕٝ دإ١ جلاػس٬حل ج٠ٝنسد٤ د٤ ٬ظخ ؤ١ ٬دْٞ ٤٢ُ
ـٝٛ ؤ١ ٠ػح٧ٝر جلاػس٬حل جٝٗحنٞر ٫٥ دؾ٧ًفذ ج٠ٝػح٧ٝر جٝس٫ سئؿ٪ ا٩ٝ 

ؾلحفذ ٬ِٖٞر ٝلأ٧٠جل ٠ح ٟٝ ٬سٟ جلإدلاّ ٦٢ُح ٖب٦٢ح لس٧ٖف ٠ٞٝفسٜخ 
 .ٖفور جلالسٗحؿذ ١٠ جٝسظفدر ٠ٞٝػح٧ٝر ٠فذ ؤؾف٨

ادلاّ ج٠ٝنس١٬ٜ ؤ١ ن٧ٜج٥ٟ ؤؾـز د١٬ِ جلاُسدحف ٧ؤ١ جٝسؿجد٬ف ج٢٠ٝحلدر 
 .لسسؾـ، ٧ ادلاّ ج٠ٝنس١٬ٜ دح٢ٝس٬ظر ج٦٢ٝحث٬ر ٫ٖ ٜل جٝػحلاز

ؤ١ ٬سٟ ٧يَ دف٢ح٠ط ٝٞسػ٬ٗق ١٬ٌٗ٧٠ٞٝ جٝـ١٬ ١٧٠٧ٚ٬ دحٝسد٬ْٞ ١ُ 
 .ػحلاز جلاػس٬حل ػحل جٜسنح٦ٖح 

 
 
 
 
 

 
 

:   كٌواح الإتلاغ 3-8-2-1
سفَٖ نٜح٨٧ ج١٬ٌٗ٧٠ٝ ٧سٚحف٬ف٥ٟ، د٧ظ٤ ُحٟ، ا٩ٝ فث٬ك ج٧٠ٌٕٝ 

٩ُٞ٧ . ج٠ٝدحنف ١٠٧ جلأٖيل سٚؿ٬ٟ ؾلاور ٠ٜس٧در ١ُ جٝن٨٧ٜ
جٝفث٬ك، دؿ٧ف٣ ؤ١ ٬فَٖ جلأ٠ف ٠دحنفذ ا٩ٝ ؤػؿ ؤٖفجؿ جلإؿجفذ ج٬ِٞٝح 

. ج٫٢ِ٠ٝ
٫ٖ ػحل ٜح١ جٝفث٬ك ٧٥ ج٫٢ِ٠ٝ دحٝن٨٧ٜ، ؤ٧ اـج ٜح١ ٝؿ٨ ج٧٠ٌٕٝ 

ؤ٬ر ٠ؾح٧ٕ ٠دففذ ١٠ فَٖ جٝسٚف٬ف ا٩ٝ فث٬ل٤ ج٠ٝدحنف ؤ١ ١٧ٜ٬ ٢٥حٝٛ 
. ٢ٙحذ دؿ٬ٞر ٝفَٖ سٚف٬ف لف٪ ٠دحنفذ ا٩ٝ ُي٧ جلإؿجفذ ج٬ِٞٝح ج٫٢ِ٠ٝ
اـج ٜح١ جٝسٚف٬ف يؿ ُي٧ جلإؿجفذ ج٬ِٞٝح، ٬ظخ ؤ١ س١٧ٜ ٢٥حٝٛ ٢ٙحذ 

 .ادلاّ ا٩ٝ جٝفث٬ك جٝس٬ٗ٢ـ٪ ٫ٖ جٝد٢ٛ

١ٜ٠٬ ٧٠ٌٕٞٝ جلسؾؿج٤٠  (hot line)جٝس٬ٜٗف دب٢نحء ؾً ٥حس٫ٗ لحؾ١ 
ٝلإدلاّ ١ُ جلاػس٬حل ج٫ِٞٗٝ ٧ج٠ٝنسد٤ د٤، ٧ ؿ٠ط ٥ـج جٝؾً ٠َ ٧٢ٙجز 

. جلإدلاّ جلأؾف٨ ٧جلإظفجءجز ج٧ٝجفؿذ ٫ٖ ٥ـج جٝٚلٟ
١٠ ج٢٠ٝسٌف ١٠ ج١٬ٌٗ٧٠ٝ، د٧ظ٤ ُحٟ ، ؤ١ ٬سد٧ِج ٧٢ٙجز جلإدلاّ ؿجؾل 

١ٜٝ٧ ٬ظخ انِحف ج١٬ٌٗ٧٠ٝ دظ٧جق جلإدلاّ ١ُ ؤ٪ ل٧ٞٛ ٖحلؿ . جٝد٢ٛ
٠دحنفذ ا٩ٝ ٠ئللر ج٢ٝٚؿ ، اـج ٟٝ ١ٜ٬ ج٧٠ٌٕٝ فجٓدح ٫ٖ ادلاّ جلأ٠ف 
ا٩ٝ فث٬ل٤ ج٠ٝدحنف ؤ٧ ا٩ٝ ُي٧ جلإؿجفذ ج٬ِٞٝح ج٫٢ِ٠ٝ ؤ٧ ا٩ٝ جٝفث٬ك 

 .جٝس٬ٗ٢ـ٪ 

 
 

:   حيبٌج اهتلاغ 3-8-2-2
ٜظقء ١٠ ٢ٌحٟ جلإدلاّ ١ُ جلاػس٬حل، ٢٬د٫ٔ س٬٧ًف آ٬ٝحز ٧ل٬حلحز 

What are the available internal notification 

mechanisms and how they work. 

What are the preventive measures to protect those 

using notification mechanisms.    

What are the available external notification 

channels.     

Staff should be encouraged to file complaints 

without forgetting to mention their names. To this 

end, it is important that an employee should really 

be convinced that the complaint will be treated 

confidentially and that there are mechanisms in 

place to protect him against any reprisals.    

An employee should be aware that any suspected 

fraud must be reported. The failed fraud act is as 

dangerous as a successful one that leads to a real 

loss of funds. If this unsuccessful attempt is not 

notified, the perpetrator will have an opportunity to 

try again with his fraudulent act.    

Complainants must be informed that their 

complaints are taken into consideration and that 

appropriate measures will be taken. Complainants 

must be informed of the final results of all notified 

cases.      

A motivation program shall be set up for employees 

who report cases of fraud once discovered. 

 

3-8-2-1 Channels for Notification    

Employees' complaints and notification reports must 

be submitted, in general, to their immediate 

superior. It is advisable that a written summary of 

the complaint be provided. The superior, on his part, 

shall submit it directly to the concerned member of 

the senior management.    

If the notification is about the superior or if the 

employee has any valid fear of submitting the report 

to his immediate superior, there must be an 

alternative channel to submit a confidential report 

directly to the concerned member of the senior 

management.   

If the notification report is against a member of the 

senior management, there must be a notification 

channel to the chief executive officer at the bank.    

It would be advisable to have a telephone hot line 

which an employee can use for notifying of actual 

and suspected fraud acts. The hot line should be 

integrated with other notification channels and 

procedures mentioned in this section.    

It is expected from the staff, in general, to follow the 

reporting channels within the bank. Nevertheless, 

employees must be informed that they may notify of 

any corrupt conduct directly to SAMA, if the 

employee is not willing to notify of it directly to his 

immediate superiors, to the concerned member of 

the senior management, or to the chief executive 

officer.     
 

3-8-2-2    Protection of Notification    

As a part of the system for notifying of fraud, proper 

mechanisms and policies must be developed for 
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٢٠حلدر ٠ٝلح٢ؿذ ج٠ٝنس١٬ٜ ٧ػ٠ح٬س٦ٟ ١٠ ٬ٞ٠ُحز جلا٢سٚحٟ ٢س٬ظر جلإدلاّ 
 .١ُ ٢نحًحز جػس٬ح٬ٝر

ؤ١ ٧٬يغ ٜس٬خ ج٧٠ٌٕٝ ٧ل٬حلر جٝد٢ٛ ٠ٝفجٙدر جلاػس٬حل ٠٧ٜحٖػس٤ دإ١ 
٧ُٚدحز ٙحل٬ر ، سن٠ل جلاس٦حٟ دل٧ء جٝل٧ٞٛ ٧ج٠ٝلاػٚر ج٢ٌٝح٬٠ر ٧ا٦٢حء 

جٝؾؿ٠ر، سسؾـ دػ٘ جٝنؾه جٝـ٪ ٧ٚ٬ٟ دحٝسِؿ٪ ٩ُٞ ؤ٪ نؾه ٬دْٞ 
 .١ُ جلاػس٬حل ؤ٧ جٝٗلحؿ

لا ٬ػ٩ٌ ج٠ٝدْٞ دحٝػ٠ح٬ر اـج سد١٬ دحٝسػ٬ٚ٘ ؤ١ جٝن٨٧ٜ فِٖز دًف٬ٚر 
 .٬ٜؿ٬ر ؤ٧ ١ُ ل٧ء ٬٢ر

جسؾحـ اظفجءجز ٠ػؿؿذ لإقجٝر ج٠ٝؾح٧ٕ ١٠ ٬ٞ٠ُر جلا٢سٚحٟ ٧جٝن٧ِف 
جٝلحثؿ د١٬ ج١٬ٌٗ٧٠ٝ دإ١ ج٠ٝدِّْٞ ١ُ جلاػس٬حل ٧جٝٗلحؿ ٙؿ ٬ٞػ٘ د٤ 

٬٧ظخ ا٬وحل ٥ـ٣ جٝفلحٝر ا٩ٝ ظ٬٠َ ج١٬ٌٗ٧٠ٝ دو٧فذ . جلأـ٨
٧جيػر ٢٠٧س٠ٌر ُدف جٝفلحثل جلإؾدحف٬ر ٬ٓ٧ف٥ح ١٠ ٧لحثل 

 .جلاسوحلاز جٝؿجؾ٬ٞر

 
 
 

:   الإتلاغ اهخبرجً 3-8-2-3
٬ػسحض ٜل د٢ٛ ٧ٝيَ ل٬حلر فل٬٠ر ٧جيػر ٧اظفجءجز سٗو٬ٞ٬ر 

 ج٢ٝٚؿ ٧ جٝلًٞحز ذٝلإدلاّ ١ُ ج٢ٝنحً جلاػس٬ح٫ٝ ٧جٝٗلحؿ ا٩ٝ ٠ئلك
 .جلأ٬٢٠ر ج٠ٝؾسور

٢ُ٧ؿ٠ح ٬ِسٚؿ جٝد٢ٛ دِؿ اظفجء جٝسػ٬ٚ٘ ؤ١ . جلاػس٬حل ٧٥ ٠ُل اظفج٫٠
صد٧ز ٬ٞ٠ُر جلاػس٬حل ٬س٧ظخ اػحٝر جلأ٠ف ا٩ٝ جٝنفًر ٧ادلاّ ج٠ٝئللر 

١ٜ٠٬ ٜـٝٛ ؤ١ س١٧ٜ نفٜحز ؤؾف٨، ٜنفٜحز جٝسإ١٬٠، ٬٢ِ٠ر . دـٝٛ
دحلأ٠ف ٫ٖ ػحلاز ٢٬ِ٠ر ٬٧ظخ سػؿ٬ؿ٥ح ٜظقء ١٠ ل٬حلر جٝد٢ٛ 

 .جٝنح٠ٞر

لا سٚٞل ٠ًحٝدر جٝد٢ٛ دحلإدلاّ ١ُ جلاػس٬حل ١٠ ولاػ٬س٤ ٫ٖ سٚف٬ف 
ج٠ِٝحٝظر ج٢٠ٝحلدر ج٧ٝجظخ سًد٦ٚ٬ح ٠صل ج٠ٝلاػٚر جٝٚيحث٬ر ؤ٧ جلإظفجء 

جلإؿجف٪ ؤ٧ جِٝلاض ج٠ٝؿ٫٢ ؤ٧ جلسفؿجؿ ج٠ٝحل ١ُ ًف٬٘ اظفجءجز 
. سإؿ٬د٬ر ؤ٧ جٝس٧ٕٙ ١ُ جسؾحـ ؤ٪ اظفجء آؾف

٬ِٞخ سؿؾل جٝنفًر، لا ل٠٬ح ٢ُؿ٠ح ١٧ٜ٬ ج٠ٝدْٞ ج٫٢ِ٠ٝ ٜد٬فجً، ؿ٧فجً 
٧ٙؿ س١٧ٜ . ٥ح٠ح ٫ٖ سؾ٬ٕٗ جٝؾلحفذ ٧جٝيفف ج٢ٝحسط ١ُ جلاػس٬حل

جٝنفًر، دحلسؾؿجٟ ٧٠جفؿ٥ح جٝـجس٬ر ؤ٧ دحٝسِح١٧ ٠َ جلا٢سفد٧ل ؤ٧ ؤ٬ر 
٬٥ثر ؿ٬ٝ٧ر ؤؾف٨ س٠ِل ٫ٖ ٠ظحل س٬ٗ٢ـ ج٢ٌٝحٟ، ٙحؿفذ ٩ُٞ جُسفجى ؤ٧ 

ٝـٝٛ ١٠ . سظ٬٠ؿ جلأ٧٠جل ج٠ٝل٧ٞدر ؤ٧ ٩ُٞ جٝػ٧ٞ٬ٝر ؿ١٧ اسلإ جٝؿ٬ٝل
ج٦٠ٟٝ ؤ١ سل٠غ ل٬حلر ٠ٜحٖػر جلاػس٬حل ٝؿ٨ جٝد٢ٛ ١٠ جسؾحـ ٙفجف 

لف٬َ ٩ُٞ ٠لس٨٧ جلإؿجفذ جٝس٬ٗ٢ـ٬ر ٫ٖ لد٬ل سًد٬٘ اظفجءجز جٝػؿ ١٠ 
جٝيفف ٧ػ٠ح٬ر ٠وحٝغ جٝد٢ٛ ؿ١٧ سإؾ٬ف ٫ٖ ػحلاز جلاػس٬حل ٧جٝٗلحؿ 

 .جٝؾ٬ًفذ

 ٩ُٞ جٝد٢ٛ ؤ١ ٬نِف ج٠ٝئللر دظ٬٠َ ػحلاز جلاػس٬حل ج٠ٝوف٬ٖر ، 
 . ٧جلاػس٬حل ج٠ٝنسد٤ د٤

  لا ٬ٚٞل ادلاّ ج٠ٝئللر ١٠ ٠لئ٬ٝ٧ر جٝد٢ٛ ١ُ اػحٝر ٙيح٬ح جلاػس٬حل 

supporting reporters and protecting them against 

reprisals as a result of their notification of fraudulent 

activities. 

 

The employee's booklet and the bank's notification 

policy for controlling and combating fraud must 

indicate that severe penalties, including indictment 

of misconduct, legal prosecution and dismissal from 

work, shall be enforced against the person who 

harms any person notifying of fraud or a corruption 

act.    

A person notifying of fraud shall not be protected if 

the investigation reveals that the notification has 

been reported due to malice or ill will.    

Specific measures must be taken to eliminate the 

fear of retaliation and the prevailing feeling among 

employees that the one who notifies of fraud and 

corruption acts may get harmed. This message must 

be delivered to employees clearly and regularly 

through newsletters and other means of internal 

communication.      

 

3-8-2-3  External Notification      

Each bank needs to set a clear official policy and 

detailed procedures for notification of fraudulent 

acts and corruption to SAMA and concerned 

security authorities.    

Fraud is a criminal act. When the bank believes after 

investigation that a proven act of fraud has been 

committed, the case must be referred to the police 

and reported to SAMA. Other firms, such as 

insurance companies, may also be concerned in 

certain cases and these should be identified as part 

of the bank's comprehensive policy.    

Requiring the bank to notify of fraud shall not lessen 

its power to decide the appropriate treatment to be 

applied, such as legal prosecution, administrative 

measures, civil treatment or recovering money 

through disciplinary actions or refraining from 

taking any other measure.    

Police intervention, especially when the amount 

involved is large, plays a significant role in 

alleviating the loss and damage resulting from fraud. 

The police may be able to intercept or freeze stolen 

money or to prevent the spoil of evidence through 

using its own resources or in cooperation with 

Interpol or any other international authority 

operating in the area of law enforcement. Therefore, 

it is important that the policy to combat fraud at the 

bank should allow taking a quick decision at the 

level of the executive management to implement 

actions, reduce the damage and protect the interests 

of the bank without any delay in cases of dangerous 

fraud and corruption.    

The bank should inform SAMA of all serious fraud 

and suspected fraud cases.  

Notification of SAMA by a bank does not lessen its 

responsibility to refer fraud cases to the police or 
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جٝظ٦حز جلأ٬٢٠ر جلأؾف٨ ـجز جلاؾسوحه ٠صل      ا٩ٝ جٝنفًر ؤ٧  
. ٢ُؿ جٝػحظر  ( F I U)٧ػؿذ جٝسػف٬حز ج٠ٝح٬ٝر 

 
:  اشخلاى اهخلبرٌر يً اهعيلاء واهجيهور 3-8-2-4

س٬٧ًف آ٬ٝحز ٝسل٬٦ل ٧سنظ٬َ ٬ٙحٟ ج٠ِٝلاء ٧جٝظ٧٦٠ف دحلإدلاّ ١ُ 
٩ُٞ٧ جٝد٧٢ٛ، ٠صلا، . ػحلاز جلاػس٬حل ج٠ٝنسد٤ د٦ح ٧جلاػس٬حل جٝؾحفظ٫

ؤ١ سٜٗف دحًٝف٬ٚر ج٠ٝص٩ٞ لالسلاٟ جٝنٜح٨٧ ٧جٝسٚحف٬ف ج٠ٝسِٞٚر دحلاػس٬حل 
. ١٠ ج٠ِٝلاء ٧ج٧٠ٝج١٬٢ً جِٝحؿ١٬٬ ٠ِٝحٝظر ٥ـ٣ جٝنٜح٨٧ ٧جٝسٚحف٬ف
١ٜ٠٬٧ ٝٞد٧٢ٛ ؤ١ سلسؾؿٟ وٗػحس٦ح ٩ُٞ جٝندٜر ج٢ِٜٝد٧س٬ر ٦ٝـج 

 .جٝٔفى

 
: يعبٌٌر اهخحلٌق :  اهضرط الأشبشً اهذبي3-9ً
:   يلديج 3-9-1 

سق٬٧ؿ ٫ٌٗ٧٠ جٝسن٬ٔل ٫ٌٗ٧٠٧ جٝسػ٬ٚ٘ جٝؿجؾ٫ٞ دبفنحؿجز ٧اظفجءجز 
 ّٟ فل٬٠ر ٧جيػر ٝٞسإٜؿ ١٠ ٠ِحٝظر ٧جلسٚوحء جلاػس٬حل دٜٗحءذ ٠س٩ س

٧ ؤ١ س١٧ٜ ؤؿ٧جف ٧٧جظدحز ظ٦حق جٝسػ٬ٚ٘ ٠ػؿؿذ د٧ي٧ع . جٜسنح٤ٖ
٬ظخ ؤ١ سي١٠ ج٠ِٝح٬٬ف جٝس٫ ٬ي٦ِح جٝد٢ٛ ٧٠يَ جٝس٬ٗ٢ـ . ٠٧٦ٗ٠٧ر

اظفجء جٝسػ٬ٚٚحز دلفُر ٧ِٖح٬ٝر دػ٬ش ١ٜ٠٬ ٫ٖ ٜل ػحٝر جػس٬حل 
٧ ٧يَ ٬ٜٞ٬٥ر . ٠نسد٤ د٦ح جسؾحـ جٝٚفجف ج٢٠ٝحلخ دحٝنٜل جٝلف٬َ 

٠٧ِٞ٠ٝحز ٧س٧ص٬٘ جٝفٙحدر سي١٠ ػ٠ح٬ر جلأؿّٝر ٧جلاػسٗحٌ ج٠ٝلاثٟ 
٧ ؤ١ ١٧ٜ٬ ٫ٖ ٠س٢ح٧ل جلإؿجفذ ٬ٜٞ٬٥ر ادلاّ ٠ٝسحدِر . دحٝلظلاز

. جٝسػ٬ٚٚحز ٠ٜح ٬ظخ ادلاّ ٠ئللر ج٢ٝٚؿ دظ٬٠َ ػحلاز جلاػس٬حل جٜٝد٬فذ
 
 
:   الإرضبداح 3-9-2

سق٬٧ؿ ٫ٌٗ٧٠ جٝسن٬ٔل ٫ٌٗ٧٠٧ جٝسػ٬ٚ٘ جٝؿجؾ٫ٞ دبفنحؿجز ٧اظفجءجز 
فل٬٠ر ٧جيػر ٝٞسإٜؿ ١٠ ٠ِحٝظر ٧جلسٚوحء جلاػس٬حل دٜٗحءذ ٠س٩ ٠ح 

٧سػ٠ل اظفجءجز ٠ِحٝظر جلاػس٬حل ٧جٝسػ٬ٚ٘ دنإ٤٢ ؤ٬٠٥ر . سٟ جٜسنح٤ٖ
 .ؾحور ٫ٖ ج٠ٝفجػل جلأ٩ٝ٧ دػ٬ش لا س٠ك دحٝسػ٬ٚٚحز جٝلاػٚر

سؿف٬خ ج١٬ٌٗ٧٠ٝ ٙؿ ١٧ٜ٬ ٧ًٞ٠دح ٧فد٠ح ن٠ل ـٝٛ جٝسؿف٬خ جٝؾحه 
 .١٬ٌٗ٧٠ٝ ٠ؾسحف١٬

جلاػسٗحٌ دلظل ٝظ٬٠َ ػحلاز جلاػس٬حل ج٠ٜٝن٧ٕ ٤٢ُ ٧جٝسػ٬ٚٚحز جٝس٫ 
ؤظف٬ز، ٧ ٧يَ ؤ٠ٌ٢ر ٠ٝسحدِر جٝسػ٬ٚ٘ ٧جلإدلاّ ١ُ ٧ي٤ِ ٢٧سحثظ٤ 

٩ُٞ٧ جلإؿجفذ ؤ١ سلسؾؿٟ جٝسٚحف٬ف ٠ٝسحدِر . ٧سػؿ٬ص٤ دنٜل ٠لس٠ف
جٝسػ٬ٚٚحز ١٠٧ ج٠ٝٗف٧ى ؤ١ سلسٟٞ جلإؿجفذ ج٬ِٞٝح ؤ٧ ٝظ٢ر ٠فجٙدر 

 .جلاػس٬حل سٚحف٬ف ٢٠س٠ٌر ٠٧دف٠ظر ػ٧ل ٧يَ ٧ل٬ف جٝسػ٬ٚٚحز

ؿ٧ف جلإؿجفذ ٧٥ ؿ٧ف س٧ظ٫٦٬ ٧لا ٬ظ٧ق ٦ٝح ؤ١ سسِح٩ً ٠دحنفذ ٫ٖ 
 .سسؿؾل ٦٬ٖح ٬ٞ٠ُر جٝسػ٬ٚ٘ ؤ٧ ؤ١

 

other competent security authorities such as the 

Financial Investigations Unit (FIU), if necessary.  

 

 

 

3-8-2-4   Receiving Notification Reports from 

Customers and the Public  

Mechanisms must be developed to facilitate and 

encourage customers and the public in general to 

notify of suspected fraud cases, and external fraud. 

Banks, for example, shall consider the best method 

of how to receive complaints and reports on fraud 

from customers and ordinary citizens to deal with 

these complaints and reports. To this end, banks can 

make use of their web sites.  

 

3-9 The eighth basic condition: Investigation 

Standards 

3-9-1 Introduction  

Staff at operation departments and those responsible 

for internal investigation must be provided with 

clear formal guidelines and procedures to ensure the 

treatment and investigation of fraud efficiently once 

detected. The roles and duties of the investigation 

organ shall be clearly defined and explained. The 

standards set in force in this connection by the bank 

must ensure rapid and efficient investigations so that 

in every case of suspected fraud, a decision can be 

taken quickly. A structure for control information 

and documentation must be set to ensure the 

protection of evidence and proper record keeping. 

The management shall have in place a notification 

structure for following-up investigations. SAMA 

must be notified of all significant fraud cases.  

 

3-9-2 Guidelines  

Operation staff and those responsible for the internal 

investigation must be provided with clear formal 

guidelines and procedures to ensure the treatment 

and investigation of fraud efficiently once 

discovered. 

The procedures for addressing and investigating 

fraud cases are very important particularly in the 

early stages, so as not to affect subsequent 

investigations.  

Staff training may be required, and a special training 

for selected employees may be needed.  

A record of all known cases of fraud discovered and 

investigations conducted must be maintained. 

Systems must be developed to follow up 

investigation and report its current status and results 

of its progress and continuous updates should be 

made. The management shall use reports to follow 

up the investigations. It is supposed that the senior 

management or the fraud control committee should 

receive programmed and regular reports on the 

status and progress of the investigations.  

The management plays a guidance role. It may not 
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:   اشخلاى تلاغ تبحخٌبل يزعوى 3-9-2-1

فجظَ جٝنفً جلألحل٫ جٝصح٫٢ )جلسؾؿجٟ ٬ٜٞ٬٥حز ٠لئ٬ٝ٧ر ٢٠حلدر 
فجظَ )٧٢ٙ٧جز جلإدلاّ  ("جلإًحف جٝس٫٠٬ٌ٢ ٬ٜٞ٬٥٧حز ج٠ٝلئ٬ٝ٧ر"د٧٢ِج١ 

 .("ؤ٠ٌ٢ر جلإدلاّ ١ُ جلاػس٬حل"جٝنفً جلألحل٫ جٝلحدَ د٧٢ِج١ 

ؤ١ ٬سٟ ا٬يحع ٠لئ٬ٝ٧حز جٝنؾه جٝـ٪ ٬س٩ٚٞ دلآح ١ُ جػس٬حل ٠نسد٤ 
د٤ ؤ٧ ٠ٜن٧ٕ ٤٢ُ ٫ٖ اظفجء ٠ن٧٠ل ٫ٖ افنحؿجز ٠فجٙدر ٠٧ٜحٖػر 

.  جلاػس٬حل ٝؿ٨ جٝد٢ٛ
ج٠ٝلئ٬ٝ٧ر جٝفث٬ل٬ر ٠ٝلسٟٞ ٠صل ٥ـج جٝدلاّ ؤ٧ ٝٞنؾه جٝـ٪ ٬ٜسنٕ 

جػس٬حلا ؤ٧ ٖلحؿجً ٠ػس٠لًا ٫٥ ؤ١ ٬لظل ظ٬٠َ سٗحو٬ل جٝدلاّ ؤ٧ جلانسدح٣ 
. دإلفٍ ٧ٙز ١ٜ٠٠ ٫ٖ ٠ٕٞ لف٪ ٬نحف ا٤٬ٝ ٜسٚف٬ف ٙي٬ر

دؿ١٧ ؤ٪ سفس٬خ ؤ٧ ؤ٬٧ٝ٧ر )سن٠ل جٝسٗحو٬ل ج٠ٝس٧ظخ سلظ٦ٞ٬ح ٠ح ٫ٞ٬ 
: (٢٬ِ٠ر

 

 .سحف٬ؽ ٧٧ٙز جٝدلاّ ؤ٧ جٝػحؿش ؤ٧ جلانسدح٣ 

  .(اـج ٜح١ جلأ٠ف ٢٠ًدٚحً)جلٟ ج٠ٝنس٫ٜ 

 .جلٟ ج٠ٝدْٞ ؤ٧ جٝػحؿش ؤ٧ جلانسدح٣

 .سٗحو٬ل جلاسوحلاز

 .ًد٬ِر جٝدلاّ

 .٧ٙز ؤ٧ ٖسفذ جلاػس٬حل ج٠ٝق٧ُٟ

 .ٌف٧ٕ جٝظف٠٬ر ج٠ٝق٠٧ُر

 .٧٠َٙ جٝظف٠٬ر ج٠ٝق٠٧ُر

 .جلٟ ج٠ٝس٦ٟ ؤ٧ ؤل٠حء ج٠ٝس١٬٠٦

 .٧٢ُج١ ؤ٧ ٢ُح١٬٧ ج٠ٝس٦ٟ ؤ٧ ج٠ٝس١٬٠٦

. ٠دْٞ جلاػس٬حل ج٠ٝق٧ُٟ
ؤ٪ دلاّ ٜسحد٫ ٬سٟ جلسلا٤٠ ٬ظخ سإف٬ؾ٤ ٧ؾس٤٠ ٠٧ِحٝظس٤ د٢ٗك 

. جًٝف٬ٚر جٝس٫ ٬ِحٝط د٤ جٝدلاّ جٝن٫٦ٗ دحلاػس٬حل
 

 
:   اهخلٌٌى الأوهً 3-9-2-2

 ٓفى جٝس٬٬ٟٚ جلأ٫ٝ٧ لاػس٬حل ٠نسد٤ د٤ ٧٥ سٚف٬ف ٠ح اـج ٜح١ ص٠ّر ٠ح 
 .٬نٜل ؤلحلح ٝٞدلاّ ؤ٧ جلانسدح٣ ٧ؤٖيل ج٧ٝلحثل ج٠ٝس٧ظخ جسؾحـ٥ح

  جٝسؿ٬ٙ٘ جٝلف٬َ ٫ٖ ظ٬٠َ ػحلاز جلاػس٬حل ج٠ٝق٧ُٟ ٧لا ٬ظ٧ق ا٢ـجف 
. ج٠ٝفسٜخ  ج٠ٝنسد٤ د٤ دحٝس٬٬ٟٚ جلأ٫ٝ٧

٧لا ٬ظ٧ق .  سظؿف جلإنحفذ ا٩ٝ ؤ١ ج٠ٝس٦ٟ ٤ٝ ػ٧ٚ٘ د٧٠ظخ ج٢ٌٝحٟ
ؿ١٧ جٝسنح٧ف ج٠ٝلد٘ ٠َ  (٠صل جلسظ٧جخ ج١٬ٌٗ٧٠ٝ)جسؾحـ ؤ٪ اظفجء 

جلإؿجفذ ج٬ِٞٝح ٧ٝظ٢ر ٠فجٙدر جلاػس٬حل، ٠٧لث٧ل ٠فجٙدر جلاػس٬حل ٬ٓ٧ف٥ٟ 
١٠ ج١٬ٌٗ٧٠ٝ ػلخ جلا٢ًدح٘، ٠ٜح ٧فؿ ٫ٖ ٢ٌحٟ جلإدلاّ ١ُ جلاػس٬حل 

. ٝؿ٨ جٝد٢ٛ
 ٙؿ ٬ئؿ٪ ُؿٟ اسدحٍ جلإظفجءجز جٝٚحث٠ر ٠٬ٖح ٬ؾه سٚو٫ جلاػس٬حل 

directly get involved or intervene in the process of 

the investigation.  

  

 

 

3-9-2-1    Receiving a notification of alleged fraud 

Appropriate structures of responsibility and channels 

of notification must be used (see the second basic 

condition entitled "Regulatory Framework and 

Structures of Responsibility" and the seventh basic 

condition entitled "Systems of Notification of 

Fraud").  

The responsibilities of the person who receives a 

notification of suspected or discovered fraud should 

be defined clearly in the bank's guidelines for 

controlling and combating fraud.  

The person who receives such notification or who 

discovers fraud or potential corruption shall mainly 

be responsible for recording all the details of the 

notification or suspicion as soon as possible in a 

confidential file referred to as a case report.  

Details to be registered shall include the following 

(without any particular order of priority):  

The date and time of the notification, incident or 

suspicion.  

The name of the complaint (if applicable).  

The name of the notifier, the incident or suspicion.  

The details of communications.  

The nature of the notification.  

The time or period of alleged fraud.  

The circumstances of the alleged crime.  

The location of the alleged crime  

The name or names of the accused.  

The address (es) of the accused.  

The amount involved of the alleged fraud.  

5.  Any written notification received must be 

dated, stamped and dealt with in the same way as an 

oral allegation of fraud is addressed.  

 

 

 

 

3-9-2-2    Initial Evaluation  

The purpose of the initial evaluation of suspected 

fraud is to determine whether there is a ground for 

the notification or suspicion and the best measures 

to be taken.  

Quick probe into all cases of alleged fraud shall be 

made. Suspected perpetrator may not be warned on 

the basis of the initial evaluation. 

It is worth mentioning that the accused has rights 

under the law. No action may be taken (such as 

investigating employees) without a prior 

consultation with the concerned members of the 

senior management and the Fraud Control 

Committee, Fraud Control Officer and other 

authorized staff, as applicable, pursuant to the fraud 

notification system  at the bank. 
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٧جلسظ٧جخ ج١٬ٌٗ٧٠ٝ ج٠ٝس٧ف١٬ً ا٩ٝ اٖلحؿ ج٠ِٝل جٝسإؿ٬د٫ ٬٧ًِل 
. ٢ظحع ؤ٬ر ٠لاػٚر ٫ٖ ج٠ٝلسٚدل

 .ػ٠ح٬ر لف٬ر ج٠ٝنس٫ٜ ٧ج٠ٝلسٟٞ ٝٞدلاّ

 اظفجء جٝس٬٬ٟٚ جلأ٫ٝ٧ دِؿ ؤ١ ١٧ٜ٬ ج١٧ٌٗ٧٠ٝ ج٠ٝؿفد١٧ سؿف٬دحً ٢٠حلدحً 
٠٧ِٞ٠حز جلسؿلا٬ٝر ٠س٧ٖفذ  ٦ٟٝ نفً ؤلا ٬ًِل ظ٠َ    ٙؿ ظ٧ِ٠ج ؤ٬ر

 .٥ـ٣ ج٠٧ِٞ٠ٝحز ؤ٪ سػ٬ٚ٘ لاػ٘

 جلس٢حؿجً ا٩ٝ ج٠٧ِٞ٠ٝحز ج٠ٝس٧ٖفذ، جسؾحـ جٝٚفجف جٝلاقٟ دنإ١ جلإظفجء 
٧جٝـ٪ ٬ن٠ل جٝس٧ول ا٩ٝ ٧جػؿ ١٠ جلالس٢سحظحز  ج٧ٝجظخ جسؾحـ٣    

 : جٝسح٬ٝر

 .ؤ١ لا ؤلحك ٝٞن٨٧ٜ ٧لا ٝق٧ٟ لأ٪ اظفجء لاػ٘

ؤ١ جٝٚي٬ر ٬ظخ ؤ١ سػحل ا٩ٝ ٠ؿ٬ف ؤ٩ُٞ ؤ٧ ا٩ٝ ٧ػؿذ جٝسػ٬ٚ٘ ٫ٖ 
 .ؤ٠ُحل جلاػس٬حل ٝؿ٨ جٝد٢ٛ ٠ٞٝق٬ؿ ١٠ جٝسػ٬ٚ٘

ؤ١ جٝٚي٬ر سػسحض ا٩ٝ ٠ن٧فذ ١٠ ج٠ٝئللر ؤ٧ ١٠ جٝنفًر ؤ٧ ١٠ ؤ٬ر 
. ٬٥ثر ٙح٬٢٧٢ر ٬٢ِ٠ر ؤؾف٨ دنإ١ جفسٜحخ ؤ٧ ُؿٟ جفسٜحخ جٝظفٟ

 : سلظ٬ل جٝٚفجف ٫ٖ سٚف٬ف جٝٚي٬ر ا٩ٝ ظح٢خ ٠ح ٫ٞ٬

 لدخ جٝٚفجف 

 ج٠ٝحؿذ ج٢ٌٝح٬٠ر جٝس٫ جلس٠ِٞز ٜإلحك ٝٞٚفجف

 (اـج ٧ظؿز)جلإظفجءجز ج٧ٝجظخ جسؾحـ٥ح 

٬٧٥ر جٝنؾه ؤ٧ جٝلًٞر جٝؾحفظ٬ر ج٠ٝلث٧ٝر ١ُ جسؾحـ ؤ٪ اظفجء 
 لاػ٘

 جلٟ ٧ ٠فٜق جٝنؾه جٝـ٪ جسؾـ جٝٚفجف

سحف٬ؽ جٝٚفجف  
جٝؾ٬حفجز ج٠ٝػس٠ٞر ٝس٫ٝ٧ جٝسػ٬ٚ٘ سن٠ل جٝنفًر ٠٧فجظ٫ِ جٝػلحدحز 
جٝؾحفظ١٬٬ ٧ج٠ٝػ١٬ٚٚ جٝؾحفظ١٬٬ ٫ٌٗ٧٠٧ جٝد٢ٛ جٝؿجؾ١٬٬ٞ ٠صل ٧ػؿذ 

جٝؿجؾ١٬٬ٞ ؤ٧ ٧ػؿجز   ؤ٧ ٠ؿ٬ف ٠ٜحٖػر جلاػس٬حل ؤ٧ ٠ؿ٫ٚٙ جٝػلحدحز
 .ج٠ٝفجظِر جٝؿجؾ٬ٞر جلأؾف٨

جلس٢حؿجً ا٩ٝ ػظٟ ٧ًد٬ِر جٝظفٟ ج٠ٝق٧ُٟ ٧جٝؾدفذ ج٧ًٞ٠ٝدر ٧ج٧٠ٝجفؿ 
ج٠ٝس٧ٖفذ، ٙؿ ١٧ٜ٬ ١٠ ج٢٠ٝحلخ ؤ١ سس٩ٝ٧ اؿجفذ ٢٬ِ٠ر جٝسػ٬ٚ٘ د٠ح ٫ٜٗ٬ 

٬سفٛ جٝسػ٬ٚ٘ جٝلاػ٘  ٝسن٬ٜل فؤ٪ دإ١ ٠ُلًا اظفج٬٠حً ٙؿ جفسٜخ ٧ؤ١
٠صل  ا٩ٝ جٝنفًر،  ٧ ٢٠حٙنر ٥ـ٣ جلأ٧٠ف ٠َ جٝظ٦حز جٝؾحفظ٬ر ج٬٢ِ٠ٝر

 .٠ئللر ج٢ٝٚؿ ٧جٝنفًر

 
 
 
:   خحدٌد خلبرٌر اهلضٌج 3-9-2-3

سػؿ٬ؿ ج٠ٝلئ٬ٝ٧ر د٧ي٧ع ٧٧يَ جلأ٠ٌ٢ر جٝلاق٠ر ٝي٠ح١ ج٠ٝػحٌٖر 
 .٩ُٞ جٝلظلاز جٜٝح٠ٞر ٧جٝسح٠ر ٝظ٬٠َ سٚحف٬ف جلاػس٬حل ٧جٝػحلاز

سػؿ٬ش سٚف٬ف جٝٚي٬ر جٝؾحه دٚي٬ر ٢٬ِ٠ر ٢ُؿ ػؿ٧ش س٬٬ٔف ٥حٟ ٫ٖ 
. جٝٚي٬ر ؤ٧ ٜل فدَ ل٢ر، ؤ٠٦٬ح ؤلد٘

. سَٚ ٩ُٞ ُحس٘ جٝد٢ٛ ٠لئ٬ٝ٧ر سػؿ٬ش سٚحف٬ف جٝٚي٬ر

Failure to follow the procedures in force for 

investigating fraud and interrogating employees 

involved may lead to impairing the disciplinary 

action and failure of any prosecution in the future. 

The confidentiality of the complainant and the 

recipient of the notification of fraud must be 

protected. 

The initial evaluation must be conducted after 

properly trained employees have collected available 

evidential information, provided that such collection 

of information should not disrupt any subsequent 

investigation.  

Based on the information available, necessary 

decision must be taken regarding the measures to be 

taken. The decision shall be one of the following 

conclusions: 

The complaint is groundless and no further measure 

is needed.  

The case must be referred to a higher director or to 

the Unit for Investigating Fraud Acts at the bank for 

further investigation.  

The case needs SAMA advice, the police or any 

competent legal authority to judge whether the crime 

has been committed or not.  

Decision on the case must be recorded together with 

the following:  

The reason for the decision.  

The article of the law according to which the 

decision is taken.  

Measures to be taken (if any).  

The identity of the person or external authority 

responsible for taking any subsequent measure.  

The name and position of the person who took the 

decision.  

The date of the decision.  

Possible options to conduct the investigation include 

the police, external auditors and investigators, and 

the bank's own staff or departments, such as Unit or 

Director of the Fraud Combat Unit, internal auditors 

or other internal audit units.  

Based on the size and nature of the alleged crime 

and the required expertise and resources available, it 

may be appropriate that a specific department makes 

the required investigation to form an opinion that a 

criminal act has been committed and the subsequent 

investigation be left to the police. These matters 

must be discussed with the external authorities 

concerned, such as SAMA and the police.  

 

3-9-2-3    Updating of case reports 

Responsibility must be clearly defined and the 

necessary regulations should be set to ensure the 

preservation of full and complete records of all fraud 

reports and cases.  

Report on a particular case must be updated if any 

significant change occurs in the case or on a 

quarterly basis, whichever is earlier.  

The bank shall be responsible for updating reports of 
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٠ٝئللر ج٢ٝٚؿ ؤ٧ لأ٪ ٠٠صل ٠ِس٠ؿ ٦ٝح ٫ٖ ؤ٪ ٧ٙز ؤ١ ٬ًٞخ جلإًلاٍ 
٩ُٞ ؤ٪ سٚف٬ف ٙي٬ر ٧ؤ١ ١٧ٜ٬ جٝد٢ٛ ج٫٢ِ٠ٝ ٙحؿفجً ٩ُٞ سٞد٬ر ٥ـج 

. جًٝٞخ ٩ُٞ ج٧ٗٝف
لا ٬ٞقٟ جٝد٢ٛ دبظفجء سػؿ٬ش لاػ٘ ٠س٩ ؤٙٗل ج٠ٕٝٞ، ؤ٪ ٠س٩ ؤودغ 

جلأ٠ف د٬ؿ جٝٚيحء ؤ٧ ٢ُؿ اس٠حٟ ج٠ِٝل جلإؿجف٪ ؤ٧ ٢ُؿ جسؾحـ جٝد٢ٛ ٙفجفجً 
 .دِؿٟ جسؾحـ ؤ٪ سؿد٬ف لاػ٘

جلاػسٗحٌ دسٚحف٬ف جٝٚي٬ر ج٠ٝٚٗٞر ٠ٝؿذ ؾ٠ك ل٧٢جز ٫ٖ ٠ٜحسخ جٝد٢ٛ 
٬٧ظ٧ق دِؿ٥ح سؾق١٬ ٥ـ٣ جٝسٚحف٬ف ٫ٖ ؤ٠ح١ٜ ٢حث٬ر ١ٜ٠٬ جلسفؿجؿ٥ح ٦٢٠ح 

 .٢ُؿ جًٝٞخ

ادلاّ ٠ئللر ج٢ٝٚؿ ١ُ اٙٗحل ؤ٬ر ٙي٬ر ٢ُؿ٠ح ١٧ٜ٬ ج٢ٝنحً جلاػس٬ح٫ٝ 
. ج٫٢ِ٠ٝ ٢ُؿ ُسدر جلإدلاّ ؤ٧ ٢ُؿ سظح٧ق٥ح

 
:   خطتٌق خطج اهخحلٌق 3-9-2-4

ػ٬ش ٬سؾـ ٙفجف دحٝسنح٧ف ٠َ جٝلًٞحز جٝؾحفظ٬ر ٩ُٞ جلأفظغ دإ١ 
٩ُٞ جلأٙل ػس٩ ٢ًٚر )٬ل٬ف جٝد٢ٛ دحٝسػ٬ٚ٘ ٫ٖ ػحٝر جػس٬حل ٠ند٣٧ 

، ٧يَ ؾًر ٦ٝـج جٝسػ٬ٚ٘ ١٠ جٝدؿج٬ر ١٠ ٙدل ٙحثؿ جٝٗف٬٘  (٠سٗ٘ ٦٬ُٞح
. ٧ج٧٠ٝجٖٚر ٦٬ُٞح ١٠ جلإؿجفذ ج٬ِٞٝح

 .سإؾـ ٬ٞ٠ُر جٝسؾ٬ًً ٫ٖ جلاُسدحف جلأ٧٠ف جٝسح٬ٝر

 .٢ًح٘ ٧نف٧ً جٝسػ٬ٚ٘

 .جٝٚيح٬ح ٧جلأ٧٠ف ج٠ٝػؿؿذ جٝس٫ ٬ظخ جلسٚوحئ٥ح دح٠ِٝ٘

سػؿ٬ؿ ج٠ٝظحلاز جٝسن٬ٞ٬ٔر ٧ج١٬ٌٗ٧٠ٝ جٝفث٬ل١٬٬ جٝـ١٬ ل٬نسف١٧ٜ ٫ٖ 
 .جٝسػ٬ٚ٘ 

 .سػؿ٬ؿ جٝؾدفذ ج٠ٝسؾوور ؤ٧ ج٠ٝلح٢ؿذ ج٧ًٞ٠ٝدر 

 .جٜٝٞٗر ج٠ٝس٧ِٙر ٝٞسػ٬ٚ٘ ٧ج٠ٝؿذ جٝق٬٢٠ر جٝلاق٠ر 

 .٠ِحٟٝ ج٠ٝفجظِر ٢٧ٚح٦ًح جٝفث٬ل٬ر ٧سحف٬ؽ سٚؿ٬ٟ جٝسٚف٬ف 

. ج٢ٝسحثط ج٢ٜ٠٠ٝر 
ِّحل ٧ج٠ٝئصف ٫ٖ ٬ٞ٠ُر جػس٬حل ٜد٬فذ ٧٥ ؤ٠ف ٠ِٚؿ ٬ٚسي٫  جٝسػ٬ٚ٘ جٝٗ
ؾدفذ ٠سؾوور ٧٠٧جفؿ ٧ٙؿ ٬ػسحض ج٬ٚٝحٟ د٤ ا٩ٝ ٖف٬٘ ٠ُل ١٠ ُؿذ 
جؾسوحوحز ٠صل س٬٢ٚر ج٠٧ِٞ٠ٝحز ٧ج٠ٝػحلدر ٧جلأ٠ٌ٢ر دحٝسِح١٧ ٠َ 

ٝـٝٛ ١٠ جٝيف٧ف٪ ؤ١ ٬س٩ٝ٧ جٝسػ٬ٚ٘ ٠لث١٧ٝ٧ ٬س٠س١٧ِ . جٝنفًر
دح٦٠ٝحفجز ٧ج٠ِٝفٖر ج٧ًٞ٠ٝدر ٧ؤ١ ٬سٟ سِق٬ق ٦٠حفجس٦ٟ دو٧فذ ٠لس٠فذ 

 .١ُ ًف٬٘ جٝسؿف٬خ ٧جٝس٧ًف ج٫٢٦٠ٝ

٩ُٞ ٙحثؿ ٖف٬٘ جٝسػ٬ٚ٘ ؤ١ ٬ِ٬ؿ دحلس٠فجف س٬٬ٟٚ جٝػحظر ا٩ٝ انفجٛ 
 .جٝلًٞحز جٝؾحفظ٬ر ٧جٝسنح٧ف ٦ِ٠ح

ا٬ٚحٕ ج٠ٝنسد٤ د٦ٟ ١ُ ؤؿجء ٧جظدحس٦ٟ ؤص٢حء جٝسػ٬ٚ٘ ٠َ جٝس٬ٜٗف د٢ِح٬ر 
دس٬ٙ٧ز ادلاّ ج٠ٝنسد٤ د٤ ؤ٧ ج٠ٝنسد٤ د٦ٟ دـٝٛ دحلإظفجءجز جٝس٫ ٬ظخ 

ٖٚؿ ١٧ٜ٬ ١٠ جٝيف٧ف٪، ٠صلا، ؤ١ ٬س٩ٝ٧ ٧٠ٌٕ جلأ١٠ . جسؾحـ٥ح لٞٗحً
٧يَ جٝسفس٬دحز ٢ٝٚل ج٠ٝنسد٤ د٦ٟ سػز جٝػفجلر ج٬ِٞٗٝر ١٠ ٧٠َٙ ٤ٞ٠ُ 

٫ٖ جٝد٢ٛ ٝي٠ح١ ُؿٟ اسلإ جلأؿٝر ؤ٧ ُؿٟ اٝػح٘ جٝيفف دحٝد٢ٛ ؤ٧ 
.  دإ٠ٌ٢ر جٝد٢ٛ

the case.  

SAMA or any authorized representative appointed 

by it may at any time request to examine any case 

report, and the bank concerned must be able to meet 

this demand immediately.  

A bank is not required to conduct any subsequent 

updating when the file is closed, i.e. as it is with the 

judiciary, at the completion of administrative work, 

or when the bank takes a decision not to take any 

subsequent measure.  

Reports of the closed case must be kept for a period 

of five years at the offices of the bank, and may then 

be stored at remote locations where they may be 

recovered at request.  

SAMA must be informed of the closure of any case 

when the concerned fraudulent activity is on the 

threshold of notification or exceeding it.  

 

3-9-2-4    Application of the Investigation Plan  

When a decision is taken, in consultation with 

external authorities, that the bank may proceed with 

investigating a suspected case of fraud (at least to an 

agreed point), a plan must be set for this 

investigation from the beginning by the team leader 

and approved by the senior management.  

Planning process must take into account the 

following:  

The scope and conditions of the investigation.  

The specific issues and matters that must be 

investigated in depth.  

Identification of operational areas and key 

employees who will participate in the investigation.  

Identification of required specialized expertise or 

support.  

The expected cost of the review and the length of 

time needed.  

The features of the review, its main points and the 

date of submitting the report.  

 The possible outcomes.  

Effective and efficient investigation in an act of 

significant fraud is a complex one, requiring 

specialized expertise and resources. It may need a 

working team of several specializations, such as 

information technology, accounting and law, 

cooperation with the police. It is therefore important 

that the investigation be conducted by officials with 

required skills and knowledge whose skills must be 

continuously enhanced through training and 

professional development.  

The head of the investigation team must constantly 

re-evaluate the need for the participation of the 

external authorities and consultation therewith.  

The suspected perpetrators must be banned from 

undertaking their duties during the investigation, but 

the timing of informing the suspects and the 

measures to be taken in a advance must be carefully 

considered. It may be necessary, for example, that 

the security officer make arrangements to transfer 
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:   حيبٌج الأدهج 3-9-2-5

١٠ جٝيف٧ف٪ ظؿجً جٝسإٜؿ ١٠ ُؿٟ ي٬حٍ ؤ٪ نٜل ١٠ ؤنٜحل جلأؿٝر ؤ٧ 
اسلا٦ٖح ؾلال ج٠ٝفجػل جلأ٩ٝ٧ ٧ٝؿ٨ جٝنفًر ج٦٠ٝحفجز ج٠ٝسؾوور 
 . ج٧ًٞ٠ٝدر ٧ج٠ِٝؿجز ٝٞػٗحٌ ٩ُٞ جلأؿٝر ٧اظفجء جٝٗػ٧وحز جٝٚيحث٬ر 

. جلاػسٗحٌ دلظل جٝظ٦حز ٧ج٧٠ٝجَٙ جٝس٫ ٬سٟ جٝػو٧ل ٩ُٞ جلأؿٝر ٦٢٠ح
ػ٠ح٬ر ج٠ٝلس٢ؿجز جلأو٬ٞر ٧ػ٦ٌٗح ٫ٖ ٠ٜح١ آ١٠ ٧ جلسدؿجل ج٠ٝلس٢ؿجز 
ج٦ٝح٠ر د٢لؽ ٦٢ُح ٫ٖ ٠ٞٗحز فل٬٠ر اـج ؿُز جٝػحظر لالسؾؿجٟ جلأول 

. ٫ٖ اظفجء ؤ٪ ٠ُل فل٫٠
. ُؿٟ ٧يَ ؤ٬ر ُلا٠حز ٬٠٠قذ ٩ُٞ ج٠ٝلس٢ؿجز جلأو٬ٞر

ُؿٟ ٢٠ح٧ٝر ج٠ٝلس٢ؿجز ٧جًِٝٚحز ج٧ٝف٬ٙر ؤ٧ ؤ٪ ٠لس٢ؿ ؤ٧ ٧ص٬ٚر ٙؿ 
سنٜل ؿ٬ٝلا دل س٧يَ ي١٠ ٓلاٖحز دلالس٬ٜ٬ر نٗحٖر سل٠غ دٚفجءذ 

٧ سلظ٬ل جلٟ ؤ٪ نؾه ٙحٟ د٢٠ح٧ٝر ٥ـ٣ . ج٠ٝلس٢ؿ ؿ١٧ ٢٠ح٧ٝس٤ دح٬ٝؿ
 . جٝس٫ ٙؿ سػؿش ٠لسٚدلًازج٠ٝلس٢ؿجز ٝلالسؾؿج٠ح

١ٜ٠٬ جلاػسٗحٌ دح٠٧ِٞ٠ٝحز جٝؿجٝر ج٦ٝح٠ر ٩ُٞ نف٬ً ًحدِر، ٠صلا، ؤ٧ 
٥ـ٣ جٝد٧٢ؿ ٙؿ . ٩ُٞ ٙوحور ٧ف٬ٙر ؤ٧ ٫ٖ ؿٖسف ٬دؿ٧ ٖحفٓحً ٫ٖ جٌٝح٥ف

سق٧ؿ جلاؾسوحو٫ ج٠ٝسؿفّخ د٠٧ِٞ٠حز ٠٬ّٙر ٬٧ظخ دـل ٜل ظ٦ؿ ١ٜ٠٠ 
 . ٝػ٠ح٬ر ٥ـ٣ جٝد٧٢ؿ ١٠ جٝس٧ّٞش

 .جٝس٧ص٬٘ ج٫٢٦٠ٝ ٠ٞٝدحػصحز ج٦ٝح٠ر ٠َ ج٠ٝلث١٬ٝ٧ جٝفث٬ل١٬٬

١ٜ٠٬ جِٝص٧ف ٩ُٞ جلأؿٝر ج٦ٝح٠ر ٫ٖ ٠ٜسخ ج٠ٝس٦ٟ ؤ٧ ٫ٖ ؾقج٢ر ٠ٞٗحس٤ ؤ٧ 
٧ ٙدل سٗس٬م . ٫ٖ ؿفظ٤ ج٠ٝٚٗل ؤ٧ ٫ٖ ػ٬ٚدس٤ ج٬ٝؿ٬٧ر ؤ٧ ٫ٖ ل٬حفس٤

٥ـ٣ ج٧٠ٝجَٙ ؤ٧ ٙدل ٢٠َ ج٧ٝو٧ل ا٦٬ٝح، ٬سٟ جٝػو٧ل ١٠ جلإؿجفذ 
جٝٚح٬٢٧٢ر ٩ُٞ فؤ٦٬ح دنإ١ جٝسدِحز ج٢ٌٝح٬٠ر ٠ٝصل ٥ـج ج٠ِٝل ٧ٜـٝٛ 

 .دنإ١ جٝس٧ول ا٩ٝ جلالس٢سحض دإ١ جلاس٦حٟ ٟٝ ١ٜ٬ ٠لس٢ؿجً ا٩ٝ ؤ٪ ؤلحك

ّٟ جلسؾؿجٟ جٝػحلخ ج٭٫ٝ لافسٜحخ ٬ٞ٠ُر جػس٬حل ٬ظخ  ٫ٖ ػحل س
جٝػو٧ل ٩ُٞ فؤ٪ ٧س٧ظ٤٬ ؾد٬ف ٙدل ج٬ٚٝحٟ دإ٬ر ٠ػح٧ٝر ٝػ٠ح٬ر 

جٝد٬ح٢حز ج٧٠ٝظ٧ؿذ ٫ٖ جٝػحلخ ج٭٫ٝ ؤ٧ ٫ٖ ٧لحثً جٝسؾق١٬ ج٬٢ِ٠ٝر ؤ٧ 
٧ٙؿ ٬ئؿ٪ جٝسٚو٬ف ٫ٖ جسؾحـ جلإظفجءجز . سػ٦ٞ٬ٞح ؤ٧ ػس٩ جٝؿؾ٧ل ا٦٬ٝح

ج٧ٝٙحث٬ر ج٢٠ٝحلدر ا٩ٝ اػؿجش دفج٠ط سؿ٬٠ف٬ر ؤ٧ سؿ٬٠ف٬ر ـجس٬ر ١٠ 
ج١ٜ٠٠ٝ ؤ١ سٞػ٘ ؤنؿّ جٝيفف دإظ٦قذ جٝػحلخ ج٭٫ٝ ؤ٧ ا٩ٝ اسلإ ؤؿٝر 

 .صد٧س٬ر ٥ح٠ر

٢ُؿ س٬٬ٟٚ ظ٧ج٢خ جلاػس٬حل ج٠ٝسِٞٚر دحٝػحلخ ج٭٫ٝ، ؤ١ س١٧ٜ ؤ٬٧ٝ٧حز 
ٖف٬٘ جٝسػ٬ٚ٘ ػ٠ح٬ر ٠ِؿجز جٝػحلخ ج٭٫ٝ ٧جٝندٜر ج٢ٌٝح٬٠ر جٝس٫ ٙؿ 
١٧ٜ٬ ج٠ٝس٦ٟ ٙؿ ؿؾل ا٦٬ٝح ؤ٧ ١٠ ؾلا٦ٝح ، ٧ـٝٛ ٝي٠ح١ جلس٠فجف٬ر 

ج٬ٞ٠ِٝحز ٧جٝؾؿ٠حز ٧ٝػ٠ح٬ر ٧لحثً جٝسؾق١٬ ٧نٗفذ جٝدفج٠ط ٬ٓ٧ف٥ح 
٧ٙؿ ١٧ٜ٬ ١٠ جٝيف٧ف٪ جلالسِح٢ر . ١٠ جٝد٧٢ؿ جٝس٫ ٙؿ سلس٠ِل ٜإؿٝر

دؾؿ٠حز جٝؾدفجء ٫ٖ سؿ٬ٙ٘ جٝػحلخ ج٭٫ٝ ٬ٓ٧ف٥ٟ ١٠ جلاؾسوحو١٬٬ 

the accused from his work location in the bank and 

put him under actual police custody to ensure  the 

non-destruction of evidence or inflecting any harm 

on the bank or its systems.  

 

3-9-2-5     Evidence Protection  

It is very crucial to make sure that any form of 

evidence must not be lost or destroyed during the 

early stages. It must be ensured that the police has 

specialized necessary skills and equipment to 

preserve evidence and conduct judicial 

examinations.  

A record of the locations from which evidence is 

obtained must be maintained. 

The original documents must be protected and 

maintained in a safe place; such important 

documents must be replaced with copies thereof and 

kept in official files if necessary, so as to use the 

original in the conduct of any official procedure.  

The original documents must not be marked with 

any distinctive signs.  

Paper documents and slips of paper which may 

constitute evidence must not be handled, but they 

must be placed within a transparent plastic file 

permitting reading the document without handling 

with hands. The name of any person who handles 

such documents must be registered for use in the 

future. 

Important evident Information can be kept, for 

instance, on a printing tape, slip of paper or a copy 

book that looks empty. These items may provide 

valuable information to a trained specialist. Every 

possible effort must be made to protect these items 

from contamination.  

Significant discussions with key officials must be 

documented.  

Important evidence could be found in the office of 

the accused, his file safe, closed drawer, briefcase or 

in his car. Before inspecting these places or banning 

access to them, the bank's legal affairs department 

must be consulted about the legal consequences of 

such action and for reaching the conclusion that the 

accusation was not based on any ground.  

If computers were used to commit a fraudulent act, 

an expert must be consulted before making any 

attempt to protect the data stored in the computer or 

other storage media concerned, and to analyze or 

even access them. Negligence in taking proper 

precautionary measures may result in creating 

destructive or self-destructive programs that could 

damage the computer hardware or destroy important 

evidence.  

When assessing aspects of computer fraud, priorities 

of the investigation team must be to protect the 

hardware and the network, which may have been 

accessed by the accused, in order to ensure 

continuity of operations and services and protect 

storage media and codes and other items that may be 
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 .جٝؿجؾ١٬٬ٞ ٧جٝؾحفظ١٬٬ ٧ٝيَ ٧س٬ٗ٢ـ جٝي٧جدً ٝٞػ٠ح٬ر

ػ٬ش ١٧ٜ٬ ٠ؿ٬ف جٝد٬ح٢حز ؤ٧ ٠ػٞل جلأ٠ٌ٢ر ؤ٧ ؾد٬ف جٝندٜر ؤ٧ 
جؾسوحو٫ س٬٢ٚر ج٠٧ِٞ٠ٝحز ُح٫ٝ ج٦٠ٝحفذ، ١٠ جٝيف٧ف٪ د٧ظ٤ 

ؾحه جٝسإٜؿ ١٠ ُؿٟ اًُحء ٠صل ٥ـج جٝنؾه ؤ٪ ا٢ـجف ٠لد٘ دنإ١ 
٧دِؿ جٝسدحػش ٠َ ج١٬ٌٗ٧٠ٝ ج٧ٜٗٝث١٬، سلػخ ظ٬٠َ ولاػ٬حز . جٝسػ٬ٚ٘

. جٝؿؾ٧ل ٧ج٧ٝو٧ل ا٩ٝ ظ٬٠َ جلأ٠ٌ٢ر ٜإ٬٧ٝ٧ر ؤ٩ٝ٧
 
 
 
 

 
:   اشخرداد عبئداح الاحخٌبل 3-9-2-6

٠لاػٚر جلسفؿجؿ ظ٬٠َ جٝؾلحثف ج٢ٝحسظر ١ُ جلاػس٬حل ل٧جء جسؾـز ؤ٧ ٟٝ 
اظفجءجز ظقجث٬ر، ٠ٜح ٬سٟ اُحؿذ س٬٬ٟٚ ؤ٠ٌ٢ر جٝفٙحدر دِؿ  سسؾـ ؤ٬ر

 .ج٬ٞ٠ِٝر ٝسظ٢خ سٜفجف٥ح

١ٜ٠٬ ٠لاػٚر جلسفؿجؿ ُحثؿجز جلاػس٬حل ٧جٝؾلحثف جلأؾف٨ ُدف 
ج٠ٝلاػٚر جٝظقجث٬ر ؤ٧ ُدف ٧٢ٙجز ؤؾف٨ ٠صل ج٠ِٝل جلإؿجف٪ ؤ٧ جٝسؿد٬ف 

. جٝسإؿ٬د٫
يعبٌٌر اهشووم والإجراءاح :  اهضرط الأشبشً اهخبشع 3-10

: اهخأدٌتٌج 
:   يلديج 3-10-1

٩ُٞ جٝد٧٢ٛ ؤ١ س٧ًف ٠ِح٬٬ف ٠لاث٠ر ٝٞل٧ٞٛ ٧س٧ق٦ِ٬ح ٩ُٞ ج١٬ٌٗ٧٠ٝ 
٧ افلحل فلحٝر ٧جيػر دإ٤٢ لا . ٧ج٧٠ٝفؿ١٬ ٧ج٠ِٝلاء ٧جٝظ٧٦٠ف جِٝحٟ

. سلح٥ل ٠َ جلاػس٬حل ٧ؤ١ ٠فسٜد٤٬ ل٬سِفي١٧ لإظفجءجز سإؿ٬د٬ر
٧سنٜل ٧ٙجُؿ جٝل٧ٞٛ ٢ًٚر جٝدؿج٬ر د٦ـج جٝنإ١ سؿ٦٠ُح ٠ِح٬٬ف ٧ل٬حلحز 
. ٠ػؿؿذ س٫ًٔ ج١٬ٌٗ٧٠ٝ ٧س٢نف ٢٠حؾحً ١٠ جٝل٧ٞٛ جلأؾلا٫ٙ ؿجؾل جٝد٢ٛ

٧ ؤ١ س٠سؿ ٥ـ٣ ج٠ِٝح٬٬ف ا٩ٝ ج١٬ٌٗ٧٠ٝ ج٠ٝسِحٙؿ ٦ِ٠ٟ ٧ا٩ٝ ج٠ٝٚح١٬ٝ٧ 
جٝؾحو١٬ ٧ج٧٠ٝفؿ١٬ جٝؾحو١٬ ٧جلالسنحف١٬٬ ٧ظ٬٠َ ج٠ٝسِح١٬ٞ٠ ٠َ 

. جٝد٢ٛ ٦٠٧ح٤٠

 
:  الإرضبداح 3-10-2

٩ُٞ جٝد٧٢ٛ ؤ١ س٧ًّف ٠ِح٬٬ف ل٧ٞٛ وحٝػر ٧ؤ١ س٧ق٦ُح ٩ُٞ 
 .ج١٬ٌٗ٧٠ٝ ٧ج٧٠ٝفؿ١٬ ٧ج٠ِٝلاء ٧جٝظ٧٦٠ف جِٝحٟ

 .س٫ًٔ ٠ِح٬٬ف جٝل٧ٞٛ ظ٬٠َ ٖثحز ج١٬ٌٗ٧٠ٝ ؿجؾل جٝد٢ٛ

س٠سؿ ٥ـ٣ ج٠ِٝح٬٬ف ا٩ٝ ج١٬ٌٗ٧٠ٝ ج٠ٝسِحٙؿ١٬ ٠َ جٝد٢ٛ ٧ج٠ٝٚح١٬ٝ٧ 
جٝؾحو١٬ ٧ج٧٠ٝفؿ١٬ ٧جلالسنحف١٬٬ ٧ج٧ٜٝلاء ٧ؤ٪ نؾه ٬سِح٠ل ٠َ 

 .جٝد٢ٛ ؤ٧ ٦٠ح٤٠

١ٜ٠٬ سٗو٬ل ٠ِح٬٬ف ل٧ٞٛ ٠ؾسٞٗر ؤ٧ ٠ِح٬٬ف ػؿ ؤؿ٩٢ ٧اظفجءجز 
سإؿ٬د٬ر ٩ُٞ ٜح٠ل ٢ًح٘ جٝد٢ٛ، ١ٜٝ٧ سًد٘ ٥ـ٣ ج٠ِٝح٬٬ف ٩ُٞ ػحلاز 

 .ؾحور ٫ٖ اؿجفجز ؤ٧ ؤٙلحٟ ٢٬ِ٠ر

 

used as evidence. It may be necessary to seek the 

help of computer experts and other internal and 

external specialists to set and implement protection 

controls.  

When the data manager, systems analyst, network 

specialist or information technology specialist is 

highly skilled, it is particularly important to make 

sure not to give such a person any advance warning 

about the investigation. After discussions with 

efficiently qualified employees, all rights of entry 

and access to all systems must be withdrawn as a 

first priority.  

 
 

3-9-2-6    Recovery of the proceeds of fraud  

Recovery of all losses resulting from fraud must be 

pursued, whether punitive measures have been taken 

or not. Control systems must be reassessed after the 

fraudulent act to avoid its recurrence.  

Recovering the proceeds of fraud and other losses 

can be pursued through criminal prosecution or 

through other channels, such as administrative or 

disciplinary measures.  

 

3-10 Ninth Basic Condition: Code of Conduct 

and Disciplinary Measures  

 

3-10-1   Introduction  

Banks shall develop an appropriate code of conduct 

and circulate it to employees, suppliers, customers 

and the public in general. A clear message must be 

sent that fraud will not be tolerated with and its 

perpetrators shall be subject to disciplinary 

measures. In this regard, the code of conduct will 

constitute a starting point, supported by specific 

standards and policies which cover all employees 

and create a climate of ethical conduct inside the 

bank. These standards must extend to the hired 

employees, private contractors, suppliers, 

consultants and all parties dealing with the bank and 

its functions.  

 

3-10-2  Guidelines  

Banks shall develop proper code of conduct and 

distribute it to employees, suppliers, customers and 

the public in general.  

The code of conduct shall cover all categories of 

staff at the bank.  

This code of conduct must be extended to the bank's 

contracted employees, private contractors, suppliers, 

consultants and agents, and any person dealing with 

the bank or with its functions.  

Different codes of conduct or minimum codes of 

conduct and disciplinary procedures can be set to 

cover the bank as a whole. However, such codes of 

conduct must be applicable to particular situations in 

certain departments or sections.   
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:   كواعد اهشووم 3-10-2-1
 ٬لحُؿ ٧يَ ٧س٧ق٬َ ٙحُؿذ ٝٞل٧ٞٛ ٩ُٞ سػؿ٬ؿ ج٠ِٝح٬٬ف جلأؾلا٬ٙر 

٧ ؤ١ سِدف ٧ٙجُؿ جٝل٧ٞٛ جٝل٬ٟٞ ٧ؤ١ سوٕ ٢قج٥ر   .٧جٝل٬ٜ٧ٞر ٝٞد٢ٛ
جِٝح١٬ٞ٠ ٫ٖ جٝد٢ٛ ٦٠٬ٙ٧ٟ جلأؾلا٬ٙر ٧ٜٗحءس٦ٟ ٧جٝل٧ٞٛ جٝنؾو٫ 

٧ج٫٢٦٠ٝ ج٠ٝس٧َٙ ١٠ ظ٬٠َ ج١٬ٌٗ٧٠ٝ ٧ٖٞلٗر جٝد٢ٛ ٧ؤل٧ٞد٤ جٝسن٫ٞ٬ٔ 
٧جًٝف٬ٚر جٝس٫ سػؿؿ ٦٬ٖح اؿجفذ جٝد٢ٛ جٝولاػ٬حز ٧ج٠ٝلئ٬ٝ٧حز 

٧جًٝف٬ٚر جٝس٫ س٢ٌٟ د٦ح ٧س٧ًف ؤنؾحو٦ح ٧جلا٥س٠حٟ ٧جٝس٧ظ٤٬ جٝـ٪ 
. ٤٬ٝ٧٬ ٠ظٞك جلإؿجفذ ٦ٝـ٣ ج٠ِٝح٬٬ف

سِق٬ق جٝفلحٝر ج٧ٝجفؿذ ٫ٖ ٧ٙجُؿ جٝل٧ٞٛ دإنٜحل ؤؾف٨ ١٠ ج٠ٝلس٢ؿجز 
د٠ح ٫ٖ ـٝٛ ٜس٬خ ؿ٬ٝل دنإ١ )٠صل ٜس٬دحز ج٧٠ٌٕٝ ٧جلإظفجءجز 

٠َ جٝسٗحو٬ل جٝلاق٠ر، ٧جٝفلحثل جلإؾدحف٬ر  (٠فجٙدر ٠٧ٜحٖػر جلاػس٬حل
ِّحٝر  ٧جٝسِح٬٠ٟ جٝس٫ ١ٜ٠٬ جلسؾؿج٦٠ح ٝس٧ق٬َ ج٠ِٝح٬٬ف دو٧فذ ٖ

. ٧سِق٬ق٥ح دح٢سٌحٟ
 

:   يعبٌٌر اهخأدٌة 3-10-2-2
٬ػؿؿ ٜس٬خ جلإظفجءجز جٝسإؿ٬د٬ر جٝس٫ ٧ٚ٬ٟ د٦ح جٝد٢ٛ يؿ ج١٬ٌٗ٧٠ٝ 

.  جٝـ١٬ سصدز ٦٬ُٟٞ س٦ٟ جلاػس٬حل
لا ٬ظ٧ق ٝفث٬ك جٝؿجثفذ د٧ظ٤ ُحٟ ؤ١ ٬ٚدل جلسٚحٝر ٧٠ٌٕ ؾحيَ 

ؤ٧ ٧٠ي٧ٍ ٤ٝ ُلاٙر دل٤ٜ٧ٞ ٬ٓف ج٢ٝق٤٬ ؤ٧ ؤ٪ , ٝٞسػ٬ٚ٘ ٫ٖ ٙي٬ر ٠ح 
٠٧َ ؤ١ جلسٚحٝر ٠صل ٥ـج . ل٧ٞٛ آؾف ٬لسؿ٫ُ وف٤ٖ ١٠ جٝؾؿ٠ر

ج٧٠ٌٕٝ ٙؿ سِسدف ٧ل٬ٞر ٝس٬ٖ٧ف ج٧ٝٙز ٧جٜٝٞٗر جٝس٫ س٧ً٢٪ ٦٬ُٞح 
٬ٞ٠ُر ا٦٢حء ١٠ جٝؾؿ٠ر، ٢٦ٖحٝٛ جػس٠حل جلس٠فجف ٥ـج ج٧٠ٌٕٝ ٫ٖ 

٥٧ـج ٙؿ ٬لدخ ػفظحً ٝٞد٢ٛ . ٠ػح٧لاس٤ جلاػس٬ح٬ٝر ٫ٖ ٠ٜح١ ٠ُل آؾف
. جٝـ٪ ل٠غ ٦ٝـج جٝنؾه دحلالسٚحٝر، ؤ٧ اٙح٠ر ؿ٨٧ُ ٙيحث٬ر يؿ جٝد٢ٛ

 
  
  اهيعبٌٌر اهيٌطتلج عوى اهيوظفًٌ اهيؤكخًٌ ويوظفً 3-10-2-3

:- اهجهبح اهخبرجٌج اهيخعبكد يعهب 
س٢ًد٘ ـجز ج٠ِٝح٬٬ف ج٢٠ًٝدٚر ٩ُٞ اؿجفذ جٝد٢ٛ ٤٬ٌٗ٧٠٧ ٩ُٞ ج١٬ٌٗ٧٠ٝ 
ج٠ٝئٙس١٬ ٫ٌٗ٧٠٧ جٝظ٦حز جٝؾحفظ٬ر ج٠ٝسِحٙؿ ٦ِ٠ح ٠َ جٝد٢ٛ جٝـ٪ ٬ظخ 

٩ُٞ جٝد٧٢ٛ . ؤ١ ٬ؿف٧ٜج ٠ح٫٥ سًِٞحز جٝد٢ٛ جلأؾلا٬ٙر ج٢٠ٝسٌفذ ٦٢٠ٟ
١٠ ؤظل جلالسٗحؿذ جٝٚو٨٧ ١٠ جٝسِحٙؿ ٠َ جٝظ٦حز جٝؾحفظ٬ر ، ؤ١ سيَ 
ؤ٠ٌ٢ر اؿجفذ ٠٧فجٙدر ١٠ نإ٦٢ح ؤ١ سيدً ج٢ٝٗٚحز ٧سؾٕٗ ٙؿف جلإ٠ٜح١ 

. ١٠ جلاػس٬حل ٧ج٦ٝؿف ٧ل٧ء جلإؿجفذ
٩ُٞ جٝد٢ٛ، ٢ُؿ٠ح ٬ِس٠ؿ ٩ُٞ ٧٠جفؿ دنف٬ر ٬٢ٖ٧ر ١٠ جٝؾحفض ٝسإؿ٬ر 

دِى جٝؾؿ٠حز ٤ٝ، ؤ١ ٬سإٜؿ ١٠ س٬٬ٟٚ ٠٧فجٙدر ٫ٌٗ٧٠ جٝظ٦حز ج٠ٝسِحٙؿ 
٦ِ٠ح ٠٧لس٨٧ ؤؿجث٦ٟ ٝسػؿ٬ؿ ؾًف جلاػس٬حل ٧اظفجءجز ٠فجٙدر جلاػس٬حل 

. جٝلاق٠ر ٠ٜٝحٖػر ٧جٜسنحٕ جلاػس٬حل
سنٜل ٬ٞ٠ُر س٬٬ٟٚ جٝؾًف، ج٦ٝحؿٖر دو٧فذ ؾحور ا٩ٝ سػؿ٬ؿ ؾًف 

3-10-2-1 Codes of Conduct 

Setting and distributing codes of conduct could help 

in identifying the behavioral and ethical standards 

required at the bank. They must reflect and describe 

the integrity of the bank's employees, their ethical 

values, and competence; personal and professional 

behavior expected of all staff; the philosophy of the 

bank and its operational system; the means on basis 

of which the management of the bank determines 

powers and responsibilities, and the way in which it 

develops the competence of its members; attention 

paid by the board of directors to these standards and 

its guidance thereto.  

The massage contained in the Code of conduct must 

be reinforced by using other forms of official 

documents, such as employee's booklet and 

procedures (including a booklet manual on 

controlling and combating fraud) with necessary 

details, newsletters and circulars which can be used 

to effectively promote these standards and 

strengthen them regularly.  

 

3-10-2-2   Disciplinary Standards 

The employee's booklet must specify disciplinary 

measures to be taken by the bank against employees 

who are convicted of fraud. 

A head of a department may not generally accept the 

resignation of an employee under investigation 

because of his dishonest behavior or any other 

immoral behavior that requires his dismissal from 

service. Although the resignation of such an 

employee may be considered as a means for saving 

time and cost involved in the dismissal from service, 

there is a possibility that he  may continue practicing 

fraudulent acts while working at another institution 

or firm. This may cause embarrassment to the bank 

that allowed this person to resign, or file a law suit 

against the bank.   

 

3-10-2-3   Standards Applicable to Temporary 

Staff and Employees of External Outsourcing 

Entities  

The same standards applicable to the management of 

the bank and its staff must apply to temporary staff 

and other employees of external entities with which 

the bank is outsourcing. The entities must realize the 

bank's ethical aspirations that they are expected to 

meet.  For optimal benefit from outsourcing with 

the external entities, banks must establish 

management and control systems that would control 

costs and reduce fraud, waste of resources and 

mismanagement as much as possible.  

When it depends on external human and technical 

resources to perform certain services, the bank shall 

make sure to monitor the employees of contracted 

firms and evaluate their performance to determine if 

there is a risk of fraud and take necessary measures 

to combat and detect such fraud.  
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ُٚؿ ١٬ِ٠، ظقءًج ١٠ ؤ٠ُحل اؿجفذ جٝؾًف  جلاػس٬حل جٝـ٪ ٧ً٢٬٪ ٤٬ُٞ
ؾًف  س٬٬ٟٚ"ج٧٠ٝو٧ٖر ٫ٖ جٝنفً جلألحل٫ جٝصحٝش سػز ٧٢ُج١ 

٢ُ٧ؿ سػؿ٬ؿ ج٠ٝؾحًف ٬س١٬ِ ٩ُٞ ج٠ٝؿفجء س٬٧ًف ". جلاػس٬حل
. جِٝٚؿ جلسفجس٬ظ٬حز س٢ًد٘ ٩ُٞ ـٝٛ

س١٧ٜ جلالسفجس٬ظ٬حز ج٦ٝحؿٖر ا٩ٝ سؾ٬ٕٗ ج٠ٝؾحًف ج٠ٝفسدًر 
٠ٗوٞر ٧ؤ١ سسي١٠ سفس٬دحز ٠ػؿؿذ ٝٞس٧ظ٤٬  (outsourcing)دحٝسِحٙؿ

ِّحٝر ٠٧لحفجز ٧جيػر  ٧جٝفٙحدر ٝي٠ح١ جلإؿجفذ ج٠ٝح٬ٝر ٧ج٠ٝػحلدر جٝٗ
. ٝسؿ٬ٙ٘ جٝػلحدحز

٩ُٞ ج٠ٝؿفجء ٫ٖ لد٬ل سؾ٬ٕٗ ج٠ٝؾحًف، ؤ١ ٬س٠س٧ِج دح٦٠ٝحفجز جٝلاق٠ر 
ؤ٧ ؤ١ ٬س٧ٚٞج جٝسؿف٬خ جٝلاقٟ ٬ٝس٧٢ٜ٠ج ١٠ جسؾحـ جٝٚفجفجز ج٢٠ٝحلدر دنإ١ 

. جٝٚيح٬ح جٝس٫ ٧ً٢٬٪ ٦٬ُٞح جٝسِحٙؿ
٢ُؿ اظفجء ٧ُٚؿ ٠َ ؤًفجٕ ؾحفظ٬ر ٬ظخ ؤ١ سي١٠ جلإؿجفذ جٝٚح٬٢٧٢ر 

ٝؿ٨ جٝد٢ٛ ؤ١ جلإظفجءجز ٧جلإفنحؿجز ٧س٠٬ِٞحز ج٠ٝئللر ٫ٖ ٥ـج 
 . جٝؾو٧ه ٙؿ ؤًُؾـز ٫ٖ جلاُسدحف

 
 

 ------------------------------------      
 

 -------------------------                  
 

 ------------                       
 

 

 

 

 

 

 

 

 

 

The risk assessing process aimed in particular at 

determining the risk of fraud involved in a particular 

contract represents a part of risk management 

described in the third basic condition under the title 

"Assessing the Risk of Fraud". Once risks are 

identified, managers shall develop strategies 

applicable to that contract.  

Strategies aimed at reducing risks associated with 

outsourcing must be set in full details and must 

include specific arrangements for guidance and 

control to ensure sound financial management, 

effective accounting and clear courses for accounts 

audit.  

In order to mitigate risks, managers should have the 

necessary skills or receive the necessary training to 

take appropriate decisions concerning the issues 

involved in outsourcing. 

In outsourcing with external parties, the legal 

department at the bank must ensure that procedures, 

guidelines and instructions of SAMA in this regard 

are taken into consideration.  
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